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1
VEHICLE DISABLEMENT AND RETRIEVAL

BACKGROUND

The invention relates generally to the control of vehicles
and, more specifically, to remotely initiated vehicle disable-
ment and subsequent vehicle retrieval.

Increasingly, various types of vehicles, particularly those
that are remotely operated, have been encroaching into
restricted-access areas (e.g., airports, sporting events, and
government facilities, to name a few). Such vehicles often
interfere with the activities conducted in the encroached
upon area. In some cases, this intrusion can result in property
damage, personal injury, and/or other serious consequences.

SUMMARY

According to an embodiment, a system is provided. The
system includes an agent carrier and an agent disposed in an
inner cavity of the agent carrier. The agent includes an
expandable foaming material and electromechanical signal
blocking particles embedded in the expandable foaming
material. The system also includes a sensor and agent release
mechanism configured to release the agent from the agent
carrier based at least in part on a determination, via the
sensor, that the agent carrier is within a predetermined
distance via the sensor from a vehicle.

According to another embodiment, a method is provided.
The method includes positioning an agent deployment
device in proximity of a vehicle, loading an agent carrier
into an agent carrier holding chamber of the agent deploy-
ment device, disposing a first end of a tethering line into the
agent carrier, and affixing a second end of the tethering line
to the agent deployment device. The method also includes
launching the agent carrier from the agent deployment
device. The agent carrier releases an agent to encapsulate the
vehicle. The agent includes an expandable foaming material
that cures and solidifies to form a plastic around the vehicle,
and the first end of the tethering line is secured to the vehicle
via the solidified expandable foaming material. The method
also includes retrieving the vehicle via the tethering line.

According to a further embodiment, a computer program
product is provided. The computer program product
includes a computer readable storage medium having pro-
gram instructions embodied therewith. The computer read-
able storage medium is not a transitory signal per se. The
program instructions are executable by a computer processor
to cause the computer processor to perform a method. The
method includes storing, in a memory that is communica-
tively coupled to the computer processor, a data value
indicating a maximum distance in which an agent carrier is
capable of being deployed from an agent deployment
device. The agent deployment device is communicatively
coupled to a laser rangefinder via the computer processor.
The program instructions also include activating the laser
rangefinder device. The laser rangefinder device calculates a
distance between the agent deployment device and the
vehicle. The program instructions further include receiving
a data value indicating the distance, and permitting deploy-
ment of the agent carrier from the agent deployment device
when the data value indicating the distance is less or equal
to the data value stored in the memory. The agent includes
an expandable foaming material and electromechanical sig-
nal blocking particles. The expandable foaming material is
configured to cure and solidify to form a plastic around the
vehicle, and the electromechanical signal blocking particles
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2

are configured to block communications between the vehicle
and a remote operator of the vehicle.

Additional features and advantages are realized through
the techniques of the invention. Other embodiments and
aspects of the invention are described in detail herein and are
considered a part of the claimed invention. For a better
understanding of the invention with the advantages and the
features, refer to the description and to the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter which is regarded as the invention is
particularly pointed out and distinctly claimed in the claims
at the conclusion of the specification. The forgoing and other
features, and advantages of the invention are apparent from
the following detailed description taken in conjunction with
the accompanying drawings, which:

FIG. 1 depicts a system for disabling a vehicle according
to an embodiment of the invention;

FIG. 2 depicts an agent carrier according to an embodi-
ment;

FIG. 3 depicts an agent carrier in an active stage of
deployment with respect to a vehicle according to an
embodiment of the invention;

FIG. 4 depicts a partial view of a system according to
another embodiment;

FIG. 5 depicts an agent-encapsulated vehicle according to
an embodiment;

FIG. 6 depicts another agent-encapsulated vehicle that is
tethered by an agent deployment device and carrier accord-
ing to an embodiment;

FIG. 7 depicts a system according to a further embodi-
ment; and

FIG. 8 depicts a flow diagram of a process for disabling
and retrieving a vehicle according to an embodiment.

DETAILED DESCRIPTION

Exemplary embodiments provide vehicle disablement and
retrieval processes, as well as associated systems. The
disclosed vehicle disablement and retrieval processes and
systems provide the ability to disable the operations of a
vehicle (also referred to herein as “vehicle”) including its
communications without compromising the integrity of the
vehicle, such that its components and functionality are
preserved for analysis and other activities. The disclosed
system includes an agent deployment device and an agent
carrier. The agent deployment device launches the agent
carrier in the direction of the vehicle, and the agent carrier
releases a signal blocking expandable foaming material to at
least partially encapsulate the vehicle. The signal blocking
expandable foaming material substantially interferes with
communications to and from the vehicle, and the compo-
nents of the signal blocking expandable foaming material
provide a buffer around the vehicle to facilitate a soft
landing, thereby preserving the vehicle as well as potentially
protecting objects or people below during its landing. The
system also includes a tethering apparatus that enables easy
retrieval of the vehicle once it has been disabled.

By substantially interfering with the vehicle’s communi-
cations, the disclosed vehicle disablement and retrieval
processes and system can prevent a remote operator of the
vehicle from conducting a self-destruct operation with
respect to the vehicle, which could eliminate the recovery of
critical data stored therein. The vehicle, once disabled, can
be retrieved for forensic analysis, e.g., to determine owner-
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ship or an identity of the remote operator, and further to
ensure accountability of those entering into restricted areas.

Turning now to FIG. 1, a system 100 upon which the
disclosed vehicle disablement and retrieval processes may
be implemented will now be described in an embodiment.
The system 100 includes an agent deployment device 101
and an agent carrier 114. The agent deployment device 101
may be configured for handheld mobile use or as a fixed
location (e.g., ground mounted) device, a marine deployed
device (e.g., water vessel), or an aerial deployed device.

The agent deployment device 101, in turn, includes a base
102, and an agent carrier holding chamber 104 coupled to an
auxiliary chamber 106. The auxiliary chamber 106 is affixed
to the base 102. The agent deployment device 101 may also
include a handle (not shown), a launch activation control
(not shown), and a propellant device 112. The launch
activation control may be implemented as a physical latch or
lever that is depressed or otherwise activated to initiate
deployment of the agent carrier 114 from the agent deploy-
ment device 101. The launch activation control is configured
to be engaged by an operator of the agent deployment device
101 through leverage of the handle. The propellant device
112 may be implemented, e.g., using a compression-based
CO, canister or an electric-based piston channel slide. In an
embodiment, if the propellant device 112 is implemented
using compression, then upon selection of the launch acti-
vation control, the propellant device 112 is configured to
release the pressured CO, into the auxiliary chamber 106
and agent carrier holding chamber 104. The pressurized CO,
causes the agent carrier 114 to be deployed from the agent
carrier holding chamber 104.

The agent carrier 114 is sized to fit within the agent carrier
holding chamber 104 of the agent deployment device 101.
The agent carrier holding chamber 104 may be shaped in any
aerodynamic configuration known by those skilled in the art
to maximize its distance upon its launch from the agent
deployment device 101.

Turning now to FIG. 2, the agent carrier 114 is described
in an embodiment. The agent carrier 114 is configured with
an outer layer 202 and an inner cavity 204. The outer layer
202 may be of any material capable of breaking apart or
dissolving through some internal or external catalyst, such
that its contents can be released as described herein. In an
embodiment, an agent is injected into the agent carrier 114.
The agent includes an expandable foaming material 206
(also referred to herein as “material”) and electromechanical
signal blocking particles 208 (also referred to herein as
“particles”). Collectively, the expandable foaming material
206 and the electromechanical signal blocking particles 208
are referred to the “agent” and “signal blocking expandable
foaming material.”

In an embodiment, the expandable foaming material 206
is comprised of a compound material that expands upon
release from a container in which it is stored (e.g., the agent
carrier 114). For example, the expandable foaming material
206 may be comprised, at least in part, of polyurethane. The
material 206 is configured to provide floatable properties for
use in a marine-based environment. In addition, the material
206 is configured to be dissolvable either over time or
through the use of a solvent, to enable access to, and analysis
of, a disabled vehicle that has been at least partially encap-
sulated via the material 206. As a polyurethane-based mate-
rial, the expandable foaming material 206 is configured to
cure and harden into a solid plastic. In one non-limiting
embodiment, the expandable foaming material 206 may be
implemented using a polyurethane spray foam insulation
material base with an expansion ratio targeted for the
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environment that the system will used in depending on the
needed density of the foam for the application. In an
embodiment, the expandable foaming material 206 is con-
figured to expand to approximately 5 times its original mass.

The electromechanical signal blocking particles 208 may
be comprised of any metallic material capable of blocking
the transmission and receipt of signals (e.g., radio frequen-
cies, microwaves, etc.). In an embodiment, the particles 208
may be comprised of copper, aluminum, and/or carbon
nano-tubes, to name a few. The ratio of electromechanical
signal blocking particles 208 to the foaming material 206 in
the agent may vary based on the intended application, as
well as the dimensions of the vehicle. In an embodiment,
different ratios of radio blocking materials may be added
into the foaming material 206 depending upon the applica-
tion, cost (e.g., basic radio frequency blocking materials
versus premium radio frequency blocking materials), and/or
the desired effectiveness in performing radio frequency
blocking functions.

Turning now to FIG. 3, the agent carrier 114 is illustrated
in another embodiment. The agent carrier 114 of FIG. 3 is
shown in an active state of deployment toward a vehicle 302.
As shown in FIG. 3, the vehicle 302 is a remote controlled
aerial vehicle. The agent carrier 114 includes a sensor device
304, a computer processor 306, and an agent release mecha-
nism 308. The sensor device 304 senses the presence of the
vehicle in proximity of the agent carrier 114. The sensor
device 304, e.g., may be a temperature sensor, a motion
sensor, or other type of detection device. The computer
processor 306 is configured to receive the sensor data from
the sensor device 304, and when the sensor device 304
provides data affirming the presence of the vehicle 302, the
computer processor 306 is configured to activate the agent
release mechanism 308 to initiate the rupture and/or disso-
Iution of the outer layer of the agent carrier 114. In an
embodiment, the rupture function may be implemented
through electricity emitted from the agent releasing mecha-
nism that causes the outer layer material to break apart. The
dissolution function may be implemented through the
release of a chemical from the release mechanism 308 that
disintegrates the outer layer. It is understood that other
means of deterioration of the outer layer to release the agent
may be used. The aforementioned means are provided for
illustration and are not to be construed as limiting in scope.
As shown in FIG. 3, once activated, a partially disintegrated
outer layer 310 is shown.

As indicated above, the agent deployment device 101 is
configured to retrieve the vehicle once it is disabled. Turning
now to FIG. 4, a partial view of a system 400 including an
agent deployment device in an alternative embodiment is
shown. The agent deployment device of the system 400
includes a membrane 402 separating the agent carrier hold-
ing chamber 104 from the auxiliary chamber 106. The
membrane 402 includes an opening 404 for receiving one or
more tethering lines 414. In one embodiment, the tethering
lines 414 are made of a plastic material. A first end of each
of the tethering lines 414 is disposed in the agent carrier 104
through an opening 412 in an end of the agent carrier 104
that faces the auxiliary chamber 106, and a second end of
each of tethering lines 414 is affixed to a spool 410.

In one embodiment, the auxiliary chamber 106 includes
an opening 406 that forms a compartment within the cham-
ber 106. A door 408 is operable to open and close to allow
access to the spool 410, which is fixably disposed in the
compartment through the opening 406. Alternatively, the
spool 410 may be affixed to an outer edge of the agent
deployment device. In one embodiment, a reeling device
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(shown generally in FIG. 6) may be used to collect a
captured vehicle via the tethering lines 414. In an embodi-
ment, the tethering lines 414 can be configured with lighted
optical fibers for ease in vehicle retrieval functions that
occur at night.

FIG. 5 depicts an agent encapsulated vehicle 502, which
is shown as a remote controlled aerial vehicle. FIG. 6 depicts
a system 600 including an agent encapsulated vehicle 602
that is tethered to an agent deployment device similar to the
agent deployment device shown in FIG. 4. The agent
deployment device shown in FIG. 6 includes a reeling
device 604 affixed to an outer surface thereof. The reeling
device 604 is coupled to the spool disposed in the compart-
ment of the chamber 106. As shown in FIG. 6 by way of
non-limiting example, the reeling device 604 includes a
rotatable wheel 606 coupled to the spool and a handle shaft
608 that couples the wheel 606 to a handle 610. As indicated
above in FIG. 4, a first end of the tethering line is embedded
in the agent in the agent carrier through an opening in the
outer layer of the agent carrier and a second end of the
tethering line is fixed to the spool. A slack portion of the
tethering line between the agent carrier and the spool is
wound around the spool. In operation, a user rotates the
wheel 606 via a circular movement of the handle shaft 608
to reel in the tethering lines 414.

Turning now to FIG. 7, a system 700 including an agent
deployment device according to another embodiment is
shown. The agent deployment device of FIG. 7 includes
components similar to those in FIGS. 1, 4, and 6, and these
components will not be further described. However, unlike
the agent deployment devices of FIGS. 1, 4 and 6, the agent
deployment device of FIG. 7 includes a computer processor
702, a memory 704, and a laser rangefinder 706. The
memory 704 stores a data value representing a maximum
distance in which the agent carrier 114 is capable of tra-
versing upon launch. The laser rangefinder 706 emits a laser
beam and determines distance by the time it takes for the
laser pulse to be reflected from the vehicle and returned to
the agent deployment device. The measured distance is
compared, via the computer processor, to the data value
stored in memory 704 to determine whether the vehicle is
close enough to reach by the agent carrier. If so, the
computer processor 702 is configured to enable the deploy-
ment of the agent carrier 114 in response to selection of the
launch activation control. Otherwise, if the vehicle is not
close enough to reach by the agent carrier, as determined by
the compared distance values, the computer processor 702 is
configured to disable the deployment of the agent carrier 114
in response to selection of the launch activation control,
thereby preventing a wasted effort to disable the vehicle. In
one embodiment, the computer processor 702 may be con-
figured to disable the functionality of the launch activation
control when it is determined that the vehicle is not close
enough to the agent deployment device.

FIG. 8 is a flow diagram of a process for implementing the
vehicle disablement and retrieval system in an embodiment.
In block 802, the agent deployment device 101 is positioned
in proximity of a vehicle. As indicated above, the agent
deployment device may be a fixed, ground-based device, an
aerial deployed device, and/or a marine deployed device.
The agent carrier 114 is loaded into the agent carrier holding
chamber 104, and a first end of a tethering line is disposed
in the carrier 114.

In block 804, a second end of the tethering line is affixed
to the agent deployment device (e.g., via the spool). It is
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understood that the tethering line may be affixed to the
carrier 114 and the agent deployment device 101 prior to the
step in block 802.

In block 806, the agent carrier is deployed from the agent
deployment device and the agent is released to encapsulate
the vehicle. The expandable foaming material cures and
solidifies to form a plastic around the vehicle to form a bond
with the vehicle, and the first end of the tethering line is
secured to the vehicle via the solidified expandable foaming
material of the agent. In block 808, the vehicle is retrieved
by reeling in the tethering line via the reeling device.

Technical effects and benefits include disablement and
retrieval of a vehicle by an agent deployment device, agent
carrier, and an agent that is injected into the agent carrier.
The agent includes a signal blocking expandable foaming
material that encapsulates the vehicle upon deployment of
the agent carrier at or in proximity of the vehicle. The signal
blocking expandable foaming material blocks communica-
tions to and from the vehicle. By blocking the vehicle’s
communications, the processes and system prevent the abil-
ity for a remote operator of the vehicle to conduct a
self-destruct operation with respect to the vehicle, which
could eliminate the recovery of critical data stored therein.
The vehicle, once disabled, can be retrieved through a
tethering apparatus for forensic analysis, e.g., to determine
ownership or an identity of the remote operator, and further
to ensure accountability of those entering into restricted
areas.

The present invention may be a system, a method, and/or
a computer program product. The computer program prod-
uct may include a computer readable storage medium (or
media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
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computers and/or edge servers. A network adapter card or
network interface in each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage in a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
either source code or object code written in any combination
of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The computer readable program
instructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLA) may execute the computer
readable program instructions by utilizing state information
of'the computer readable program instructions to personalize
the electronic circuitry, in order to perform aspects of the
present invention.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be imple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function in a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
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device implement the functions/acts specified in the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

The descriptions of the various embodiments of the
present invention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found in the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.

What is claimed is:

1. A system, comprising:

an agent carrier;

an agent disposed in an inner cavity of the agent carrier,
the agent comprising an expandable foaming material
and electromechanical signal blocking particles embed-
ded in the expandable foaming material;

a sensor and agent release mechanism configured to
release the agent from the agent carrier based at least in
part on a determination, via the sensor, that the agent
carrier is within a predetermined distance from a
vehicle, wherein the expandable foaming material,

subsequent to deployment, is configured to solidify to
form a plastic,

a plurality of tethering lines comprising lighted optical
fibers;

a spool flexibly attached to the agent deployment device,

wherein a first end of each of the plurality of the tethering
lines is embedded in the agent carrier through an
opening in an outer layer of the agent carrier, a second
end of each of the plurality the tethering lines is fixed
to the spool, and a slack portion of each of the plurality
the tethering lines between the agent carrier and the
spool is wound around the spool; and

a reeling device coupled to the spool, the reeling device
configured to recover portions of each of the plurality
the tethering lines released during deployment of the
agent carrier;

wherein when the expandable foaming material solidifies
and bonds to the vehicle, the first end of each of the
plurality the tethering lines is secured in the plastic
expandable foaming material through solidification of
the expandable foaming material, and the vehicle is
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retrievable by the agent deployment device via each of

the plurality tethering lines and the reeling device.

2. The system of claim 1, further comprising an agent
deployment device, the agent deployment device including:

an agent carrier holding chamber;

and

a propellant device configured to launch the agent carrier
from the agent deployment device;

wherein the expandable foaming material of the agent is
configured to expand to at least partially envelope the
vehicle, and the electromechanical signal blocking par-
ticles are configured to block communications between
the vehicle and a remote operator of the vehicle.

3. The system of claim 2, wherein the propellant device
includes a propellant cylinder configured to store and deliver
compressed air to a chamber of the agent deployment
device.

4. The system of claim 2, wherein the agent deployment
device further includes:

a computer processor;

a memory communicatively coupled to the computer
processor, the memory storing a data value indicating a
maximum distance in which the agent carrier is capable
of being deployed; and
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a laser rangefinder communicatively coupled to the com-

puter processor;
wherein upon activating the laser rangefinder, the laser
rangefinder calculates a distance between the agent
deployment device and the vehicle, and the computer
processor receives a data value indicating the distance;

wherein the computer processor permits deployment of
the agent carrier when the data value indicating the
distance is less than or equal to the data value stored in
the memory; and

wherein the computer processor prevents deployment of

the agent carrier when the data value indicating the
distance is greater than the data value stored in the
memory.

5. The system of claim 1, wherein the vehicle is a remote
controlled water vessel.

6. The system of claim 1, wherein the vehicle is a remote
controlled aerial vehicle.

7. The system of claim 1, wherein the expandable foaming
material comprises a polyurethane plastic composition and
the electromechanical signal blocking particles are com-
prised of at least one of copper, aluminum, and carbon
nano-tubes.



