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301~ YAV remote controller transmits control signal to UAV

302— UAV receives control signal and flies accordingly
303 DIACC broadcasts UAV data while flying
304 — DMACT receives UAV data

305—~  DMACT displays representation of UAV on a map

306— DMACT receives user input to control UAV

307— DMACT transmits authenticated control signal to UAV

308— DIACC receives control signal from DMACT

309— DIAGCC overrides control of UAV based on control signal

received from DMACT

FIG. 3
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UNMANNED AERIAL VEHICLE (UAV)
COMPLIANCE USING STANDARD
PROTOCOL REQUIREMENTS AND

COMPONENTS TO ENABLE IDENTIFYING
AND CONTROLLING ROGUE UAVS

BACKGROUND

The present invention generally relates to unmanned
aerial vehicles and, more particularly, to systems and meth-
ods for unmanned aerial vehicle (UAV) compliance using
standard protocol requirements and components to enable
identifying and controlling rogue UAVs.

An unmanned aerial vehicle (UAV), commonly known as
a drone or an unmanned aircraft system (UAS), is an aircraft
without a human pilot aboard. Flight of the UAV is typically
controlled by the remote control of a pilot on the ground or
in another vehicle. While there are many legitimate uses for
UAVs, if misused accidentally or intentionally, they can
interfere with or threaten the safety or security of other
manned aerial vehicles (e.g., planes and helicopters). Misuse
of UAVs can also interfere with functions performed by
public safety officers, and with public events and gatherings.
Whether the misuse of a UAV is unintentional (e.g., by
accident of the UAV operator) or intentional (e.g., purpose-
fully for nefarious purposes), any such misuse can cause
public nuisance and/or public safety concerns. To address
this issue, at least one regulation requires that certain UAV's
be manually marked with a unique registration number
similar to those numbers that appear on general aviation
aircraft. However, more can be done to protect public safety.

SUMMARY

In a first aspect of the invention, there is a method for
controlling an unmanned aerial vehicle (UAV) including:
receiving, by a computer device, UAV data from a UAV;
displaying, by the computer device, a representation of the
UAV on a map based on the UAV data; receiving, by the
computer device, a user input to control the UAV; and
transmitting, by the computer device, a control signal to the
UAV based on the received user input, wherein the control
signal is configured to override control of the UAV from a
UAV remote controller associated with the UAV.

In another aspect of the invention, there is a computer
program product for controlling unmanned aerial vehicles
(UAVs). The computer program product includes a com-
puter readable storage medium having program instructions
embodied therewith, the program instructions executable by
a computing device to cause the computing device to:
receive UAV data from plural UAVS; display representations
of the plural UAVs on a map of a user interface; receive a
user selection of one of the representations of the plural
UAVs on the map, the user selection defining a selected
UAV that is one of the plural UAVs; receive a user input to
control the selected UAV; and transmit a control signal that
is authenticated by a digital signature to the selected UAV
based on the received user input, wherein the control signal
is configured to override control of the selected UAV from
a UAV remote controller associated with the selected UAV.

In another aspect of the invention, there is a system that
includes an unmanned aerial vehicle (UAV) including: a
propulsion system; a flight controller configured to control
the propulsion system based on a control signal received
from a UAV remote controller; a read only memory pro-
grammed with a unique Drone Identification Number (DIN);
a GPS sensor configured to determine a GPS location of the
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2

UAV; an altimeter configured to determine an altitude of the
UAV; and a computer processing system component to cause
a transmitter to periodically broadcast the UAV’s DIN, GPS
location, and altitude, so that they may be received by an
alternate computer device different than the UAV remote
controller. The processing system component may also
verify the authenticity of any control signals received by a
receiver from the alternate computer device, and direct the
flight controller to cause the propulsion system to obey the
control signals from the alternate computer device instead of
the UAV remote controller, thereby overriding the control of
the UAV remote controller for a period of time that is
specified by the alternate computer device along with the
overriding control signal(s) that the alternate computer
device transmits to the UAV.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is described in the detailed descrip-
tion which follows, in reference to the noted plurality of
drawings by way of non-limiting examples of exemplary
embodiments of the present invention.

FIG. 1 depicts a computing infrastructure according to an
embodiment of the present invention.

FIG. 2 shows a block diagram of an exemplary environ-
ment in accordance with aspects of the invention.

FIG. 3 shows a flowchart of a method in accordance with
aspects of the invention.

DETAILED DESCRIPTION

The present invention generally relates to unmanned
aerial vehicles and, more particularly, to systems and meth-
ods for unmanned aerial vehicle (UAV) compliance using
standard protocol requirements and components to enable
identifying and controlling rogue UAVs. Aspects of the
invention are directed to a standard protocol and compo-
nents that enable a third party to locate and identify a rogue
UAYV, and transmit commands to temporarily override the
UAVs operation to move the UAV away from where it
should not be flying or neutralize a hazard posed by the
UAV.

According to aspects of the invention, there is a process-
ing system component for UAVs. The processing system
component is configured to broadcast over a reserved cel-
Iular radio frequency the UAV’s unique tamper-proof iden-
tifier (DIN), Global Positioning System (GPS) coordinates,
and altitude. The processing system component is also
configured to authenticate and respond to standardized com-
mands received from a third party over a reserved cellular
radio frequency which override the UAV operation and
cause the UAV to immediately land, freeze (i.e., hover) then
land, return to its take off location and land, or fly to
specified GPS coordinates and land. In embodiments, there
is also a hand-held device for use by a third party for
identifying and controlling a UAV. The hand held device
may be configured to receive UAV identification/location
broadcasts over a reserved cellular radio frequency, and
display UAV locations and movements on a GPS produced
map. The hand held device may also be configured to
transmit over a reserved cellular radio frequency standard-
ized commands, authenticated by a digital signature, to a
particular UAV, based on its DIN, that is flying in an
unauthorized area, enabling the third party to override the
UAV navigational control and remove the UAV from the
unauthorized area.
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The present invention may be a system, a method, and/or
a computer program product at any possible technical detail
level of integration. The computer program product may
include a computer readable storage medium (or media)
having computer readable program instructions thereon for
causing a processor to carry out aspects of the present
invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface in each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage in a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, con-
figuration data for integrated circuitry, or either source code
or object code written in any combination of one or more
programming languages, including an object oriented pro-
gramming language such as Smalltalk, C++, or the like, and
procedural programming languages, such as the “C” pro-
gramming language or similar programming languages. The
computer readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the user’s
computer and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN)
or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the
Internet using an Internet Service Provider). In some
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4

embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate
arrays (FPGA), or programmable logic arrays (PLA) may
execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, in order to
perform aspects of the present invention.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be imple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function in a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified in the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the blocks may occur out of the order
noted in the Figures. For example, two blocks shown in
succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It
will also be noted that each block of the block diagrams
and/or flowchart illustration, and combinations of blocks in
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts or carry out
combinations of special purpose hardware and computer
instructions.

Referring now to FIG. 1, a schematic of an example of a
computing infrastructure is shown. Computing infrastruc-
ture 10 is only one example of a suitable computing infra-
structure and is not intended to suggest any limitation as to
the scope of use or functionality of embodiments of the
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invention described herein. Regardless, computing infra-
structure 10 is capable of being implemented and/or per-
forming any of the functionality set forth hereinabove.

In computing infrastructure 10 there is a computer system
(or server) 12, which is operational with numerous other
general purpose or special purpose computing system envi-
ronments or configurations. Examples of well-known com-
puting systems, environments, and/or configurations that
may be suitable for use with computer system 12 include,
but are not limited to, personal computer systems, server
computer systems, thin clients, thick clients, hand-held or
laptop devices, multiprocessor systems, microprocessor-
based systems, set top boxes, programmable consumer elec-
tronics, network PCs, minicomputer systems, mainframe
computer systems, and distributed cloud computing envi-
ronments that include any of the above systems or devices,
and the like.

Computer system 12 may be described in the general
context of computer system executable instructions, such as
program modules, being executed by a computer system.
Generally, program modules may include routines, pro-
grams, objects, components, logic, data structures, and so on
that perform particular tasks or implement particular abstract
data types. Computer system 12 may be practiced in dis-
tributed cloud computing environments where tasks are
performed by remote processing devices that are linked
through a communications network. In a distributed cloud
computing environment, program modules may be located
in both local and remote computer system storage media
including memory storage devices.

As shown in FIG. 1, computer system 12 in computing
infrastructure 10 is shown in the form of a general-purpose
computing device. The components of computer system 12
may include, but are not limited to, one or more processors
or processing units (e.g., CPU) 16, a system memory 28, and
a bus 18 that couples various system components including
system memory 28 to processor 16.

Bus 18 represents one or more of any of several types of
bus structures, including a memory bus or memory control-
ler, a peripheral bus, an accelerated graphics port, and a
processor or local bus using any of a variety of bus archi-
tectures. By way of example, and not limitation, such
architectures include Industry Standard Architecture (ISA)
bus, Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Interconnects
(PCI) bus.

Computer system 12 typically includes a variety of com-
puter system readable media. Such media may be any
available media that is accessible by computer system 12,
and it includes both volatile and non-volatile media, remov-
able and non-removable media.

System memory 28 can include computer system readable
media in the form of volatile memory, such as random
access memory (RAM) 30 and/or cache memory 32. Com-
puter system 12 may further include other removable/non-
removable, volatile/non-volatile computer system storage
media. By way of example only, storage system 34 can be
provided for reading from and writing to a nonremovable,
non-volatile magnetic media (not shown and typically called
a “hard drive”). Although not shown, a magnetic disk drive
for reading from and writing to a removable, non-volatile
magnetic disk (e.g., a “floppy disk™), and an optical disk
drive for reading from or writing to a removable, non-
volatile optical disk such as a CD-ROM, DVD-ROM or
other optical media can be provided. In such instances, each
can be connected to bus 18 by one or more data media
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6

interfaces. As will be further depicted and described below,
memory 28 may include at least one program product having
a set (e.g., at least one) of program modules that are
configured to carry out the functions of embodiments of the
invention.

Program/utility 40, having a set (at least one) of program
modules 42, may be stored in memory 28 by way of
example, and not limitation, as well as an operating system,
one or more application programs, other program modules,
and program data. Each of the operating system, one or more
application programs, other program modules, and program
data or some combination thereof, may include an imple-
mentation of a networking environment. Program modules
42 generally carry out the functions and/or methodologies of
embodiments of the invention as described herein.

Computer system 12 may also communicate with one or
more external devices 14 such as a keyboard, a pointing
device, a display 24, etc.; one or more devices that enable a
user to interact with computer system 12; and/or any devices
(e.g., network card, modem, etc.) that enable computer
system 12 to communicate with one or more other comput-
ing devices. Such communication can occur via Input/
Output (/O) interfaces 22. Still yet, computer system 12 can
communicate with one or more networks such as a local area
network (LAN), a general wide area network (WAN), and/or
a public network (e.g., the Internet) via network adapter 20.
As depicted, network adapter 20 communicates with the
other components of computer system 12 via bus 18. It
should be understood that although not shown, other hard-
ware and/or software components could be used in conjunc-
tion with computer system 12. Examples, include, but are
not limited to: microcode, device drivers, redundant pro-
cessing units, external disk drive arrays, RAID systems, tape
drives, and data archival storage systems, etc.

FIG. 2 shows a block diagram of an exemplary environ-
ment in accordance with aspects of the invention. The
environment includes a UAV 100, a UAV remote controller
120, and a Drone Monitor And Command Transmitter
(DMACT) 130. In embodiments, the UAV 100 includes a
body 101 (or frame, or chassis) carrying a power source 104,
a wireless communication system 105, a flight controller
118, and a propulsion system 106. The flight controller 118
is configured to control flight of the UAV 100 based on
signals received from the UAV remote controller 120. The
power source 104 is configured to provide power (e.g.,
electrical power) to the components of the UAV 100 and
may comprise, for example, a rechargeable battery. The
wireless communication system 105 may comprise at least
one antenna, and a transmitter and receiver or transceiver
configured to provide wireless transmission and reception of
communication signals to and from the UAV remote con-
troller 120. The propulsion system 106 is configured to
provide a motive force and directional control to the UAV
100 and may comprise, for example, one or more Electronic
Speed Controllers (ESC), motors, and propellers.

According to aspects of the invention, the UAV 100 also
includes a Drone Identification And Compliance Component
(DIACC) 119 comprising: a read only memory (ROM) 108;
a Global Positioning System (GPS) navigation receiver 110;
an altimeter 112; a transmitter 114; a receiver 116; and a
computer processor 102.

In embodiments, the ROM 108 is programmed with a
Drone Identification Number (DIN) that is unique to the
UAV 100 compared to all other UAVs. The DIN may be
programmed in the ROM 108 by the circuit manufacturer to
be unchangeable (e.g., tamper proof).
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The GPS receiver 110 is configured to determine and
provide a GPS location of the UAV 100. In embodiments, a
high-sensitivity GPS receiver is used, which results in faster
“times to first fix”, and the use of Satellite-Based Augmen-
tation System (SBAS) supports wide-area or regional aug-
mentation through the use of additional satellite-broadcast
messages for greater accuracy. Other types of GPS receiver
may also be used.

The altimeter 112 is configured to determine and provide
an altitude, e.g., height above-ground level (AGL), of the
UAV 100. In embodiments, the altimeter 112 comprises a
Micro-Electro-Mechanical Systems (MEMS) barometer
altimeter because it adds very little weight and takes up very
little space. In such an altimeter, piezoresistive silicon
pressure sensors are used, which create a change in the
electrical resistance of a semiconductor or metal when
mechanical strain, such as a barometric pressure change, is
applied. Other types of altimeter may also be used.

The transmitter 114 is configured to broadcast the DIN
(from the ROM 108), GPS coordinates (from the GPS
receiver 110), and altitude (from the altimeter 112) of the
UAV 100 at a predefined time interval. In embodiments, the
transmitter 114 broadcasts the DIN, the GPS coordinates,
and the altitude of the UAV 100 repeatedly while flying
using a reserved cellular radio frequency and the Short
Message Service-Cell Broadcast (SMS-CB) protocol, which
uses minimal battery resources and bandwidth. The pre-
defined time interval may be any desired interval, such as
every four seconds.

The receiver 116 is configured to receive command trans-
missions from the DMACT 130. In embodiments, the com-
munications from the DMACT 130 to the receiver 116 are
made over a different reserved cellular radio frequency than
the frequency used by the transmitter 114, and using the
Short Message Service-Point to Point (SMS-PP) protocol.
The SMS-PP transmission is directed to the DIACC 119 of
the intended UAV based on the UAV’s unique identifier
(DIN) from its broadcasts. In embodiments, the DIN of each
UAV is a unique addressable identifier, like a telephone
number, by which the DMACT 130 can address and direct
messages to a specific UAV’s DIACC 119 via SMS-PP
transmission.

The DIACC 119 is configured to receive commands
directed to it by a DMACT 130 via the DIACC’s receiver
116. When the DIACC 119 receives a command from a
DMACT 130, the DIACC’s computer processor 102 tem-
porarily overrides commands from the remote controller 120
to the flight controller 118, and sends the command(s) from
the DMACT 130 to the flight controller 118 which directs
the propulsion system 106 accordingly. In embodiments, the
DMACT 130 may direct the DIACC 119 to cause the UAV
100 to perform one of the following actions: immediately
land the UAV 100 at the current UAV location; hover the
UAV 100 in place at the current UAV location and altitude
for a period of time specified by the DMACT and then land;
fly the UAV 100 back to and land at the UAV takeoff
location; or fly the UAV 100 to and land at a user-specified
GPS location. In embodiments, the DIACC’s computer
processor 102 may be a separate processor that interfaces
with the UAV’s flight controller 118. Alternatively, the
DIACC 119 may include flight controller functionality that
is integrated within its computer processor 102 (e.g., similar
to the program modules 42 of FIG. 1).

The UAV remote controller 120 is configured to commu-
nicate with and provide control signals to its associated UAV
100 for the purpose of controlling UAV functions such a
flight control. The remote controller 120 is typically used by
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the owner of the UAV 100 or by another person with the
consent of the owner of the UAV 100. The remote controller
120 may comprise a computer system having one or more
components similar to those described in the computer
system 12 of FIG. 1. For example, the remote controller 120
may include a processor 122 that is similar to the processing
unit 16 of FIG. 1, and a control module 124 that is similar
to program module 42 of FIG. 1. Additionally, the remote
controller 120 may include an input/output (I/O) system 126
by which a user provides input and/or receives output. The
1/O system 126 may comprise conventional components,
including but not limited to any one or more of: display
screen, touch screen, joystick, buttons, levers, knobs,
switches, dials, etc. Further, the remote controller 120 may
include a wireless communication system 128 configured to
facilitate wireless communication between the remote con-
troller 120 and the wireless communication system 105 of
the UAV 100.

According to aspects of the invention, the DMACT 130 is
a hand-held computer device that is separate from the
remote controller 120 and that is configured to provide
commands to the UAV 100 via the DIACC 119 that override
commands the UAV 100 receives from the remote controller
120. The DMACT 130 is typically used by a third party
different than a user that is operating the remote controller
120. The DMACT 130 may be any suitable hand-held
computer device including but not limited to a tablet com-
puter and a smartphone, and may comprise one or more
components of the computer system 12 of FIG. 1 such as a
processor 132 and memory 134. In embodiments, the
DMACT 130 includes a touch screen display 136, such as an
LCD touch screen that is configured for receiving user input
via gestures such as finger taps, swipes, pinches, etc.

The DMACT 130 includes a control application 138,
which may be a program module 42 as described with
respect to FIG. 1, and which may be stored in the memory
134 and executed by the processor 132 to present a user
interface 140 on the display 136. In embodiments, the user
interface 140 displays a GPS produced map 142 showing the
location of each UAV within a specified radius of a moni-
toring center location. The monitoring center location ini-
tially defaults to the current GPS coordinates of where the
DMACT 130 is located when the application is opened. A
different monitoring center location may be selected by the
user tapping a “Monitor Center” button 149 on the user
interface 140, and then in the window that opens entering a
street address or GPS coordinates. Alternatively, in this
window a “My current location” option may be selected to
set or reset the monitoring center location to the GPS
coordinates of where the DMACT 130 is currently located.
In addition, the monitoring center location can also be
adjusted, without having to use the “Monitor Center” button
149, by touching a place on the map that is not currently
occupied by a displayed UAV. In the example shown in FIG.
2, the map 142 shows a representation of a first UAV 144a
and a second UAV 1445.

In embodiments, each UAV on the map 142 is identified
by a displayed DIN, GPS location, and altitude of the UAV.
In the example shown in FIG. 2, the map 142 shows UAV
144a having a DIN of “AB”, a GPS location of “CD” and
an altitude (ALT) “EF”. In the example shown in FIG. 2, the
map 142 shows UAV 1445 having a DIN of “UV”, a GPS
location of “WX” and an altitude (ALT) “YZ”. The refer-
ence characters AB, CD, EF, UV, WX, YZ used in FIG. 2 are
representative for illustrating aspects of the invention, and in
operation the map 142 may show any appropriate alpha-
numeric characters in these places to provide the operator of
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the DMACT 130 a visual representation of the DIN, GPS
location, and altitude of each respective UAV. In embodi-
ments, the values of DIN, GPS location, and altitude shown
on the map are based on data received from each UAV,
wherein such data is broadcast from each UAV’s DIACC
119 to the DMACT 130 in a manner described herein.

In embodiments, each UAV on the map 142 may also be
displayed with an indicator of a speed and direction of
travel. The indicator may include, for example, a line with
an arrowhead that points in the direction of travel of the
UAV. In the example shown in FIG. 2, the map 142 shows
a line for UAV 1444, and a line for UAV 1445. The length
of the line may be adjusted by the system (e.g., the control
application 138) to indicate a relative flying speed of the
UAV. For example, a longer line indicates a relatively faster
flying speed and a shorter line indicates a relatively slower
flying speed. In embodiments, the system (e.g., the control
application 138) determines a direction and length of each
line (depicting distance traveled within a specific number of
broadcast intervals) based on data contained in successive
broadcasts from each UAV’s DIACC 119. As described
herein, each broadcast from the UAV’s DIACC 119 (e.g.,
UAV 100) may include a GPS location of the UAV. The
system (e.g., the control application 138) may determine a
direction of travel and a speed of travel of a respective UAV
based on the two or more GPS locations and the two or more
times associated with two or more transmissions from the
respective UAV.

In embodiments, the DMACT’s map 142 may be config-
ured to look similar to an air traffic control display showing
the location of each UAV within a certain radius of the
monitoring center location, identified by its DIN, and show-
ing the GPS coordinates and altitude from its most recent
broadcast, as well as its direction of movement displayed as
a line with an arrowhead, based upon its most recent position
and its position in previous transmission intervals. The user
interface 140 may also be configured to provide a toggle to
optionally display the map 142 with a satellite earth view
background. Such a view may be useful for reference in
determining the location of UAVs relative to places on the
ground. The system (e.g., the control application 138) may
be configured to provide a selectable object (e.g., a button)
148 in the user interface 140 that toggles the view of the map
142 (e.g., between no background and satellite earth view
background) when the user taps the display 136 at the
location of the button 148. In embodiments, the map 142
may also be configured to provide display zoom in and zoom
out capability using touch screen finger spread and pinch
gestures.

In embodiments, the DMACT 130 is configured to permit
a user to select one of the UAVs displayed on the map 142
and issue an override command to the selected UAV. For
example, a user may select UAV 144q by tapping the display
136 in the area where the DIN, GPS, ALT, or arrow of UAV
144a is displayed. Upon receiving such input, the system
(e.g., the control application 138) may be configured to
visually highlight the display of the selected UAV (e.g.,
UAV 1444 in this example) relative to any other UAVs
displayed on the map 142.

According to aspects of the invention, the DMACT 130 is
configured to transmit control signals to a UAV based on
input received via the interface 140. Specifically, when a
UAV is selected on the map 142 (e.g., as described herein),
the user of the DMACT 130 may provide further input to the
DMACT 130 that causes the DMACT 130 to transmit
control signals to the selected UAV. In embodiments, the
interface 140 includes any one or more selectable objects
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such as a first button 151, a second button 152, a third button
153, and a fourth button 154. There is also a settings button
156 which opens a window that allows the user of the
DMACT 130 to adjust options within the control application
138. The buttons 151-154 and the settings button 156 are
selectable by a user providing touch input to the interface
140, e.g., by tapping the display 136 with a finger or stylus.

In embodiments, the first button 151 is a “Land Now”
button, the selection of which causes the DMACT 130 to
transmit a “Land Now” control signal to the UAV 100. The
receiver 116 of the DIACC 119 onboard the UAV 100
receives the “Land Now™ control signal from the DMACT
130, and then the DIACC’s processor 102 overrides the
control from the remote controller 120 and passes the “LL.and
Now” control signal to the flight controller 118. Based on
receiving the “Land Now” control signal, the flight control-
ler 118 causes the UAV 100 to land immediately, e.g., to
descend in altitude at the current GPS location of the UAV
100 until the UAV 100 lands on the ground or another
surface.

In embodiments, the second button 152 is a “Freeze then
Land” button, the selection of which causes the DMACT
130 to transmit a “Freeze then Land” control signal to the
UAV 100. The receiver 116 of the DIACC 119 onboard the
UAV 100 receives the “Freeze then Land” control signal
from the DMACT 130, and then the DIACC’s processor 102
overrides the control from the remote controller 120 and
passes the “Freeze then Land” control signal to the flight
controller 118. Based on receiving the “Freeze then Land”
control signal, the flight controller 118 causes the UAV 100
to hover in place, e.g., to maintain the current GPS location
and altitude of the UAV 100 for a specified period of time
that can be adjusted in the DMACT’s control application
138 settings 156, and then land when the time has elapsed
if another command from the DMACT 130 has not been
issued in the meantime. The specified period of time may be
set to a default value, such as three minutes, but may be
adjusted by the user of the DMACT 130 to another value. In
embodiments, the control application 138 prevents the
specified time from being adjusted to a value higher than a
maximum value, such as ten minutes. In embodiments,
when the DMACT 130 issues a second “Freeze then Land”
control signal subsequent to a first “Freeze then Land”
control signal and prior to the expiration of the specified
time for the first “Freeze then Land” control signal, the
hover time of the UAV is extended (i.e., the specified time
to hover is reset based on the second “Freeze then Land”
control signal.) Causing the UAV to land after hovering
prevents inadvertently leaving a UAV hovering until its
battery charge is depleted, which could then cause it to fall
from the sky. In embodiments, the “Freeze then Land”
control signal may cause the UAV to land in its current
location by default or at an alternate location that has been
specified by a user of the DMACT 130 in the control
application 138 settings 156. The alternate landing location
may be specified using a street address or GPS coordinates,
or by touching a location on the map 142 to define the
specified GPS location. In embodiments, the “Freeze then
Land” control signal that is transmitted to the UAV 100 may
include data (e.g., GPS data) that defines the specified GPS
location.

In embodiments, the third button 153 is a “Land at Take
Off Location” button, the selection of which causes the
DMACT 130 to transmit a “Land at Take Off Location”
control signal to the UAV 100. The receiver 116 of the
DIACC 119 onboard the UAV 100 receives the “Land at
Take Off Location” control signal from the DMACT 130,
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and then the DIACC’s processor 102 overrides the control
from the remote controller 120 and passes the “Land at Take
Off Location” control signal to the flight controller 118.
Based on receiving the “Land at Take Off Location” control
signal, the flight controller 118 causes the UAV 100 to fly to
and land at the GPS location from which the UAV 100
initiated its current flight, e.g., from which the UAV 100
took off for the current flight.

In embodiments, the fourth button 154 is a “Land at GPS
Location” button, the selection of which causes the DMACT
130 to transmit a “Land at GPS Location” control signal to
the UAV 100. The receiver 116 of the DIACC 119 onboard
the UAV 100 receives the “Land at GPS Location” control
signal from the DMACT 130, and then the DIACC’s pro-
cessor 102 overrides the control from the remote controller
120 and passes the “Land at GPS Location” control signal to
the flight controller 118. Based on receiving the “Land at
GPS Location” control signal, the flight controller 118
causes the UAV 100 to fly to a GPS location specified by the
DMACT 130, and to land at this specified GPS location. The
interface 140 may include an input field 155 by which a user
may provide input to define the specified GPS location by
entering a street address or GPS coordinates. Additionally or
alternatively, the system may be configured such that the
DMACT 130 user may touch a location on the map 142 to
define the specified GPS location or select a GPS location
from a list that the user has stored in the control application
138 settings 156. In embodiments, the “Land at GPS Loca-
tion” control signal that is transmitted to the UAV 100
includes data (e.g., GPS data) that defines the specified GPS
location.

In embodiments, the communication between the UAV
100 and the remote controller 120 occurs directly between
the UAV 100 and the remote controller 120, and the com-
munication between the DIACC 119 of the UAV 100 and
DMACT occurs via a cellular network 180. To extend the
distance range of communication between the DIACC 119
on the UAV 100 and the DMACT 130, while conserving the
battery power of both devices, the reserved radio frequencies
on which they transmit and receive would be in a range that
could be relayed by cell phone towers 182 in the cellular
network 180.

As described with respect to FIG. 2, the aspects of the
invention would enable UAVs to comply with third-party
override UAV control plans. Each UAV (e.g., UAV 100)
DIACC 119 would periodically broadcast its DIN, GPS
location, and altitude on a reserved radio frequency while
flying. Each UAV (e.g., UAV 100) DIACC 119 would be
configured to receive and comply with authenticated com-
mands from a third party that are transmitted via a DMACT
130. The commands received from the DMACT 130 would
override commands that the UAV 100 receives from its own
controller (e.g., remote controller 120), and may be config-
ured to cause the UAV to perform one or more of: land
immediately, freeze then land, land at take off location, and
land at a specified location. In some embodiments, the
commands from the DMACT 130 would be transmitted on
a reserved radio frequency that is only available to public
safety officers.

FIG. 3 shows a flowchart of a method in accordance with
aspects of the invention. Steps of the method of FIG. 3 may
be performed in the environment illustrated in FIG. 2 and are
described with reference to elements and steps shown in
FIG. 2.

At step 301, the UAV remote controller 120 transmits
control signal(s) to the UAV 100. Step 301 may be per-
formed in the manner described with respect to FIG. 2.
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At step 302, the UAV 100 receives the control signal(s)
and flies accordingly. As described with respect to FIG. 2,
the flight controller 118 may control the propulsion system
106 based on the control signal(s) received from the remote
controller 120.

At step 303, the DIACC 119 onboard the UAV 100
broadcasts UAV data while flying. In embodiments, and as
described with respect to FIG. 2, the UAV data includes the
DIN, the GPS location, and the altitude of the UAV 100. The
UAV data may be obtained from the ROM 108 (which stores
the DIN), the GPS sensor 110, and the altimeter 112. The
UAV data may be transmitted by the transmitter 114 of the
DIACC 119. In embodiments, the transmitter 114 broadcasts
the UAV data over a first reserved frequency. In a preferred
embodiment, the transmitter 114 broadcasts UAV data using
a reserved cellular radio frequency and the Short Message
Service-Cell Broadcast (SMS-CB) protocol.

At step 304, the DMACT 130 receives the UAV data that
was broadcast at step 303. As described in FIG. 2, the data
may be communicated between the DIACC 119 and the
DMACT 130 via a network such as a cellular network. Step
304 may include the DMACT 130 receiving respective UAV
data from plural different UAVs.

At step 305, the DMACT 130 displays a representation of
the UAV 100 on a map. In embodiments, and as described
with respect to FIG. 2, the map may be part of the graphic
user interface of the DMACT 130. The representation of the
UAV 100 on the map may be based on the UAV data. For
example, as described with respect to FIG. 2, the represen-
tation may include an indication of the UAV’s DIN, GPS
location, and altitude as defined in the UAV data. The
representation may also include an indication of direction of
flight and speed of flight of the UAV, e.g., using a line with
an arrowhead as described with respect to FIG. 2.

At step 306, the DMACT 130 receives user input to
control the UAV 100. In embodiments, and as described with
respect to FIG. 2, a user of the DMACT 130 may select the
UAV 100 on the map and then select a button 151-154 on the
user interface.

At step 307, the DMACT 130 transmits a control signal to
the UAV 100. In embodiments, and as described with respect
to FIG. 2, the control signal is based on the user input.
Specifically, based on the user input from step 306, the
control signal of step 307 may be a signal to perform one of:
Land Now, Freeze then Land, Land at Take Off Location, or
Land at GPS Location, and is authenticated by a digital
signature. In embodiments, the control signal of step 307 is
transmitted over a second reserved frequency that is differ-
ent from the first reserved frequency. In a preferred embodi-
ment, the communication of the control signal from the
DMACT 130 to the receiver 116 is made over a different
reserved cellular radio frequency than the frequency used by
the transmitter 114, and is made using the Short Message
Service-Point to Point (SMS-PP) protocol addressed to a
specific UAV by its DIN.

At step 308, the DIACC 119 (onboard the UAV 100)
receives the control signal from the DMACT 130. In
embodiments, and as described with respect to FIG. 2, the
DIACC’s receiver 116 receives the control signal.

At step 309, the DIACC 119 (onboard the UAV 100)
overrides control of the UAV based on the authenticated
control signal received from the DMACT 130 (received at
step 308). In embodiments, and as described with respect to
FIG. 2, the DIACC’s receiver 116 passes the control signal
to the DIACC’s computer processor 102. The DIACC’s
computer processor 102 then directs the flight controller 118
to send flight control signals to the propulsion unit 106. The
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computer processor 102 and the flight controller 118 are
configured such that control signals from the computer
processor 102 override any concurrent (or conflicting) con-
trol signals received from the UAV remote controller 120. In
embodiments, when the DMACT 130 issues a command
causing the DIACC 119 to override the control of the UAV
100 by the UAV remote controller 120 and instead direct the
action in the command from the DMACT 130, along with
the overriding command from the DMACT 130 will be an
instruction for the DIACC 119 to prevent further control of
the UAV by the UAV remote controller 120 for a predeter-
mined period of time which the third party user of the
DMACT 130 can specify in the control application 138
settings 156. This prevents the UAV operator from using the
UAV remote controller 120 to quickly retake control of the
UAV 100, e.g. to immediately launch the UAV 100 again
after the third party has used the DMACT 130 to force it to
land.

In embodiments, a service provider, such as a Solution
Integrator, could offer to perform the processes described
herein. In this case, the service provider can create, main-
tain, deploy, support, etc., the computer infrastructure that
performs the process steps of the invention for one or more
customers. These customers may be, for example, any
business that uses technology. In return, the service provider
can receive payment from the customer(s) under a subscrip-
tion and/or fee agreement and/or the service provider can
receive payment from the sale of advertising content to one
or more third parties.

In still additional embodiments, the invention provides a
computer-implemented method, via a network. In this case,
a computer infrastructure, such as computer system 12 (FIG.
1), can be provided and one or more systems for performing
the processes of the invention can be obtained (e.g., created,
purchased, used, modified, etc.) and deployed to the com-
puter infrastructure. To this extent, the deployment of a
system can comprise one or more of: (1) installing program
code on a computing device, such as computer system 12 (as
shown in FIG. 1), from a computer-readable medium; (2)
adding one or more computing devices to the computer
infrastructure; and (3) incorporating and/or modifying one
or more existing systems of the computer infrastructure to
enable the computer infrastructure to perform the processes
of the invention.

The descriptions of the various embodiments of the
present invention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found in the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.

What is claimed is:

1. A method for controlling an unmanned aerial vehicle
(UAV), comprising:

receiving, by a computer device, UAV data from a UAV;

displaying, by the computer device, a representation of

the UAV on a map based on the UAV data;

receiving, by the computer device, a user input to control

the UAV; and

transmitting, by the computer device, an authenticated

control signal to the UAV based on the received user
input, wherein the control signal is configured to enable
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a user to override control of the UAV from a UAV

remote controller associated with the UAV based on

determining that the UAV is in an unauthorized area,

wherein the user is a third-party user different than a

user operating the UAV remote control;

removing the UAV from the unauthorized area using the

override control of the control signal; and

landing the UAV at a Global Positioning System (GPS)

location specified by the third party user;

wherein the UAV data comprises:

a Drone Identification Number (DIN) that is unique to
the UAV, wherein the DIN is a unique addressable
identifier by which the computer device addresses
and directs messages to the UAV via SMS-PP trans-
mission;

a current GPS location of the UAV; and

a current altitude of the UAV,

wherein the computer device comprises a Drone Monitor

And Command Transmitter (DMACT),

wherein the DMACT is configured to provide a toggle

between the map with a satellite earth view back-

ground, which displays the UAV located relative to
places on the ground, and the map without the satellite
earth view background,

wherein the toggle is comprised of a toggle button located

on a user interface that displays the map,

wherein the user interface further includes a monitoring

center button configured to provide a window on the
user interface when tapped by the user to set a moni-
toring center location for monitoring the current GPS
location of the UAV by displaying the current GPS
location of the UAV in terms of a radius from the
monitoring center location,

wherein the DMACT is configured to provide a default

monitoring center location based on the current GPS

coordinates of where the DMACT is currently located,
and

wherein the window is configured for the user to change

the monitoring center location to a location different

than the default monitoring center location.

2. The method of claim 1, wherein the displayed repre-
sentation of the UAV includes the DIN of the UAV, the
current GPS location of the UAV, and the current altitude of
the UAV, and wherein the DMACT is a handheld device.

3. The method of claim 2, wherein the displayed repre-
sentation of the UAV includes an indication of a direction of
flight of the UAV and an indication of a speed of flight of the
UAV.

4. The method of claim 2, wherein:

the displayed representation of the UAV includes a line

with an arrowhead displayed on the map;

the arrowhead points in a direction of flight of the UAV;

a length of the line indicates a relative flying speed of the

UAV; and

the DIN of the UAV, the current GPS location of the UAV,

and the current altitude of the UAV are each displayed

on the map as respective alpha-numeric characters
adjacent to the line and the arrowhead.

5. The method of claim 1, wherein:

the UAV data is received at a first communication fre-

quency;

the control signal is transmitted at a second communica-

tion frequency different from the first communication

frequency; and

wherein the GPS location specified by the user is a takeoff

location of the UAV.
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6. The method of claim 5, wherein the first communica-
tion frequency and the second communication frequency are
reserved frequencies.

7. The method of claim 5, wherein:

the UAV data is received via Short Message Service-Cell
Broadcast (SMS-CB) protocol; and

the control signal is transmitted via Short Message Ser-
vice-Point to Point (SMS-PP) protocol.

8. The method of claim 1, further comprising displaying
plural selectable objects in a user interface that displays the
map, wherein the user input is a selection of one of the plural
selectable objects, wherein the plural selectable objects
include:

a first button, wherein the control signal is configured to
cause the UAV to land in its current location in
response to the user input being a selection of the first
button;

a second button, wherein the control signal is configured
to cause the UAV to hover at its current location and
altitude for a specified time and land after the hovering
in response to the user input being a selection of the
second button;

a third button, wherein the control signal is configured to
cause the UAV to land at a location from which the
UAV previously took off in response to the user input
being a selection of the third button; and

a fourth button, wherein the control signal is configured to
cause the UAV to land at a user-specified location in
response to the user input being a selection of the fourth
button.

9. The method of claim 1, wherein the control signal is

configured to cause the UAV to land in its current location.

10. The method of claim 1, wherein the control signal is
configured to cause the UAV to hover at its current location
and altitude for a specified time and land after the hovering,
and the computer device permits a user to adjust the speci-
fied time.

11. The method of claim 1, wherein the control signal is
configured to cause the UAV to land at a location from which
the UAV previously took off.

12. The method of claim 1, wherein the control signal is
configured to cause the UAV to land at a user-specified
location.

13. A computer program product for controlling
unmanned aerial vehicles (UAVs), the computer program
product comprising a computer readable storage medium
having program instructions embodied therewith, the pro-
gram instructions executable by a computing device to cause
the computing device to:

receive UAV data from plural UAVs;

display representations of the plural UAVs on a map of a
user interface;

receive a user selection of one of the representations of the
plural UAVs on the map, the user selection defining a
selected UAV that is one of the plural UAVs;

receive a user input to control the selected UAV; and

transmit a control signal that is authenticated by a digital
signature to the selected UAV based on the received
user input, wherein the control signal is configured to
enable a user to override control of the selected UAV
from a UAV remote controller associated with the
selected UAV based on determining that the UAV is in
an unauthorized area, wherein the user is a third-party
user different than a user operating the UAV remote
control;

remove the UAV from the unauthorized area using the
override control of the control signal; and
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land the UAV at a Global Positioning System (GPS)
location specified by the third party user;

wherein the UAV data is received at a first communication
frequency; and the control signal is transmitted at a
second communication frequency different from the
first communication frequency,

wherein the computing device comprises a Drone Monitor
And Command Transmitter (DMACT),

wherein the DMACT is configured to provide a toggle
between the map with a satellite earth view back-
ground, which displays the UAVs located relative to
places on the ground, and the map without the satellite
earth view background,

wherein the toggle is comprised of a toggle button located
on a user interface that displays the map,

wherein the user interface further includes a monitoring
center button configured to provide a window on the
user interface when tapped by the user to set a moni-
toring center location for monitoring the current GPS
locations of the UAVs by displaying the current GPS
locations of the UAVs in terms of radii from the
monitoring center location,

wherein the DMACT is configured to provide a default
monitoring center location based on the current GPS
coordinates of where the DMACT is currently located,
and

wherein the window is configured for the user to change
the monitoring center location to a location different
than the default monitoring center location.

14. The computer program product of claim 13, wherein
the UAV data for a respective one of the plural UAVs
comprises:

a Drone Identification Number (DIN) that is unique to the
respective one of the plural UAVs, the DIN being a
unique addressable identifier by which the computer
device addresses and directs messages to the respective
one of the plural UAV via SMS-PP transmission;

a current GPS location of the respective one of the plural
UAVs; and

a current altitude of the respective one of the plural UAVs.

15. The computer program product of claim 13, wherein:

the UAV data is received via Short Message Service-Cell

Broadcast (SMS-CB) protocol; and

the control signal is transmitted via Short Message Ser-
vice-Point to Point (SMS-PP) protocol.

16. The computer program product of claim 13, wherein
the control signal is configured to cause the selected UAV to
perform one from the group consisting of:

land in a current location;

hover at a current location and altitude for a specified time
and land after the hovering;

land at a location from which the selected UAV previously
took off; and

land at a user-specified location.

17. The computer program product of claim 13, wherein:

the user interface is displayed on a touchscreen of the
computing device;

the user interface simultaneously displays a view button
with the map and four control buttons;

the view button is selectable via the touchscreen to cause
the map to toggle between no background and a satel-
lite earth view background; and

the four control buttons comprise:

a first button, wherein the control signal is configured
to cause the UAV to land in its current location in
response to a selection of the first button via the
touchscreen;
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a second button, wherein the control signal is config-
ured to cause the UAV to hover at its current location
and altitude for a specified time and land after the
hovering in response to a selection of the second
button via the touchscreen;

a third button, wherein the control signal is configured
to cause the UAV to land at a location from which the
UAV previously took off in response to a selection of
the third button via the touchscreen; and

a fourth button, wherein the control signal is configured
to cause the UAV to land at a user-specified location
in response to a selection of the fourth button via the
touchscreen.

18. A system, comprising:

an unmanned aerial vehicle (UAV) comprising:

a propulsion system;

a processor configured to control the propulsion system
based on a control signal received from a UAV remote
controller;

a read only memory programmed with a Drone Identifi-
cation Number (DIN);

a GPS sensor configured to determine a GPS location of
the UAV;

an altimeter configured to determine an altitude of the
UAV;

a transmitter configured to broadcast the DIN, the GPS
location, and the altitude to a computer device different
than the UAV remote controller;

a receiver configured to receive a control signal from the
computer device;

a user interface configured to display a representation of
the UAV on a map based on the GPS location and the
altitude of the UAV; and

a computer processor and flight controller configured to
enable a user to override the control signal received
from a UAV remote controller and control the propul-
sion system based on the authenticated control signal
from the computer device and based on determining
that the UAV is in an unauthorized area, wherein the
user is a third-party user different than a user operating
the UAV remote control;

wherein the computer processor and flight controller are
configured to remove the UAV from the unauthorized
area by overriding the control signal received from the
UAV remote controller and landing the UAV at a
Global Positioning System (GPS) location specified by
the third party user, and
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wherein the transmitter broadcasts the DIN, the GPS
location, and the altitude via Short Message Service-
Cell Broadcast (SMS-CB) protocol; and the receiver
receives the control signal from the computer device
via Short Message Service-Point to Point (SMS-PP)
protocol,
wherein the computer processor and flight controller
comprises a Drone Monitor And Command Transmitter
(DMACT),

wherein the DMACT is configured to provide a toggle
between the map with a satellite earth view back-
ground, which displays the UAV located relative to
places on the ground, and the map without the satellite
earth view background,

wherein the toggle is comprised of a toggle button located

on the user interface that displays the map,

wherein the user interface further includes a monitoring

center button configured to provide a window on the
user interface when tapped by the user to set a moni-
toring center location for monitoring the current GPS
location of the UAV by displaying the current GPS
location of the UAV in terms of a radius from the
monitoring center location,

wherein the DMACT is configured to provide a default

monitoring center location based on the current GPS
coordinates of where the DMACT is currently located,
and

wherein the window is configured for the user to change

the monitoring center location to a location different
than the default monitoring center location.

19. The system of claim 18, wherein the control signal
from the computer device causes the UAV to perform one
from the group consisting of:

land in a current location;

hover at a current location and altitude for a specified time

and land after the hovering;

land at a location from which the UAV previously took

off; and

land at a user-specified location.

20. The system of claim 18, wherein the UAV further
comprises a wireless communication system that is separate
from the transmitter and the receiver and that is configured
to provide wireless transmission and reception of commu-
nication signals to and from the UAV remote controller.
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