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1
UNMANNED AERIAL VEHICLE DATA
SERVICES

BACKGROUND

More and more users are turning to network-based
resources to access various types of services. For example,
a network-based resource, such as a data center, may be
configured to host computing services or to store data for a
user. Typically, to access these and other network-based
services, the user operates a computing device to connect to
the network-based resource over a network. The network
may facilitate a data exchange, and accordingly the services,
between the network-based resource and the computing
device.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments in accordance with the present
disclosure will be described with reference to the drawings,
in which:

FIG. 1 illustrates an example environment for providing
a data service, according to embodiments;

FIG. 2 illustrates an example aerial vehicle configured to
facilitate a data service, according to embodiments;

FIG. 3 illustrates an example computing architecture for
providing a data service, according to embodiments;

FIG. 4 illustrates an example interface of a user comput-
ing device for requesting a data service, according to
embodiments;

FIG. 5 illustrates example interactions between compo-
nents of a computing environment for providing a data
service, according to embodiments;

FIG. 6 illustrates an example flow for providing a data
service, according to embodiments;

FIG. 7 illustrates an example flow for providing data
storage as a data service, according to embodiments; and

FIG. 8 illustrates an environment in which various
embodiments may be implemented.

DETAILED DESCRIPTION

In the following description, various embodiments will be
described. For purposes of explanation, specific configura-
tions and details are set forth in order to provide a thorough
understanding of the embodiments. However, it will also be
apparent to one skilled in the art that the embodiments may
be practiced without the specific details. Furthermore, well-
known features may be omitted or simplified in order not to
obscure the embodiment being described.

Embodiments of the present disclosure are directed to,
among other things, techniques relating to configuring a
vehicle to provide a data service. In the interest of clarity of
explanation, example unmanned aerial vehicles (UAVs) are
described. Nonetheless, the techniques disclosed herein may
similarly apply to other types of vehicle, whether manned or
unmanned and/or whether aerial or non-aerial. In particular,
a UAV may be used to provide a data service to a user on
behalf of a service provider. The service provider may
operate a network-based resource to provide various net-
work-based services. Typically, the user may operate a
computing device to access some or all of the services over
a network. However, in certain situations, access may be
limited by the network. For example, a network connection
may not exist or may be down, or a network bandwidth may
not be large enough or may be too expensive to use. As such,
the service provider may configure the UAV to provide a
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data service to bypass the network. In this way, the UAV
may be used to exchange or deliver data between the
computing device and the network-based resource in lieu of
the network. The data service provided by the UAV may
thereby facilitate a portion of the network-based services.

To illustrate, consider an example of data storage as a
network-based service. In this example, a service provider
may operate, for instance, a data center for storing data
received from a user computing device. As part of this
service, the service provider may also make a UAV available
for moving data. For instance, the UAV may include a large
capacity storage device and a high speed data interface. If
the user computing device is located at a remote location
where network bandwidth may be scarce, or if the amount
of data is too large relative to the network bandwidth, an
associated user may turn to the UAV. For example, the user
may request the data to be delivered to the data center on a
periodic basis or some other time interval. In turn, the
request may be translated into a flight and data delivery plan.
Accordingly, the UAV may fly to a location of the user
computing device, may receive the data from the user
computing device via the high speed interface, may store the
data on the large capacity storage device, and may fly back
to the data center. Upon arrival, the UAV may interface with
a computing device at the data center via, for instance, the
high speed interface, to transmit the data from the large
capacity storage device. As such, the data may be received
and stored at the data center without using a network
between the data center and the user computing device.

In another illustration, consider an example of data con-
nectivity as a network-based service. In this example, a
service provider may operate a network to provide cellular
or other types of data connectivity. In a certain area or during
certain peak demand time periods, the data connectivity may
suffer. Accordingly, the service provider may deploy a UAV
to the area. The UAV may be configured as a network node
to route data between user computing devices and the
network of the service provider or a public network. For
instance, the UAV may include a picocell, femtocell, or other
network components (e.g., antenna, base station). As such, a
user computing device located in the area may connect to the
UAV to access the network.

Turning to FIG. 1, that figure illustrates an example
computing environment for providing a data service. In
particular, a client 110 may request a data service 132 from
a server 120 of a service provider. To provide the data
service 132, the service provider may deploy a UAV 130
configured to facilitate a portion of the data service 132.

The client 110 may represent a computing device of a user
and may provide an interface to the user to submit a request
112 for the data service 132. An example of the client 110
is further illustrated in FIG. 4. In an example, the client 110
may connect to the server 120 over a data network. The user
interface may allow the user to submit a web request or an
application programming interface (API) call over the data
network. In another example, a data network may not be
used. Instead, the client 110 may allow the user to call an
administrator or a customer center associated with the server
120 to submit the request 112.

The request 112 may include various information associ-
ated with the client 110 and the data service 132. For
example, the request 112 may include a location, a time-
frame, and a type of the data service 132. The location may
be that of the client 110 if the client 110 is the recipient of
the data service 132 as illustrated in FIG. 1. The location
may additionally or alternatively be of another user com-
puting device. For example, the other computing device may
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be a recipient of the data service 132. To illustrate, the user
may store user data on a local server and may operate the
client 110 to request the user data to be sent from the local
server to the server 120. In this example, the local server
may be the recipient of the data service 132 and, thus, the
requested location may be that of the local server. The time
frame may include a time period during which the data
service 132 is requested. In an example, the time period may
be a scheduled time period recurring based on a time interval
(e.g., periodically). The type of the data service 132 may
include, for example, data storage, data connectivity, and
other data-related services. Data storage may include storing
data at the server 120 for the client 110. Data connectivity
may include using the server 120 to facilitate or provide the
client 110 with access to a data network.

The server 120 may represent a collection of computing
devices associated with the service provider and configured
to provide various services to clients. An example of the
server 120 is further illustrated in FIG. 3. In an example, the
server 120 may include a front end and a back end. The
client 110 may connect to the front end to submit the request
112. The front end may authenticate the client, process the
request 112, and transmit information from the request 112
to a data service management module. The data service
management module may be hosted at the back end or
distributed between the front end and the back end.

In an example, the data service management module may
be configured to facilitate the data service 132. For example,
the data service management module may be configured to
select a UAV 130 from a fleet of UAVs, interact with the
UAV for deployment 122, and interact with the UAV to
receive data from a recipient computing device of the data
service 132. The selection of the UAV may be based on
various factors associated with the client 110, the server 120,
and the requested data service 132. For example, the data
service management module may select a UAV that may be
the closest to the requested location, not scheduled to service
other clients, and have sufficient data storage or computing
capacity to provide the data service 132. Interacting with the
UAV for deployment 122 may include transmitting infor-
mation to the UAV to allow the UAV to provide the data
service 132 to the recipient computing device. For example,
the information may include information from the request
112, such as the location, time frame, and type of the data
service 132. The information may also include an identifier
of the recipient computing device, tokens, credentials, and/
or other security-related information to ensure that only the
recipient computing device may receive the data service
132. Interacting with the UAV to receive the data may
include using an interface, wired or wireless, to receive the
data. Based on the data service 132, the data service man-
agement module may further direct and route the data to a
computing resource of the server 120.

The UAV 130 may represent a UAV configured to provide
the data service 132. An example of the UAV 130 is further
illustrated in FIG. 2. In an example, the UAV 130 may
include a computing system configured to provide the data
service 132. The computing system may include a data
service module stored on a memory and executed by a
processor and may include a storage device. The data service
module may interact with the data service management
module of the server 120 to facilitate the data service 132.

The data service 132 may include moving data from one
computing device to another computing device. For
example, the data service may include uploading data from
a recipient computing device onto a storage device of the
UAV 130 and downloading the data from the storage device

10

15

20

25

30

35

40

45

50

55

60

65

4

to a computing resource of the server 120. In another
example, the data service 132 may include routing the data
from the recipient computing device to the computing
resource.

As such, by using the computing environment of FIG. 1,
a service provider may extend services offered to users. For
example, the service provider may operate a fleet of UAVs
configured to provide data services. If a user needs to bypass
a data network or if a data network may not exist, the user
may nonetheless request a data service. In turn, the service
provider may deploy a UAV to satisty the request. In this
way, quick and efficient extension of services may be
performed.

Turning next to FIG. 2, an example UAV 200 configured
to provide data services is shown. The UAV 200 may be an
example of the UAV 130 described in connection with FIG.
1. The UAV 200 may be designed in accordance with
commercial aviation standards and may include multiple
redundancies to ensure reliability. In particular, the UAV 200
may include a plurality of systems or subsystems operating
under the control of; or at least partly under the control of,
a management system 202. The management system 202
may include an onboard computer hosting a management
module for autonomously or semi-autonomously controlling
and managing various operations of the UAV 200 and, in
some examples, for enabling remote control by a pilot. The
various operations may include managing other components
of'the UAV 200, such as a propulsion system 218 to facilitate
flights. Portions of the management system 202, including
the onboard computer, may be housed under top cover 250.
In an example, the management system 202 may include a
power supply and assemblies (e.g., rechargeable battery,
liquid fuel, and other power supplies) (not shown), one or
more communications links and antennas (e.g., modem,
radio, network, cellular, satellite, and other links for receiv-
ing and/or transmitting information) (not shown), one or
more navigation devices and antennas (e.g., global position-
ing system (GPS), inertial navigation system (INS), range
finder, Radio Detection And Ranging (RADAR), and other
systems to aid in navigating the UAV 200 and detecting
objects) (not shown), and radio-frequency identification
(RFID) capability (not shown).

The UAV 200 may also include a computing system 204
configured to provide the data services. In an example, the
computing system 204 may be integrated with the manage-
ment system 202. In another example, the computing system
204 may be separate from but may interface with the
management system 202. As illustrated in FIG. 2, the
computing system 204 may be housed within the top cover
250 and may include a number of components, such as a
computer 206, a storage device 208, and an interface 210.
The computer 206 may host a data service module config-
ured to provide a portion or all of the data services. For
example, the data service module may access information
associated with a request for a data service, may send some
of the information (e.g., location of recipient computing
device and time frame) to the management system, may
authenticate the recipient computing device, and may cause
the computing system 204 to exchange data with the recipi-
ent computing device and a provider computing device. The
data service module may provide other data service-related
operations as further described in the next figures. The
storage device 208 may represent a high capacity storage
medium, such as a volatile or non-volatile semiconductor,
magnetic, or optical storage medium. In an example, the
storage device 208 may include one or more terabyte, or
larger, hard drives. The interface 210 may represent an
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interface for exchanging data as part of providing the data
services. As such, the interface 210 may include high speed
interfaces, wired and/or wireless, serial and/or parallel, to
enable fast upload and download of data to and from the
computer system 204. In an example, the interface 210 may
include USB ports, fiber optics ports, IEEE 802.11 inter-
faces, IEEE 802.16 interfaces, BLUETOOTH interfaces,
near field communication interfaces, or cellular interfaces.
In a further example, the interface 210 may be configured to
allow a user to upload data to the storage device 208, while
prohibiting any user but the service provider, from down-
loading the data from the storage device 208. For instance,
this configuration may include using a one directional
upload port and a proprietary one directional download port.
Additionally or alternatively, this configuration may rely on
a user authentication and may include enabling the upload
and/or download based on the user authentication.

As shown in FIG. 2, the UAV 200 may also include a
retaining system 212. The retaining system 212 may be
configured to retain payload 214. In some examples, the
retaining system 212 may retain the payload 214 using
friction, vacuum suction, opposing arms, magnets, and other
retaining methods. As illustrated in FIG. 2, the retaining
system 212 may include two opposing arms 216 (only one
is illustrated) configured to retain the payload 214. In an
example, the payload 214 may include a data storage device
of'a user. The management system 202 may be configured to
control at least a portion of the retaining system 212. In some
examples, the retaining system 212 may be configured to
release the payload 214 in one of a variety of ways. For
example, the retaining system 212 (or other system of the
UAV 200) may be configured to release the payload 214
with a winch and spool system, by the retaining system 212
releasing the payload, by fully landing on the ground and
releasing the retaining system 212, and other methods of
releasing the payload 214. In some examples, the retaining
system 212 may operate semi-autonomously or autono-
mously.

In a further example, the retaining system 212 may be
configured to not only retain storage devices of users, but to
also connect such devices to the computing system 204. For
instance, the retaining system 212 may include a data port to
which a user storage device may connect. This port may also
interface with the computing system 204. To illustrate, the
retaining system 212 may include a USB hub to which USB
hard drives or USB flash drives may be connected. As such,
when the user storage device is retained by the retaining
system 212, the computing system 204 may have access to
the data on the user storage device. This access may enable
a number of operations related to the data services, such as
for example, downloading the data from the user storage
device to a provider computing device.

Further, the UAV 200 may include a propulsion system
218. In some examples, the propulsion system 218 may
include rotary blades or otherwise be a propeller-based
system. As illustrated in FIG. 2, the propulsion system 218
may include a plurality of propulsion devices, a few of
which, 230(A)-230(F), are shown in this view. Each pro-
peller device may include one propeller, a motor, wiring, a
balance system, a control mechanism, and other features to
enable flight. In some examples, the propulsion system 218
may operate at least partially under the control of the
management system 202. In some examples, the propulsion
system 218 may be configured to adjust itself without
receiving instructions from the management system 202.
Thus, the propulsion system 218 may operate semi-autono-
mously or autonomously.
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The UAV 200 may also include landing structure 222. The
landing structure 222 may be adequately rigid to support the
UAV 200 and the payload 214. The landing structure 222
may include a plurality of elongated legs which may enable
the UAV 200 to land on and take off from a variety of
different surfaces. The plurality of systems, subsystems, and
structures of the UAV 200 may be connected via frame 226.
The frame 226 may be constructed of a rigid material and be
capable of receiving via different connections the variety of
systems, sub-systems, and structures. For example, the land-
ing structure 222 may be disposed below the frame 226 and,
in some examples, may be formed from the same material
and/or same piece of material as the frame 226. The pro-
pulsion system 218 may be disposed radially around a
perimeter of the frame 226 or otherwise distributed around
the frame 226. In some examples, the frame 226 may attach
or be associated with one or more fixed wings.

Turning next to FIG. 3, an example computing architec-
ture configured to provide data services is shown. The
architecture may include a UAV 300, a server 304, clients
306(A)-(N) (which may be referred to herein as a client 306
or clients 306), and a network 308. Generally, the architec-
ture may facilitate an electronic marketplace for offering
various data services, such as data storage and data connec-
tivity. In this manner, a client 306 may request a data service
from the server 304 over the network 308. In turn, the server
304 may deploy the drone 300 to provide at least a portion
of the data service.

The client 306 may represent a user computing device
operated by a user to request the data service. For example,
the client 306 may be any suitable device capable of
communicating with the server 304 over the network 308.
An example of the client 306 is further illustrated in FIG. 4.
Generally, the client 306 may be any suitable computing
device such as, but not limited to, a mobile phone, a smart
phone, a personal digital assistant (PDA), a laptop computer,
a thin-client device, a tablet, a desktop computer, a set-top
box, or other computing device. More particularly, the client
306 may include a memory, a processor, a user-interface, a
web-service application, and any other suitable feature. The
web service application may be in the form of a web
browser, an application programming interface (API), vir-
tual computing instance, or other suitable application. In an
example, the client 306 may but need not be the recipient of
the requested data.

The network 308 may include any one or a combination
of many different types of networks, such as wireless
networks, cable networks, cellular networks, radio net-
works, the Internet, and other private and/or public net-
works. In an example, the client 306 may connect to the
server 304 over the network 308 to request the data service.
However, the data service may not be provided over the
network 308. Instead, the data service 308 or a portion of the
data service may be provided by the UAV 300. For example,
if the data service includes storing data from the client 306
to the server 304, the UAV 300 rather than the network 308
may be used to move the data from the client 306 to the
server 304.

Turning now to the details of the server 304, the server
304 may include one or more service provider computers,
such as servers and other suitable computing devices, con-
figured to offer various data services to users. The server 304
may be configured to host a website (or combination of
websites) viewable via the client 306. The website may be
accessible to the client 306 via a web browser and may
enable the client to request a data service. Additionally or
alternatively, the requests may be submitted via API calls. In
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addition to the interface with the client 306, the server 304
may also host the data services for the client 306. For
example, the server 304 may be configured to provide data
storage, data connectivity, and/or other data-related capa-
bilities to the client 306. To provide such services, data may
be received from the client 306 or from another computing
device associated with the client 306. As described herein
above, this data need not be received over the network 308.
Instead, the UAV 300 may be used to move the data to the
server 304.

In embodiments, the server 304 may be executed by one
or more virtual machines implemented in a hosted comput-
ing environment. The hosted computing environment may
include one or more rapidly provisioned and released net-
work-based resources. Such network-based resources may
include computing, networking, and/or storage devices. A
hosted computing environment may also be referred to as a
cloud computing environment. In some examples, the server
302 may include one or more servers, perhaps arranged in a
cluster, or as individual servers not associated with one
another.

In one illustrative configuration, the server 304 may
include at least one memory 332 and one or more processing
units (or processor(s)) 334. The processor(s) 334 may be
implemented as appropriate in hardware, computer-execut-
able instructions, software, firmware, or combinations
thereof. Computer-executable instruction, software or firm-
ware implementations of the processor(s) 334 may include
computer-executable or machine-executable instructions
written in any suitable programming language to perform
the various functions described. The memory 332 may
include more than one memory and may be distributed
throughout the management module 302. The memory 332
may store program instructions (e.g., data service manage-
ment module 336) that are loadable and executable on the
processor(s) 334, as well as data generated during the
execution of these programs. Depending on the configura-
tion and type of memory, the memory 332 may be volatile
(such as random access memory (RAM)) and/or non-volatile
(such as read-only memory (ROM), flash memory, or other
memory).

The server 304 may also include additional removable
storage and/or non-removable storage including, but not
limited to, magnetic storage, optical disks, and/or tape
storage. The disk drives and their associated computer-
readable media may provide non-volatile storage of com-
puter-readable instructions, data structures, program mod-
ules, and other data for the computing devices. In some
implementations, the memory 332 may include multiple
different types of memory, such as static random access
memory (SRAM), dynamic random access memory
(DRAM), or ROM.

Turning to the contents of the memory 332 in more detail,
the memory 332 may include an operating system 338 and
one or more application programs, modules or services for
implementing the features disclosed herein including at least
the data service management module 336. The data service
management module 336, in some examples, may facilitate
providing data services to the client 306. For instance, the
data service management module 336 may receive and
process a request of a client for a data service, select and
deploy the UAV 300, and receive data from the UAV 300 as
part of providing the data service.

Processing the request may include authenticating the
client, determining a location of a computing device to
receive the data service, which may be referred to herein as
a recipient computing device; a time frame for providing the
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delivery service; and an identifier of the recipient computing
device (e.g., a serial number, a MAC address, or other
identifiers). Additionally, the data service management mod-
ule 336 may generate a token or credentials associated with
the request. In this manner, additional security measures
may be implemented to ensure that the data service is
provided to the proper recipient computing device. For
example, the request may be considered as a user session,
where the data service may be provided only if there is a
valid user session. Tokens may be generated based on, for
example, the time of the request, information about the
client 306, information about the recipient computing
device, and other information. The tokens may also have
expiry dates. The data service management module 336 may
provide a token to the client 306 in response to the request
and may cause the client 306 to send or may send the token
to the recipient computing device if different from the client
306.

Selecting the UAV 300 may include determining from a
fleet of UAVSs that the UAV 300 may be capable of providing
the data service based on a number of factors. The data
service management module 336 may, for example, consider
the distance between the UAV 300 and the location of the
recipient computing device, the requested time frame for the
data service, the type of the data service, a return location
(e.g., a location of a particular server of the server 304 to
which the data from the UAV 300 should be transmitted),
and/or other factors. Deploying the UAV 300 may include
providing the UAV 300 with information about the recipient
computing device, any token, the requested data service,
and/or other information that may cause the UAV 300 to fly
to the location and provide the data service.

Receiving data from the UAV 300 as part of providing the
data service may include multiple operations based on the
type of the data service. For example, if the data service is
for data storage, the UAV 300 may fly back to a location
associated with the server 304. Once at that location, the data
service management module 336 may cause the UAV 300 to
transmit data from the computing system of the UAV 300 to
the server 304. Thereafter, the data service management
module 336 or some other service of the server 304 may
route the data to an appropriate storage device of the server
304. In another example, if the data service is for data
connectivity, while the UAV 300 may be located at the
location associated with the recipient computing device, the
data service management module 336 may cause the server
304 to receive the data from the UAV 300 and route the data
onto a network.

In some examples, the server 304 may also include
additional storage 340, which may include removable stor-
age and/or non-removable storage. The additional storage
340 may include, but is not limited to, magnetic storage,
optical disks, and/or tape storage. The disk drives and their
associated computer-readable media may provide non-vola-
tile storage of computer-readable instructions, data struc-
tures, program modules, and other data for the computing
devices.

The memory 332 and the additional storage 340, both
removable and non-removable, are examples of computer-
readable storage media. For example, computer-readable
storage media may include volatile or non-volatile, remov-
able, or non-removable media implemented in any suitable
method or technology for storage of information such as
computer-readable instructions, data structures, program
modules, or other data. As used herein, modules may refer
to programming modules executed by computing systems
(e.g., processors). The modules of the server 304 may
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include one or more components. The server 304 may also
include /O device(s) and/or ports 342, such as for enabling
connection with a keyboard, a mouse, a pen, a voice input
device, a touch input device, a display, speakers, a printer, or
other I/O device.

Turning now to the details of the UAV 300, the UAV 300
may include some or all of the components of the UAV 200
described in connection with FIG. 2. In an illustrative
embodiment, the UAV 300 may include a computing system
302 similar to the computing system 204 of FIG. 2. The
computing system 302 may include at least one memory 314
and one or more processing units (or processor(s)) 316. The
processor(s) 316 may be implemented as appropriate in
hardware, computer-executable instructions, software, firm-
ware, or combinations thereof. Computer-executable
instruction, software or firmware implementations of the
processor(s) 316 may include computer-executable or
machine-executable instructions written in any suitable pro-
gramming language to perform the various functions
described. The memory 314 may include more than one
memory and may be distributed throughout the computing
system 302. The memory 314 may store program instruc-
tions (e.g., a data storage module 320) that are loadable and
executable on the processor(s) 316, as well as data generated
during the execution of these programs. Depending on the
configuration and type of memory, the memory 314 may be
volatile (such as random access memory (RAM)) and/or
non-volatile (such as read-only memory (ROM), flash
memory, or other memory).

The computing system 302 may also include additional
removable storage and/or non-removable storage including,
but not limited to, magnetic storage, optical disks, and/or
tape storage. The disk drives and their associated computer-
readable media may provide non-volatile storage of com-
puter-readable instructions, data structures, program mod-
ules, and other data for the computing devices. In some
implementations, the memory 314 may include multiple
different types of memory, such as static random access
memory (SRAM), dynamic random access memory
(DRAM), or ROM.

In some examples, the computing system 302 may also
include additional storage 324, which may include remov-
able storage and/or non-removable storage. The additional
storage 324 may include, but is not limited to, magnetic
storage, optical discs, and/or tape storage. The disk drives
and their associated computer-readable media may provide
non-volatile storage of computer-readable instructions, data
structures, program modules, and other data for the com-
puting devices. Data received from the client 306 may be
stored in the memory 314 and/or the additional storage 324
depending on, for example, the size of the data and the
amount of available storage.

The memory 314 and the additional storage 324, both
removable and non-removable, are examples of computer-
readable storage media. For example, computer-readable
storage media may include volatile or non-volatile, remov-
able, or non-removable media implemented in any suitable
method or technology for storage of information such as
computer-readable instructions, data structures, program
modules, or other data. The modules of the computing
system 302 may include one or more components.

Turning to the contents of the memory 314 in more detail,
the memory 314 may include an operating system 318 and
one or more application programs, modules or services for
implementing the features disclosed herein including at least
a data service module 320. If the computing system 302 also
integrates a management system, the memory 314 may
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include a management module 322 configured to provide
flight operation management functions.

The data service module 320 may be configured to
provide a portion or all of a requested data service. For
example, if the client 306 requests data storage, the data
service module 320 may facilitate receiving and storing the
data on the computing system 302 and transmitting the
stored data to the server 304. Similarly, if data connectivity
is requested, the data service module 320 may be configured
to provide connectivity functions, such as routing data
between the client 306 and the server 304 through the
computing system 302. In an illustration, the data service
module 320 may implement various connectivity protocols
such as ones related to 802.11, 802.16, cellular, or other
protocols to render the computing system 302 and, more
generally the UAV 300, as a local access point or a base
station.

Providing the portion of the data service may also include
a number of other operations. For example, the data service
module 320 may receive information about a request for the
data service, such as location and identifier of a recipient
computing device, time frame, and/or associated token. The
data service module 320 may also direct a management
module of the UAV 300, such as the management module
322, to fly the UAV 300 to the location. Once at the location,
the data service module 320 may authenticate the recipient
computing device based on credentials of the recipient
computing device (or of a user operating the recipient
computing device) and the token. If authentication is suc-
cessful, the data service module 320 may provide the data
service (e.g., receive and store the data from the recipient
computing device or provide data connectivity to the recipi-
ent computing device) based on the timeframe. Thereafter,
the data service module may direct the management module
to fly the UAV 300 back to a location associated with server
304. At that location, the data service module 320 may
authenticate the UAV 300 to the server 304 and provide any
data received from the recipient computing device. These
and other features are further illustrated in FIG. 5.

The computing system 302 may also include [/O device(s)
328 (e.g., interfaces, ports) such as for enabling connection
with the server 304, the client 306, and the recipient com-
puting device. The /O device(s) 328 may also enable
communication with the other systems of the UAV 300 (e.g.,
a management system, a propulsion system, and a retaining
system).

Turning to FIG. 4, that figure illustrates an example client
410 configured to authenticate a user, request a data service,
and track a status associated with a data service. The client
410 may be an example of the client 306 described in
connection with FIG. 3. In particular, a user may operate the
client 410 to connect over, for example, a network to a server
and request the data service. The data service or a portion of
the data service may be facilitated by a UAV rather than the
network.

To facilitate such user interactions, the client 410 may be
configured to provide the user interface 420 to use touch
screen and/or other technologies. The user interface 420 may
include one or more windows that may display outputs of
and may allow inputs to one or more processes. A web
browser is an example of such processes and may be
configured to present various types of information about the
data service. This information may be presented by using
various modules, such as an authentication module 422 for
authenticating the user, a request module 424 for requesting
the data service, and a track module 426 for tracking the
status associated with the data service. The presented infor-
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mation may be organized in a same window or may be
distributed across a plurality of windows of the user inter-
face 420. The various modules may interface with a data
service management module of the server and/or with the
data service module of the UAV to receive and/or provide
the information.

The authentication module 422 may be configured to
authenticate the user, or the client 410, to the server from
which the data service may be requested. Authentication
may include providing user credentials, such as user name
and password, a certificate issued to the user and stored at
the client 410, or some other credentials. The server (e.g., the
data service management module or some other module)
may authenticate the user based on the credentials by, for
example, looking up a user account or checking the certifi-
cate.

Further, the authentication module 422 may receive a
token or some other credentials from the server based on the
request for the data service. The token may include a key
from a pair of symmetric keys or a public key from a pair of
asymmetric keys. The server (e.g., the data service manage-
ment module or some other module) may have generated
and transmitted the token to the client 410 using information
from the request. The authentication module 422 may be
configured to store the token locally on the client 410 and to
distribute the token to any other recipient computing device
(e.g., a computing device of the user that may receive the
data service).

The request module 424 may be configured to generate a
request for a data service and submit the request to the
server. The request may include information about the client
410, the recipient computing device if different from the
client 410, the type of the data service, and other data
service-related information. The request module 424 may
also enable the user to schedule future requests by inputting
such information in, for example, a calendar for transmis-
sion to the server.

The track module 426 may be configured to receive and
present status information associated with the data service.
For example, the track module 426 may receive from the
server or from the UAV, information about whether authen-
tication was successful, whether the request was received,
whether the UAV was deployed, an identifier of the UAV, a
current location (e.g., GPS coordinates) of the UAV, a
progress of the data service in association with the UAV
(e.g., amount of data that has been uploaded to the UAV
from the recipient client device), a progress of the data
service in association with the server (e.g., amount of data
that has been downloaded to the server from the UAV),
billing information, and other data service-related informa-
tion.

As such, the user interface 420 may provide an easy,
simple user interface to authenticate a user, request a data
service, and track information about the data service. This
may result in enhancing the user’s experience by allowing
the user to request and schedule requests for a data service
and track information about the data service that may not be
otherwise properly available over a network.

Turning to FIG. 5, that figure illustrates example interac-
tions between components of a computing environment for
providing a data service, including a UAV 510, a recipient
computing device 520, a server 530, and a client 540. In
particular, different types of interactions may exist depend-
ing on a phase of providing the data service. As illustrated,
there may be multiple phases including a phase when the
UAV 510 is at a location associated with the client 540, a
phase when the UAV 510 is in route to that location or to
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another location associated with the server 530, and a phase
when the UAV is at the location associated with the server
530.

Turning to the phase when the UAV 510 is at the location
associated with the client 540, the UAV 510 may have
received information about that location from the server
530. The information may have been derived from a request
received at the server 530 from the client 540. The location
may indicate an area (e.g., an area defined with an address,
GPS coordinates, or some other location information) where
the recipient computing device 520 may be located or where
access to the recipient computing device 520 may be estab-
lished. For example, the UAV 510 may directly communi-
cate with the recipient computing device 520 (e.g., point-
to-point communication) or may have access to the recipient
computing device 520 via, for example, an access point or
some other network node local to the recipient computing
device 520.

Once at the location or within a range of the location, the
UAV 510 may authenticate 522 the recipient computing
device 520 and the UAV 510 (e.g., a computing system of
the UAV 510 or a service provider of the data service) and
exchange data 524 as part of providing a portion of the data
service. Once authentication 522 is complete, the UAV 510
may communicate with the recipient computing device 520
to cause the data exchange to occur. For example, if the data
service includes data storage, the data 524 may be uploaded
or provided to the UAV 510 (e.g., to the computing system
on the UAV 510). If the data service includes data connec-
tivity, the data 524 may be sent to and received from the
UAV 510.

Being within the range of the location may depend on a
number of factors including, for example, the type of
interface between the UAV 510 and the recipient computing
device 520 and/or the type of the data service. For example,
the interface may involve one or more of a wireless con-
nection for exchanging the data 524, a wired connection for
exchanging the data 524, or a physical retention of a client
storage device at the UAV 510, where the client storage
device may store the data 524.

If a wireless interface is used, the UAV 510 may fly to a
range proximate to the location associated with the client
540 such that sufficient bandwidth may exist to exchange the
data 524. The UAV 510 may stay airborne or may land on
a surface during the data exchange. At various intervals
during the data exchange, at various intervals between
providing the data service, or based on an event, the UAV
510 may be repositioned to adjust for the bandwidth. For
example, the UAV 510 may be in a first range and measure
a first bandwidth. Subsequently, the UAV 510 may move to
a second range and measure a second bandwidth. If the
bandwidth increases, the UAV 510 may stay at the second
range. Otherwise, the UAV 510 may move back to the first
range. In another example, the UAV 510 may use a stored or
predefined range. If the UAV 510 detects that the bandwidth
may be less than expected at that range, the UAV 510 may
move to another range until the bandwidth improves. The
range that may provide the maximum bandwidth along with
that bandwidth may be stored locally on the UAV 510 or
provided to and stored at the server 530 in association with
an account of the user. In subsequent flights, the UAV 510
may first be positioned at the stored range.

If a wired interface is used, the UAV 510 may fly to a
range proximate to the location associated with the client
540 such that a wired connection may be established. The
UAV 510 may stay airborne or may land on a surface during
the data exchange. The wired connection may be established



US 10,073,449 B1

13

manually or automatically. For example, once at the range,
the UAV 510 may send a status message 526 that may get
presented at a user interface of the client 540. The status
message 526 may include information about the current
location of the UAV 510. Thereafter, a user may access that
location and establish the wired connection. In another
example, the UAV 510 may communicate the current loca-
tion and orientation of the UAV 510 to the recipient com-
puting device 520. The recipient computing device 520 may
be configured to automatically extend a structure and
accordingly establish the wired connection.

If the retention of the client storage device is used, the
UAV 510 may fly to a range proximate to the location
associated with the client 540 such that the retention may be
accomplished (e.g., a container opened and the client storage
device placed therein). The UAV 510 may stay airborne or
may land on a surface during that time. The retention may
be completed manually or automatically. For example, once
at the range, the UAV 510 may send the status message 526.
Thereafter, the user may access that location and provide the
client storage device to a retaining system of the UAV 510.
In another example, the UAV 510 may communicate the
current location and orientation of the UAV 510 to the
recipient computing device 520. The recipient computing
device 520 may be configured to automatically extend a
structure and accordingly provide the client storage device
to the retaining system of the UAV 510.

As further illustrated in FIG. 5, the UAV 510 may
generate and provide the status message 526. This message
may include information about the status associated with
providing the data service when the UAV 510 is at the
location associated with the client 540 or within a range of
that location. For example, the status message 526 may
indicate the current location of the UAV 510, that authen-
tication is complete, that the connection is established, and
a progress associated with exchanging the data 524. The
status message 526 may be sent to the server 530, which may
then send it to the client 540, or may be sent to the client 540
independently of the server 530.

Before providing a portion of the data service, the UAV
510 may be in route to the location associated with the client
540. Similarly, once the portion of the data service is
provided, the UAV 510 may be in route to the location
associated with the server 530. Interactions between the
UAV 510, the server 530, and the client 540 in both route
directions may be similar. In the interest of clarity of
explanation, the similarities are not repeated herein. Instead
and as illustrated in FIG. 5, the route back to the location
associated with the server 530 is described.

In that phase, the UAV 510 may be configured to provide
various operations including flying back, protecting any data
stored on the UAV 510, and providing status information.
Flying back may involve using a management system of the
UAV 510 to fly the UAV to the location associated with the
server 530. Protecting the data may involve various tech-
niques to reduce or eliminate the risk of unauthorized access
to the data. This may be the case when, for example, the
UAV 510 is at risk of crashing or being intercepted. The
protection techniques may include encrypting the data with
a public key associated with the server 530 and/or a public
key associated with the client 540. The data may also be
encrypted using a key retrieved from a token generated
based on the request to provide the data service. In another
example, the protection may involve configuring the inter-
faces of the UAV 510 to allow a data upload by any user,
while allowing a data download by only a service provider.

20

25

40

45

50

14

Further, the implemented techniques may include detecting
whether a risk of unauthorized access may exist and erasing
the data accordingly. For example, if the UAV 510 detects
that the power supply may be low prohibiting the return to
the server location, the UAV 510 may delete the data.

While in route, the UAV 510 may provide status messages
532 to the server 530. These messages may include, for
example, information about the current location of the UAV
510, the health of the UAV 510 (e.g., power supply, flying
speed, estimated time of arrival), and other UAV-related
information. Unlike the status messages 526 that may be
provided directly from the UAV 510 to the client 540, a
direct communication link may not exist between the UAV
510 and the client 540. Thus, the server 530 may provide
another status message 534 to the client 540. This message
may be based on the status message 532 and, thus, may be
the same or may be different from the status message 532.
In an example, if the status message 532 indicates that the
UAV is at risk of crashing and that the data has been erased,
the status message 534 may indicate that providing the data
service may have failed and that another UAV may be
deployed.

Turning to the phase when the UAV 510 is at the location
associated with the server 530, that location may indicate an
area (e.g., an area defined with an address, GPS coordinates,
or some other location information) where the server 530
may be located or where access to the server 530 may be
established. For example, the UAV 510 may directly com-
municate with the server 530 (e.g., point-to-point commu-
nication). In another example, the UAV 510 may have access
to the server 530 via, for example, an access point or some
other network node local to the server 530. In yet another
example, the location may be of another server or computing
resource that the server 530 may have selected as a recipient
of data from the UAV 510 (e.g., a storage device on a
network managed by the server 530, where the storage
device may have been selected to store data uploaded from
the recipient computing device 520 to the UAV 510). The
UAV 510 may have received information about that location
from the server 530.

Once at the location or within a range of the location, the
UAV 510 may authenticate 542 the server 530 (or the other
computing resource) and the UAV 510 and exchange data
544 as part of providing the portion of the data service. For
example, if the data service includes data storage, the data
544 may be downloaded or provided from the UAV 510.
Once authentication 542 is complete, the UAV 510 may
communicate with the server 530 (or the other computing
resource) to cause the data exchange to occur.

Being within the range of the location may depend on a
number of factors including, for example, the type of the
available interface and/or the type of the data service. For
example, if the data service is for data connectivity, a long
range may be used. In another example, if the data service
includes data storage, the range may depend on whether the
interface may be wireless or wired, or whether the data 544
is to be physically retained on a client storage device. The
determination and use of the range may be similar to what
was described in connection with the phase of the UAV 510
being at the location associated with the client 540. The
similarities are not repeated herein in the interest of clarity
of explanation.

A status message may be sent to the client 540 once the
UAV 510 is at or within a range of the location associated
with the server 530. Once the data 544 has been downloaded
or as the data 544 is being downloaded, the server 530 may
send the data 544 to a computing resource of the server or
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to other computing devices over a network. In addition, the
server 530 may instruct the UAV 510 or the UAV 510 may
automatically delete the data 544 from the computing sys-
tem of the UAV 510. A status message may be also sent to
the client 540 based on the data exchange. This message may
indicate, for example, an amount of the data 544 down-
loaded from the UAV 530 and the remaining amount.

As such, the computing environment illustrated in FIG. 5
may allow data services to be provided based on using a
UAV. In particular, in various phases, the UAV may perform
different operations based on the requested data service(s)
and the available interfaces. As such, whether a wireless,
wired, or some other type of interface to a client and/or a
server exists, the UAV may be configured to receive the data
from the client and move the data to a server.

In the interest of clarity of explanation, FIG. 5 illustrates
the use of a single UAV 510. However, the embodied
techniques may not be limited as such. For example, mul-
tiple UAVs may be used. Each of these UAVs may have
similar components as the ones of the UAV 510 (e.g., similar
computing systems). In particular, using multiple UAVs may
allow providing hand-off, security, redundancy, and other
functions.

In an embodiment the UAV 510 may be configured to
hand off any data associated with the client 540 to another
UAV based on a number of factors. For example, when
providing data storage, the UAV 510 may transmit stored
data to another UAV. This may allow for data redundancy,
increased security, and improved quality of service. In an
illustrative use case, if the UAV 510 is incapable of reaching
the location associated with the server 530, the UAV 510
may send a message indicating so. In turn, the server 530
may deploy another UAV to the location of the UAV 510.
When the other UAV arrives at this location, data stored at
the UAV 510 may be provided from the UAV 510 to the
other UAV. Thereafter, the other UAV may fly to the location
of the server 530 to provide the data to the server 530. In
another example, when providing data connectivity, mul-
tiple UAVs may be deployed in addition to the UAV 510.
The various UAVs may form a connectivity network, for
example a point-to-point network. As such, when data is
received from the recipient computing device 520, the UAV
510 may provide this data to the next UAV in the network.

In an embodiment, multiple UAVs may be deployed to
provide redundancy. For example, a client may request data
to be stored at multiple resources at different locations for
redundancies. In this example, the server 530 may deploy
one UAV (e.g., the UAV 510) or multiple UAVs to the
location of the recipient computing device 520. If one UAV
is deployed, this UAV may receive the data from the
recipient computing device 520 and transmit this data to the
other UAVs. If multiple UAVs are deployed, each of these
UAVs may receive the data from the recipient computing
device 520. Regardless of the number of deployed UAVs,
each of the UAVs may fly back to one of the different
locations of the multiple resources such that, collectively,
the data may be downloaded at these resources.

In an embodiment, multiple UAVs may be deployed to
provide security. For example, rather than providing a whole
block of data from the recipient computing device 520 to the
UAV 510, the data may be divided into sub-blocks. Each of
the blocks may be provided to one of the UAVs. As such, if
one of the UAVs is compromised (e.g., the corresponding
computing system is accessed by an unauthorized third
party), only the corresponding sub-block of data may be at
risk, rather than the whole data block.
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In addition, a client using one or more UAVs for moving
data may be charged using a business model. The business
model may account for multiple factors, such as the number
of UAVs used, the location of the recipient computing
device 540, the amount of the data 544, the type of the
service, the level of security, how fast the data 544 should be
delivered, a type of membership or account of the client, and
other factors. For example, the higher the number of UAVs,
the more distant the recipient computing device 540, the
larger data amount, or the faster delivery may be, the higher
the charge may become.

Turning to FIGS. 6-7, those figures illustrate example
flows for providing a data service based on a UAV. FIG. 6
illustrates an example flow 600 deploying the UAV to
provide the data service. In comparison, FIG. 7 illustrates an
example flow 700 for using the UAV to, for example,
facilitate data storage. Some of the operations of the
example flow 600 of FIG. 6 may be further embodied in
operations of the example flow 700 of FIG. 7. Thus, some
operations may be similar. Such similarities are not repeated
herein in the interest of clarity of explanation.

Further, in the illustrative operations, some of the opera-
tions or functions may be embodied in, and fully or partially
automated by, modules executed by one or more processors.
For example, a data service module of the UAV, such as the
data service module 320 described in connection with FIG.
3, and a data service management of a server, such as the
data service management module 336 described in connec-
tion with FIG. 3, may be configured to perform some or all
of the operations. Nevertheless, one or a combination of
other computing devices and modules may be additionally
or alternatively used. Also, while the operations are illus-
trated in a particular order, it should be understood that no
particular order is necessary and that one or more operations
may be omitted, skipped, and/or reordered.

The example flow 600 of FIG. 6 includes operations
602-608. At operation 602, information associated with a
client request for a data service may be accessed. For
example, a data service module of a UAV may receive this
information from a data service management module of a
server. In turn the data service management module may
have derived this information from the client request
received at the server. The information may identify the
client, a recipient computing device, a type of the data
service, a location where the data service may be provided,
a time frame for providing the data service, and/or other
information related to the data service.

At operation 604, the UAV may fly to a location associ-
ated with the client request. For example, the data service
module may communicate with a management system of the
UAV to cause the aerial vehicle to fly to the location. Further,
the data service management module may have selected the
UAV from a fleet of UAVs based on a number of factors,
including the location, the type of the data service, the time
frame, the availability of the UAV relative to other UAVs,
and the capability of the UAV.

At operation 606, the UAV may be detected to be within
arange of the location. For example, the data service module
may receive current location information of the UAV from
the management system and may determine that the UAV is
within a range proper for establishing a communication with
the recipient computing device. This range may depend on
the type of data service and the type of interface to the
recipient computing device. For example, if the data service
includes data storage and a wireless interface is available,
the range may be a distance sufficient to ensure a proper
bandwidth for transferring the data.
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At operation 608, the UAV may provide a portion of the
data service. For example, while within the range, the data
service module may use the established communication to
authenticate and allow a data exchange with the recipient
computing device. If the data service includes data storage,
the data service module may enable the recipient computing
device to upload data to a computing system of the UAV for
storage, at least temporarily. If the data service includes data
connectivity, the data service module may enable routing of
the data to and from the recipient computing device onto a
network.

Turning to FIG. 7, that figure illustrates an example flow
700 that may be implemented to provide a data service, such
as data storage, by using a UAV. The example flow 700
includes operations 702-714. At operation 702, a request to
upload data from a client to a server is received. This request
may be received by the server from the client and may be
processed by a data service management module or other
modules hosted on the server.

At operation 704, a location associated with the client
may be determined. For example, the request may include
information about the location. In another example, the data
service management module may look up an account asso-
ciated with the client. The account may store information
about the location.

At operation 706, a UAV may be deployed to the location.
The UAV may have a computing system, including a storage
device and/or may have a retaining system. In an example,
the data service management module may select the UAV
from a fleet of UAVs and may communicate with a data
service module hosted on the computing system. In this way,
the data service management module may provide informa-
tion about the client, a recipient computing device, the type
of the data service, and other data service related informa-
tion to the data service module. In turn, the data service
module may communicate with a management module,
hosted on the computing system or on a management system
of the UAYV, to cause the UAV to fly to the location.

At operation 708, a determination may be made that the
UAV arrived at the location. For example, the data service
module may receive location information of the UAV from
the management module. If the UAV’s current location is
within a range of the location associated with the client, the
data service module may determine that the UAV arrived at
the location. The range may depend on the type of the data
service and the available interface to the recipient computing
device.

At operation 710, the data from the client may be received
at the UAV. In an example, the data may be stored on the
storage device of the UAV. In another example, the data may
be stored on a client storage device and retained by the
retaining system of the UAV. In either case, based on
determining that the UAV arrived at the location, the data
service management module may establish communication
with the recipient computing device and/or the client caus-
ing the data to be sent to the UAV.

At operation 712, the UAV may fly to a location associ-
ated with the server. For example, once the data has been
received at the UAV, the data service module may terminate
the communication with the recipient computing device and
may cause the management module to fly the UAV to the
location associated with the server.

At operation 714, a determination may be made that the
UAV arrived at the location associated with the server. For
example, the data service module may determine that the
UAV is within a range of the location based on the UAV
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location information. The data service management module
of the server may also make a similar determination.

At operation 716, the data may be provided from the UAV
to the server. For example, based on determining that the
UAV arrived at the location, the data service module and/or
the data service management module may cause the UAV
and the server to establish a communication link. The data
stored at the UAV may be then transmitted over the com-
munication link to the server. Additionally or alternatively,
if the data was stored on a client storage device and retained
at the retaining system of the UAV, the UAV may render the
client storage device available.

As such, a UAV may be configured and used to move data
from a client to a server. Moving the data may bypass using
a network. Instead of transmitting the data over the network,
the data may be transmitted via the UAV by uploading the
data from the client to a storage device of the UAV and
downloading the data from the storage device of the UAV to
the server. In another example, the data may be stored on a
client storage device. That device may be retained and
delivered from the client to the server.

Turning to FIG. 8, the figure illustrates aspects of an
example environment 800 capable of implementing the
above-described structures and functions. As will be appre-
ciated, although a Web-based environment is used for pur-
poses of explanation, different environments may be used, as
appropriate, to implement various embodiments. The envi-
ronment includes an electronic client device 802, which may
include any appropriate device operable to send and receive
requests, messages, or information over an appropriate net-
work(s) 804 and convey information back to a user of the
device. Examples of such client devices include personal
computers, cell phones, handheld messaging devices, laptop
computers, set-top boxes, personal data assistants, electronic
book readers, or any other computing device. The
network(s) 804 may include any appropriate network,
including an intranet, the Internet, a cellular network, a local
area network or any other such network or combination
thereof. Components used for such a system may depend at
least in part upon the type of network and/or environment
selected. Protocols and components for communicating via
such a network are well known and will not be discussed
herein in detail. Communication over the network may be
enabled by wired or wireless connections and combinations
thereof. In this example, the network includes the Internet,
and the environment includes a Web server 806 for receiving
requests and serving content in response thereto, although
for other networks an alternative device serving a similar
purpose could be used as would be apparent to one of
ordinary skill in the art.

The illustrative environment includes at least one appli-
cation server 808 and a data store 810. It should be under-
stood that there may be several application servers, layers, or
other elements, processes or components, which may be
chained or otherwise configured, which may interact to
perform tasks such as obtaining data from an appropriate
data store. As used herein the term “data store” refers to any
device or combination of devices capable of storing, access-
ing, and/or retrieving data, which may include any combi-
nation and number of data servers, databases, data storage
devices and data storage media, in any standard, distributed
or clustered environment. The application server may
include any appropriate hardware and software for integrat-
ing with the data store as needed to execute aspects of one
or more applications for the client device, handling a major-
ity of the data access and business logic for an application.
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The application server 808 provides access control services
in cooperation with the data store 810, and is able to generate
content such as text, graphics, audio files and/or video files
to be transferred to the user, which may be served to the user
by the Web server in the form of HTML, XML or another
appropriate structured language in this example. The han-
dling of all requests and responses, as well as the delivery of
content between the client device 802 and the application
server 808, may be handled by the Web server 806. It should
be understood that the Web and application servers 806 and
808 are not required and are merely example components, as
structured code discussed herein may be executed on any
appropriate device or host machine as discussed elsewhere
herein.

The data store 810 may include several separate data
tables, databases or other data storage mechanisms and
media for storing data relating to a particular aspect. For
example, the data store 810 illustrated includes mechanisms
for storing production data 812 and user information 816,
which may be used to serve content for the production side.
The data store 810 is also shown to include a mechanism for
storing log data 814, which may be used for reporting,
analysis, or other such purposes. It should be understood that
there may be many other aspects that may need to be stored
in the data store 810, such as for page image information and
to access correct information, which may be stored in any of
the above listed mechanisms as appropriate or in additional
mechanisms in the data store 810. The data store 810 is
operable, through logic associated therewith, to receive
instructions from the application server 808 and obtain,
update or otherwise process data in response thereto. In one
example, a user might submit a search request for a certain
type of item. In this case, the data store might access the user
information to verify the identity of the user, and may access
the catalog detail information to obtain information about
items of that type. The information then may be returned to
the user, such as in a results listing on a web page that the
user is able to view via a browser on the client device 802.
Information for a particular item of interest may be viewed
in a dedicated page or window of the browser.

Each server typically will include an operating system
that provides executable program instructions for the general
administration and operation of that server, and typically
will include a computer-readable storage medium (e.g., a
hard disk, random access memory, read only memory, etc.)
storing instructions that, when executed by a processor of
the server, allow the server to perform its intended functions.
Suitable implementations for the operating system and gen-
eral functionality of the servers are known or commercially
available, and are readily implemented by persons having
ordinary skill in the art, particularly in light of the disclosure
herein.

The environment in one embodiment is a distributed
computing environment utilizing several computer systems
and components that are interconnected via communication
links, using one or more computer networks or direct
connections. However, it will be appreciated by those of
ordinary skill in the art that such a system could operate
equally well in a system having fewer or a greater number
of components than are illustrated in FIG. 8. Thus, the
depiction of environment 800 in FIG. 8 should be taken as
being illustrative in nature, and not limiting to the scope of
the disclosure.

The various embodiments further may be implemented in
a wide variety of operating environments, which in some
cases may include one or more user computers, computing
devices or processing devices which may be used to operate
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any of a number of applications. User or client devices may
include any of a number of general purpose personal com-
puters, such as desktop or laptop computers running a
standard operating system, as well as cellular, wireless and
handheld devices running mobile software and capable of
supporting a number of networking and messaging proto-
cols. Such a system also may include a number of worksta-
tions running any of a variety of commercially-available
operating systems and other known applications for pur-
poses such as development and database management.
These devices also may include other electronic devices,
such as dummy terminals, thin-clients, gaming systems and
other devices capable of communicating via a network.

Most embodiments utilize at least one network that would
be familiar to those skilled in the art for supporting com-
munications using any of a variety of commercially-avail-
able protocols, such as TCP/IP, OSI, FTP, UPnP, NFS, CIFS,
and APPLETALK. The network may be, for example, a local
area network, a wide-area network, a virtual private net-
work, the Internet, an intranet, an extranet, a public switched
telephone network, an infrared network, a wireless network,
and any combination thereof.

In embodiments utilizing a Web server, the Web server
may run any of a variety of server or mid-tier applications,
including HTTP servers, FTP servers, CGI servers, data
servers, JAVA servers, and business application servers. The
server(s) may also be capable of executing programs or
scripts in response to requests from user devices, such as by
executing one or more Web applications that may be imple-
mented as one or more scripts or programs written in any
programming language, such as JAVA, C, C# or C++, or any
scripting language, such as Perl, Python or TCL, as well as
combinations thereof. The server(s) may also include data-
base servers, including without limitation those commer-
cially available from Oracle, Microsoft, Sybase, and IBM.

The environment may include a variety of data stores and
other memory and storage media as discussed above. These
may reside in a variety of locations, such as on a storage
medium local to (and/or resident in) one or more of the
computers or remote from any or all of the computers across
the network. In a particular set of embodiments, the infor-
mation may reside in a storage-area network (SAN) familiar
to those skilled in the art. Similarly, any necessary files for
performing the functions attributed to the computers, servers
or other network devices may be stored locally and/or
remotely, as appropriate. Where a system includes comput-
erized devices, each such device may include hardware
elements that may be electrically coupled via a bus, the
elements including, for example, at least one central pro-
cessing unit (CPU), at least one input device (e.g., a mouse,
keyboard, controller, touch screen or keypad), and at least
one output device (e.g., a display device, printer or speaker).
Such a system may also include one or more storage devices,
such as disk drives, optical storage devices, and solid-state
storage devices such as RAM or ROM, as well as removable
media devices, memory cards, flash cards, etc.

Such devices also may include a computer-readable stor-
age media reader, a communications device (e.g., a modem,
a network card (wireless or wired), an infrared communi-
cation device, etc.) and working memory as described
above. The computer-readable storage media reader may be
connected with, or configured to receive, a computer-read-
able storage medium, representing remote, local, fixed,
and/or removable storage devices as well as storage media
for temporarily and/or more permanently containing, stor-
ing, transmitting, and retrieving computer-readable informa-
tion. The system and various devices also typically will
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include a number of software applications, modules, ser-
vices or other elements located within at least one working
memory device, including an operating system and appli-
cation programs, such as a client application or web browser.
It should be appreciated that alternate embodiments may
have numerous variations from that described above. For
example, customized hardware might also be used and/or
particular elements might be implemented in hardware,
software (including portable software, such as applets) or
both. Further, connection to other computing devices such as
network input/output devices may be employed.

Storage media and computer-readable media for contain-
ing code, or portions of code, may include any appropriate
media known or used in the art, including storage media and
communication media, such as but not limited to volatile and
non-volatile, removable and non-removable media imple-
mented in any method or technology for storage and/or
transmission of information such as computer-readable
instructions, data structures, program modules or other data,
including RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, DVD, or other optical stor-
age, magnetic cassettes, magnetic tape, magnetic disk stor-
age or other magnetic storage devices or any other medium
which may be used to store the desired information and
which may be accessed by the a system device. Based on the
disclosure and teachings provided herein, a person of ordi-
nary skill in the art will appreciate other ways and/or
methods to implement the various embodiments.

The specification and drawings are, accordingly, to be
regarded in an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the disclosure as set forth in the
claims.

Other variations are within the spirit of the present
disclosure. Thus, while the disclosed techniques are suscep-
tible to various modifications and alternative constructions,
certain illustrated embodiments thereof are shown in the
drawings and have been described above in detail. It should
be understood, however, that there is no intention to limit the
disclosure to the specific form or forms disclosed, but on the
contrary, the intention is to cover all modifications, alterna-
tive constructions and equivalents falling within the spirit
and scope of the disclosure, as defined in the appended
claims.

The use of the terms “a” and “an” and “the” and similar
referents in the context of describing the disclosed embodi-
ments (especially in the context of the following claims) are
to be construed to cover both the singular and the plural,
unless otherwise indicated herein or clearly contradicted by
context. The terms “comprising,” “having,” “including,”
and “containing” are to be construed as open-ended terms
(i.e., meaning “including, but not limited to,”) unless oth-
erwise noted. The term “connected” is to be construed as
partly or wholly contained within, attached to, or joined
together, even if there is something intervening. Recitation
of ranges of values herein are merely intended to serve as a
shorthand method of referring individually to each separate
value falling within the range, unless otherwise indicated
herein, and each separate value is incorporated into the
specification as if it were individually recited herein. All
methods described herein may be performed in any suitable
order unless otherwise indicated herein or otherwise clearly
contradicted by context. The use of any and all examples, or
exemplary language (e.g., “such as”) provided herein, is
intended merely to better illuminate embodiments of the
disclosure and does not pose a limitation on the scope of the
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disclosure unless otherwise claimed. No language in the
specification should be construed as indicating any non-
claimed element as essential to the practice of the disclosure.

Disjunctive language such as that included in the phrase
“at least one of X, Y, or Z,” unless specifically stated
otherwise, is otherwise understood within the context as
used in general to present that an item, term, etc., may be
either X, Y, or Z, or any combination thereof (e.g., X, Y,
and/or 7). Thus, such disjunctive language is not generally
intended to, and should not, imply that certain embodiments
require at least one of X, at least one of Y, or at least one of
Z in order for each to be present.

Preferred embodiments of this disclosure are described
herein, including the best mode known to the inventors for
carrying out the disclosure. Variations of those preferred
embodiments may become apparent to those of ordinary
skill in the art upon reading the foregoing description. The
inventors expect skilled artisans to employ such variations
as appropriate, and the inventors intend for the disclosure to
be practiced otherwise than as specifically described herein.
Accordingly, this disclosure includes all modifications and
equivalents of the subject matter recited in the claims
appended hereto as permitted by applicable law. Moreover,
any combination of the above-described elements in all
possible variations thereof is encompassed by the disclosure
unless otherwise indicated herein or otherwise clearly con-
tradicted by context.

All references, including publications, patent applica-
tions, and patents, cited herein are hereby incorporated by
reference to the same extent as if each reference were
individually and specifically indicated to be incorporated by
reference and were set forth in its entirety herein.

What is claimed is:
1. A computer-implemented method, comprising:
accessing, by a computing system of a first unmanned

aerial vehicle (UAV), a client request indicating a

location, a time frame, and a data storage service to

store data at a service provider computing device of a

service provider, the location associated with a client

computing device storing the data for a client, the data
storage service associated with a data center of the
service provider, wherein:

(a) the first UAV is selected for deployment from a fleet
of UAVs having different capabilities based at least
in part on a distance between the first UAV and the
location, the time frame, and an availability of the
first UAV relative to a second UAV from the fleet,
and

(b) the first UAV is deployed to the location associated
with the client computing device based at least in
part on a token associated with the client request,
wherein the token has an expiration date, the token
is generated by a computer system of the service
provider based at least in part on the time frame from
the client request, and the token is distributed by the
computer of the service provider to the first UAV, the
client computing device, and the service provider
computing device based at least in part on the client
request to store the data;

managing, by the computing system, a propulsion system
of the first UAV to fly the first UAV to the location of
the client computing device;

establishing, by the computing system, a communication
with the client computing device based at least in part
on detecting that the first UAV is within a first range of
the location of the client computing device and on an
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authentication of the client computing device, wherein

the authentication is based at least in part on the token

and the expiration date;

repositioning, by the computing system, the first UAV

from the first range to within a second range of the
location of the client computing device, the reposition-
ing comprising measuring a first bandwidth of the
communication at the first range and a second band-
width of the communication at the second range and
determining that the second bandwidth is larger than
the first bandwidth;

receiving, by the computing system, the data from the

client computing device while the first UAV is at the

second range;

storing, by the computing system, the data on a data

storage space of the first UAV, the data encrypted with

a key from the token;

managing, by the computing system, the propulsion sys-

tem of the first UAV to fly the first UAV to another

location associated with the service provider comput-
ing device;

establishing, by the computing system, another commu-

nication with the service provider computing device

based at least in part on flying the first UAV to the other
location and on another authentication according to the
token; and

transmitting, by the computing system, the data from the

data storage space of the first UAV to the service

provider computing device based at least in part on the
other communication.

2. The computer-implemented method of claim 1,
wherein establishing the communication with the client
computing device comprises detecting a type of a connec-
tion to the client computing device and setting up the
communication over the connection based at least in part on
the type of the connection.

3. The computer-implemented method of claim 1, further
comprising transmitting at least a portion of the data to
another UAV, the transmission causing the other UAV to
provide the at least a portion of the data to a computing
resource associated with the service provider computing
device.

4. The computer-implemented method of claim 1, further
comprising providing a user interface configured to receive
the client request and to display a status associated with
responding to the client request, wherein the status com-
prises an indication of one or more of: an identifier of the
first UAV or a flight status of the first UAV.

5. One or more non-transitory computer-readable storage
media storing computer-executable instructions that, when
executed by a computing system of an aerial vehicle, con-
figure the computing system to perform operations compris-
ing:

accessing information indicative of a client request for a

data service at a location and during a time frame, the

data service to be provided from a provider computing

device of a provider to a user computing device of a

client, the client having a client account associated with

a data center of the provider;

causing the aerial vehicle to fly to the location, wherein

the aerial vehicle is configured to provide a portion of

the data service on behalf of the provider computing
device, wherein:

(a) the aerial vehicle is selected to fly to the location
based at least in part on a distance between the aerial
vehicle and the location, the time frame, and an
availability of the aerial vehicle, and
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(b) the aerial vehicle is deployed to the location based
at least in part on a token associated with the client
request, wherein the token has an expiration based at
least in part on the time frame and the token is
distributed to the aerial vehicle, the user computing
device, and the provider computing device based at
least in part on the client request;

detecting that the aerial vehicle is within a first range of

the location;

causing the aerial vehicle to establish a communication

with the user computing device based at least in part on

the aerial vehicle being within the first range and on an
authentication of the user computing device, wherein
the authentication is based at least in part on the token;

causing the aerial vehicle to reposition from the first range
to within a second range of the location by at least
measuring a first bandwidth of the communication at
the first range and a second bandwidth of the commu-
nication at the second range and determining that the
second bandwidth is larger than the first bandwidth;
and

causing the aerial vehicle to provide the portion of the

data service to the user computing device based at least

in part on the aerial vehicle being at the second range
and on an encryption key from the token.

6. The one or more non-transitory computer-readable
storage media of claim 5, wherein the client request com-
prises one or more of: the location, the time frame for the
data service, or the type of the data service.

7. The one or more non-transitory computer-readable
storage media of claim 6, wherein causing the aerial vehicle
to provide the portion of the data service comprises:

receiving data from the user computing device,

storing the data on a storage device of the aerial vehicle,

determining another location associated with the provider

computing device,

causing the aerial vehicle to fly to the other location, and

sending the data from the storage device to the provider

computing device based at least in part on the aerial
vehicle arriving at the other location.

8. The one or more non-transitory computer-readable
storage media of claim 5, wherein causing the aerial vehicle
to provide the portion of the data service comprises receiv-
ing data from the user computing device, and transmitting
the data to the provider computing device, wherein the data
is protected with the encryption key.

9. The one or more non-transitory computer-readable
storage media of claim 5, wherein the authentication of the
user computing device is based at least in part on a user
credential associated with a user of the user computing
device and on a session credential associated with the client
request.

10. The one or more non-transitory computer-readable
storage media of claim 5, wherein the portion of the data
service comprises:

storing data received from the user computing device on

a storage device of the aerial vehicle,

encrypting the data with the encryption key, the encryp-

tion key comprising a public key associated with the

provider computing device,

detecting, based at least in part on a flight condition of the

aerial vehicle, an event indicative that the data stored

on the storage device is at risk, and

deleting the data from the storage device based at least in

part on the event.
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11. The one or more non-transitory computer-readable
storage media of claim 5, wherein causing the aerial vehicle
to provide the portion of the data service comprises:
receiving, at the computing system of the aerial vehicle,
data from the user computing device;
transmitting, from the computing system, the data to the
provider computing device, wherein the transmitting is
based at least in part on authenticating the provider
computing device.
12. The one or more non-transitory computer-readable
storage media of claim 11, wherein the token is stored at the
aerial vehicle, the user computing device, and the provider
computing device.
13. The one or more non-transitory computer-readable
storage media of claim 12, wherein transmitting the data to
the provider computing device comprises uploading the data
to one or more storage devices associated with the provider
computing device.
14. A system, comprising:
a frame;
a propulsion system connected to the frame;
a management module configured to manage the propul-
sion system during a flight, the frame, the propulsion
system, and the management module forming a portion
of an aerial vehicle; and
a computing system configured to provide, based at least
in part on the aerial vehicle, a data service associated
with a provider computing device, the computing sys-
tem associated with a provider and comprising:
memory that stores computer-executable instructions;
and

a processor configured to access the memory and
execute the computer-executable instructions to at
least:
access a request to provide the data service to a user

computing device of a client, the client having a

client account associated with a data center of the

provider, the request indicating a location and a

time frame for the data service;

based at least in part on the request, cause the aerial
vehicle to fly to the location associated with the
user computing device, wherein:

(a) the aerial vehicle is selected to fly to the
location based at least in part on a distance
between the aerial vehicle and the location, the
time frame, and an availability of the aerial
vehicle, and

(b) the aerial vehicle is deployed to the location
based at least in part on a token associated with
the request, wherein the token has an expiration
based at least in part on the time frame and the
token is distributed to the aerial vehicle, the
user computing device, and the provider com-
puting device based at least in part on the
request;

detect that the aerial vehicle is within a first range of
the location;

cause the aerial vehicle to establish a communication
with the user computing device based at least in
part on the aerial vehicle being within the first
range and on an authentication of the user com-
puting device, wherein the authentication is based
at least in part on the token;

cause the aerial vehicle to reposition from the first
range to within a second range of the location by
at least measuring a first bandwidth of the com-
munication at the first range and a second band-

10

15

20

25

30

35

40

45

50

55

60

65

26

width of the communication at the second range
and determining that the second bandwidth is
larger than the first bandwidth; and
cause the aerial vehicle to provide a subset of the
data service to the user computing device at the
location on behalf of the provider computing
device based at least in part on aerial vehicle being
at the second range and on an encryption key from
the token.
15. The system of claim 14, wherein the data service
comprises storing user data on a provider storage device,
wherein the provider computing device is configured to
select the provider storage device from a plurality of pro-
vider storage devices, and wherein the subset of the data
service comprises:
receiving the user data from the user computing device at
a storage space of the aerial vehicle,

storing the user data in the storage space,

causing the aerial vehicle to fly to another location
associated with the provider storage device, and

transmitting the user data from the storage space to the
provider storage device based at least in part on arriv-
ing at the other location.
16. The system of claim 14, wherein the aerial vehicle
comprises the computing system, and wherein the comput-
ing system comprises an interface to receive data from the
user computing device and transmit the data to the provider
computing device, wherein the data is stored in storage of
the computing system, and wherein the interface is config-
ured to allow the provider computing device to access the
storage and to prohibit the user computing device to access
the data from the storage based at least in part on the
interface comprising a one directional upload port for data
upload and a one directional download port for data down-
load, wherein the data download port is proprictary to a
service provider of the data service.
17. The system of claim 14, wherein the data service
comprises storing user data, and wherein the subset of the
data service comprises:
causing the aerial vehicle to fly to another location
associated with the provider computing device, and

providing the provider computing device with access to
the user data based at least in part on arriving at the
other location.
18. The system of claim 14, wherein the subset of the data
service comprises storing data from the user computing
device at the aerial vehicle, wherein the system further
comprises a second aerial vehicle, wherein upon a detection
of a risk associated with a flight condition of the aerial
vehicle, the data is transmitted from the aerial vehicle to the
second aerial vehicle based at least in part on distance
proximity between the aerial vehicle and the second aerial
vehicle.
19. The system of claim 14, wherein the instructions
further cause the computing system to at least:
determine that the request is for secure data storage;
determine that data should be split in portions based at
least in part on the request for secure data storage; and

deploy multiple aerial vehicles, each of the aerial vehicles
being deployed to store a different portion of the
portions of the data.

20. The system of claim 14, wherein the instructions
further cause the computing system to at least:

determine that the request is for redundant data storage;

determine locations of different storage devices based at

least in part on the request for redundant data storage,
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each storage device of the different storage devices to
store a copy of the data; and

deploy multiple aerial vehicles, each of the aerial vehicles
being deployed to store a copy of the data and to return
to a different location of the locations. 5
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