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BIFURCATED COMMUNICATIONS TO A
THIRD PARTY THROUGH A VEHICLE

CROSS REFERENCE TO RELATED
APPLICATIONS

The present application claims the benefits of and priority,
under 35 US.C. § 119(e), to U.S. Provisional Application
Ser. No. 62/359,563, filed on Jul. 7, 2016 and U.S. Provi-
sional Application Ser. No. 62/378,348, filed on Aug. 23,
2016, both entitled “Next Generation Vehicle.” The entire
disclosures of the applications listed above are hereby
incorporated by reference, in their entirety, for all that they
teach and for all purposes.

FIELD

The present disclosure is generally directed to vehicle
systems, in particular, toward semi-autonomous or fully
autonomous vehicles.

BACKGROUND

In recent years, transportation methods have changed
substantially. This change is due in part to a concern over the
limited availability of natural resources, a proliferation in
personal technology, and a societal shift to adopt more
environmentally and user-friendly transportation solutions.
These considerations have encouraged the development of a
number of new features on vehicles that allow the user to
concentrate on other tasks or on driving.

While these vehicles appear to be new they are generally
implemented as a number of traditional subsystems that are
executed with a communication system. In fact, the design
and construction of the vehicles is limited to operations that
can be completed by drivers. Among other things, these
limitations fail to take advantage of the autonomous nature
of vehicles.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a vehicle in accordance with embodiments
of the present disclosure;

FIG. 2 shows a vehicle in an environment in accordance
with embodiments of the present disclosure;

FIG. 3 is a diagram of an embodiment of a data structure
for storing information about a vehicle in an environment;

FIG. 4A shows a vehicle in a user environment in accor-
dance with embodiments of the present disclosure;

FIG. 4B shows a vehicle in a fleet management and
automated operation environment in accordance with
embodiments of the present disclosure;

FIG. 4C shows an embodiment of the instrument panel of
the vehicle according to one embodiment of the present
disclosure;

FIG. 5 shows charging areas associated with an environ-
ment in accordance with embodiments of the present dis-
closure;

FIG. 6 shows a vehicle in a roadway charging environ-
ment in accordance with embodiments of the present dis-
closure;

FIG. 7 shows a vehicle in a robotic charging station
environment in accordance with another embodiment of the
present disclosure;

FIG. 8 shows a vehicle in an overhead charging environ-
ment in accordance with another embodiment of the present
disclosure;
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FIG. 9 shows a vehicle in a roadway environment com-
prising roadway vehicles in accordance with another
embodiment of the present disclosure;

FIG. 10 shows a vehicle in an aerial vehicle charging
environment in accordance with another embodiment of the
present disclosure;

FIG. 11 shows a vehicle in an emergency charging envi-
ronment in accordance with embodiments of the present
disclosure;

FIG. 12 is a perspective view of a vehicle in accordance
with embodiments of the present disclosure;

FIG. 13 is a plan view of a vehicle in accordance with at
least some embodiments of the present disclosure;

FIG. 14 is a plan view of a vehicle in accordance with
embodiments of the present disclosure;

FIG. 15 is a block diagram of an embodiment of an
electrical system of the vehicle;

FIG. 16 is a block diagram of an embodiment of a power
generation unit associated with the electrical system of the
vehicle;

FIG. 17 is a block diagram of an embodiment of power
storage associated with the electrical system of the vehicle;

FIG. 18 is a block diagram of an embodiment of loads
associated with the electrical system of the vehicle;

FIG. 19 is a block diagram of an exemplary embodiment
of a communications subsystem of the vehicle;

FIG. 20 is another view of a vehicle including commu-
nication interfaces positioned on the vehicle;

FIG. 21 is a block diagram of a communication interface
for conducting secure communications with the vehicle;

FIG. 22A is a two-dimensional diagram of a physical
interconnection between the vehicle and a receiving port;

FIG. 22B is another two-dimensional diagram of a physi-
cal interconnection between the vehicle and a receiving port;

FIG. 23 is a block diagram of hardware and/or software
components that may interface a restored in memory for
conducting secure communications with the vehicle;

FIG. 24 is a block diagram of data that may be stored in
the vehicle;

FIG. 25 is a block diagram of data that may be commu-
nicated between the vehicle and a third party;

FIG. 26 is a block diagram of data used to do automatic
communications between the vehicle and a third party;

FIG. 27 is a communication diagram between a user in a
vehicle including a dongle;

FIG. 28 is a communication diagram between a vehicle
and a second party;

FIG. 29 is a user interface provided within the vehicle;

FIG. 30A is another user interface provided within the
vehicle;

FIG. 30B is another user interface provided within the
vehicle;

FIG. 31 is another user interface provided within the
vehicle;

FIG. 32 is another user interface provided within the
vehicle;

FIG. 33 is another user interface provided within the
vehicle;

FIG. 34 is another user interface provided within the
vehicle;

FIG. 35 is another user interface provided within the
vehicle;

FIG. 36A is another user interface provided within the
vehicle;

FIG. 36B is another user interface provided within the
vehicle;
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FIG. 37 is another user interface provided within the
vehicle;

FIG. 38 is another user interface provided within the
vehicle;

FIG. 39 is another user interface provided within the
vehicle;

FIG. 40 is another user interface provided within the
vehicle;

FIG. 41 is another user interface provided within the
vehicle;

FIG. 42 is another user interface provided within the
vehicle;

FIG. 43 is a flow diagram of an embodiment of a method
for providing secure communications with a vehicle;
FIG. 44 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 45 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 46 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 47 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 48 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 49 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 50 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 51 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 52 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 53 is another flow diagram of an embodiment of a
method for providing secure communications with a vehicle;
FIG. 54A is a block diagram of vehicle systems;
FIG. 54B is a block diagram of a vehicle sensor system;
FIG. 54C is a block diagram of a navigation system;
FIG. 55 is a diagram of a computing environment for the
vehicle; and
FIG. 56 is a block diagram of a computing system of the
vehicle.

DETAILED DESCRIPTION

Embodiments of the present disclosure will be described
in connection with a vehicle, and in accordance with one
exemplary embodiment an electric vehicle and/or hybrid-
electric vehicle and associated systems.

With attention to FIGS. 1-11, embodiments of the electric
vehicle system 10 and method of use are depicted.

Referring to FIG. 1, the electric vehicle system comprises
electric vehicle 100. The electric vehicle 100 comprises
vehicle front 110, vehicle aft 120, vehicle roof 130, vehicle
side 160, vehicle undercarriage 140 and vehicle interior 150.

Referring to FIG. 2, the vehicle 100 is depicted in a
plurality of exemplary environments. The vehicle 100 may
operate in any one or more of the depicted environments in
any combination. Other embodiments are possible but are
not depicted in FIG. 2. Generally, the vehicle 100 may
operate in environments which enable charging of the
vehicle 100 and/or operation of the vehicle 100. More
specifically, the vehicle 100 may receive a charge via one or
more means comprising emergency charging vehicle system
270, aerial vehicle charging system 280, roadway system
250, robotic charging system 254 and overhead charging
system 258. The vehicle 100 may interact and/or operate in
an environment comprising one or more other roadway
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vehicles 260. The vehicle 100 may engage with elements
within the vehicle 100 comprising vehicle driver 220,
vehicle passengers 220 and vehicle database 210. In one
embodiment, vehicle database 210 does not physically
reside in the vehicle 100 but is instead accessed remotely,
e.g. by wireless communication, and resides in another
location such as a residence or business location. Vehicle
100 may operate autonomously and/or semi-autonomously
in an autonomous environment 290 (here, depicted as a
roadway environment presenting a roadway obstacle of
which the vehicle 100 autonomously identifies and steers the
vehicle 100 clear of the obstacle). Furthermore, the vehicle
100 may engage with a remote operator system 240, which
may provide fleet management instructions or control.

FIG. 3 is a diagram of an embodiment of a data structure
300 for storing information about a vehicle 100 in an
environment. The data structure may be stored in vehicle
database 210. Generally, data structure 300 identifies opera-
tional data associated with charging types 310A. The data
structures 300 may be accessible by a vehicle controller. The
data contained in data structure 300 enables, among other
things, for the vehicle 100 to receive a charge from a given
charging type.

Exemplar data comprises charging type 310A comprising
a manual charging station 310J, robotic charging station
310K such as robotic charging system 254, a roadway
charging system 310L such as those of roadway system 250,
an emergency charging system 310M such as that of emer-
gency charging vehicle system 270, an emergency charging
system 310N such as that of aerial vehicle charging system
280, and overhead charging type 3100 such as that of
overhead charging system 258.

Compatible vehicle charging panel types 310B comprise
locations on vehicle 100 wherein charging may be received,
such as vehicle roof 130, vehicle side 160 and vehicle lower
or undercarriage 140. Compatible vehicle storage units
310C data indicates storage units types that may receive
power from a given charging type 310A. Available automa-
tion level 310D data indicates the degree of automation
available for a given charging type; a high level may indicate
full automation, allowing the vehicle driver 220 and/or
vehicle passengers 230 to not involve themselves in charg-
ing operations, while a low level of automation may require
the driver 220 and/or occupant 230 to manipulate/position a
vehicle charging device to engage with a particular charging
type 310A to receive charging. Charging status 310E indi-
cates whether a charging type 310A is available for charging
(i.e. is “up”) or is unavailable for charging (i.e. is “down”).
Charge rate 310F provides a relative value for time to
charge, while Cost 310G indicates the cost to vehicle 100 to
receive a given charge. The Other data element 310H may
provide additional data relevant to a given charging type
310A, such as a recommended separation distance between
a vehicle charging plate and the charging source. The
Shielding data element 3101 indicates if electromagnetic
shielding is recommended for a given charging type 310A
and/or charging configuration. Further data fields 310P,
310Q are possible.

FIG. 4A depicts the vehicle 100 in a user environment
comprising vehicle database 210, vehicle driver 220 and
vehicle passengers 230. Vehicle 100 further comprises
vehicle instrument panel 400 to facilitate or enable interac-
tions with one or more of vehicle database 210, vehicle
driver 220 and vehicle passengers 230. In one embodiment,
driver 210 interacts with instrument panel 400 to query
database 210 so as to locate available charging options and
to consider or weigh associated terms and conditions of the
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charging options. Once a charging option is selected, driver
210 may engage or operate a manual control device (e.g., a
joystick) to position a vehicle charging receiver panel so as
to receive a charge.

FIG. 4B depicts the vehicle 100 in a user environment
comprising a remote operator system 240 and an autono-
mous driving environment 290. In the remote operator
system 240 environment, a fleet of electric vehicles 100 (or
mixture of electric and non-electric vehicles) is managed
and/or controlled remotely. For example, a human operator
may dictate that only certain types of charging types are to
be used, or only those charging types below a certain price
point are to be used. The remote operator system 240 may
comprise a database comprising operational data, such as
fleet-wide operational data. In another example, the vehicle
100 may operate in an autonomous driving environment 290
wherein the vehicle 100 is operated with some degree of
autonomy, ranging from complete autonomous operation to
semi-automation wherein only specific driving parameters
(e.g., speed control or obstacle avoidance) are maintained or
controlled autonomously. In FIG. 4B, autonomous driving
environment 290 depicts an oil slick roadway hazard that
triggers that triggers the vehicle 100, while in an automated
obstacle avoidance mode, to automatically steer around the
roadway hazard.

FIG. 4C shows one embodiment of the vehicle instrument
panel 400 of vehicle 100. Instrument panel 400 of vehicle
100 comprises steering wheel 410, vehicle operational dis-
play 420 (which would provide basic driving data such as
speed), one or more auxiliary displays 424 (which may
display, e.g., entertainment applications such as music or
radio selections), heads-up display 434 (which may provide,
e.g., guidance information such as route to destination, or
obstacle warning information to warn of a potential colli-
sion, or some or all primary vehicle operational data such as
speed), power management display 428 (which may pro-
vide, e.g., data as to electric power levels of vehicle 100),
and charging manual controller 432 (which provides a
physical input, e.g. a joystick, to manual maneuver, e.g., a
vehicle charging plate to a desired separation distance). One
or more of displays of instrument panel 400 may be touch-
screen displays. One or more displays of instrument panel
400 may be mobile devices and/or applications residing on
a mobile device such as a smart phone.

FIG. 5 depicts a charging environment of a roadway
charging system 250. The charging area may be in the
roadway 504, on the roadway 504, or otherwise adjacent to
the roadway 504, and/or combinations thereof. This static
charging area 520B may allow a charge to be transferred
even while the electrical vehicle 100 is moving. For
example, the static charging area 520B may include a
charging transmitter (e.g., conductor, etc.) that provides a
transfer of energy when in a suitable range of a receiving
unit (e.g., an inductor pick up, etc.). In this example, the
receiving unit may be a part of the charging panel associated
with the electrical vehicle 100.

The static charging areas 520A, 520B may be positioned
a static area such as a designated spot, pad, parking space
540A, 540B, traffic controlled space (e.g., an area adjacent
to a stop sign, traffic light, gate, etc.), portion of a building,
portion of a structure, etc., and/or combinations thereof.
Some static charging areas may require that the electric
vehicle 100 is stationary before a charge, or electrical energy
transfer, is initiated. The charging of vehicle 100 may occur
by any of several means comprising a plug or other pro-
truding feature. The power source 516A, 516B may include
a receptacle or other receiving feature, and/or vice versa.
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The charging area may be a moving charging area 520C.
Moving charging areas 520C may include charging areas
associated with one or more portions of a vehicle, a robotic
charging device, a tracked charging device, a rail charging
device, etc., and/or combinations thereof. In a moving
charging area 520C, the electrical vehicle 100 may be
configured to receive a charge, via a charging panel, while
the vehicle 100 is moving and/or while the vehicle 100 is
stationary. In some embodiments, the electrical vehicle 100
may synchronize to move at the same speed, acceleration,
and/or path as the moving charging area 520C. In one
embodiment, the moving charging area 520C may synchro-
nize to move at the same speed, acceleration, and/or path as
the electrical vehicle 100. In any event, the synchronization
may be based on an exchange of information communicated
across a communications channel between the electric
vehicle 100 and the charging area 520C. Additionally or
alternatively, the synchronization may be based on informa-
tion associated with a movement of the electric vehicle 100
and/or the moving charging area 520C. In some embodi-
ments, the moving charging area 520C may be configured to
move along a direction or path 532 from an origin position
to a destination position 520C'.

In some embodiments, a transformer may be included to
convert a power setting associated with a main power supply
to a power supply used by the charging areas 520A-C. For
example, the transformer may increase or decrease a voltage
associated with power supplied via one or more power
transmission lines.

Referring to FIG. 6, a vehicle 100 is shown in a charging
environment in accordance with embodiments of the present
disclosure. The system 10 comprises a vehicle 100, an
electrical storage unit 612, an external power source 516
able to provide a charge to the vehicle 100, a charging panel
608 mounted on the vehicle 100 and in electrical commu-
nication with the electrical storage unit 612, and a vehicle
charging panel controller 610. The charging panel controller
610 may determine if the electrical storage unit requires
charging and if conditions allow for deployment of a charg-
ing panel. The vehicle charging panel 608 may operate in at
least a retracted state and a deployed state (608 and 608' as
shown is FIG. 6), and is movable by way of an armature.

The charging panel controller 610 may receive signals
from vehicle sensors 626 to determine, for example, if a
hazard is present in the path of the vehicle 100 such that
deployment of the vehicle charging panel 608 is inadvisable.
The charging panel controller 610 may also query vehicle
database 210 comprising data structures 300 to establish
other required conditions for deployment. For example, the
database may provide that a particular roadway does not
provide a charging service or the charging service is inac-
tive, wherein the charging panel 108 would not be deployed.

The power source 516 may include at least one electrical
transmission line 624 and at least one power transmitter or
charging area 520. During a charge, the charging panel 608
may serve to transfer energy from the power source 516 to
at least one energy storage unit 612 (e.g., battery, capacitor,
power cell, etc.) of the electric vehicle 100.

FIG. 7 shows a vehicle 100 in a charging station envi-
ronment 254 in accordance with another embodiment of the
present disclosure. Generally, in this embodiment of the
invention, charging occurs from a robotic unit 700.

Robotic charging unit 700 comprises one or more robotic
unit arms 704, at least one robotic unit arm 704 intercon-
nected with charging plate 520. The one or more robotic unit
arms 704 maneuver charging plate 520 relative to charging
panel 608 of vehicle 100. Charging plate 520 is positioned
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to a desired or selectable separation distance, as assisted by
a separation distance sensor disposed on charging plate 520.
Charging plate 520 may remain at a finite separation dis-
tance from charging panel 608, or may directly contact
charging panel (i.e. such that separation distance is zero).
Charging may be by induction. In alternative embodiments,
separation distance sensor is alternatively or additionally
disposed on robotic arm 704. Vehicle 100 receives charging
via charging panel 608 which in turn charges energy storage
unit 612. Charging panel controller 610 is in communication
with energy storage unit 612, charging panel 608, vehicle
database 300, charge provider controller 622, and/or any one
of elements of instrument panel 400.

Robotic unit further comprises, is in communication with
and/or is interconnected with charge provider controller 622,
power source 516 and a robotic unit database. Power source
516 supplies power, such as electrical power, to charge plate
520 to enable charging of vehicle 100 via charging panel
608. Controller 622 maneuvers or operates robotic unit 704,
either directly and/or completely or with assistance from a
remote user, such as a driver or passenger in vehicle 100 by
way of, in one embodiment, charging manual controller 432.

FIG. 8 shows a vehicle 100 in an overhead charging
environment in accordance with another embodiment of the
present disclosure. Generally, in this embodiment of the
invention, charging occurs from an overhead towered charg-
ing system 258, similar to existing commuter rail systems.
Such an overhead towered system 258 may be easier to build
and repair compared to in-roadway systems. Generally, the
invention includes a specially-designed overhead roadway
charging system comprising an overhead charging cable or
first wire 814 that is configured to engage an overhead
contact 824 which provides charge to charging panel 608
which provides charge to vehicle energy storage unit 612.
The overhead towered charging system 258 may further
comprise second wire 818 to provide stability and structural
strength to the roadway charging system 800. The first wire
814 and second wire 818 are strung between towers 810.

The overhead charging cable or first wire 814 is analogous
to a contact wire used to provide charging to electric trains
or other vehicles. An external source provides or supplies
electrical power to the first wire 814. The charge provider
comprises an energy source i.e. a provider battery and a
provider charge circuit or controller in communication with
the provider battery. The overhead charging cable or first
wire 814 engages the overhead contact 824 which is in
electrical communication with charge receiver panel 108.
The overhead contact 824 may comprise any known means
to connect to overhead electrical power cables, such as a
pantograph 820, a bow collector, a trolley pole or any means
known to those skilled in the art. Further disclosure regard-
ing electrical power or energy transfer via overhead systems
is found in US Pat. Publ. No. 2013/0105264 to Ruth entitled
“Pantograph Assembly,” the entire contents of which are
incorporated by reference for all purposes. In one embodi-
ment, the charging of vehicle 100 by overhead charging
system 800 via overhead contact 824 is by any means know
to those skilled in the art, to include those described in the
above-referenced US Pat. Publ. No. 2013/0105264 to Ruth.

The overhead contact 824 presses against the underside of
the lowest overhead wire of the overhead charging system,
i.e. the overhead charging cable or first wire 814, aka the
contact wire. The overhead contact 824 may be electrically
conductive. Alternatively or additionally, the overhead con-
tact 824 may be adapted to receive electrical power from
overhead charging cable or first wire 814 by inductive
charging.
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In one embodiment, the receipt and/or control of the
energy provided via overhead contact 824 (as connected to
the energy storage unit 612) is provided by receiver charge
circuit or charging panel controller 110.

Overhead contact 824 and/or charging panel 608 may be
located anywhere on vehicle 100, to include, for example,
the roof, side panel, trunk, hood, front or rear bumper of the
charge receiver 100 vehicle, as long as the overhead contact
824 may engage the overhead charging cable or first wire
814. Charging panel 108 may be stationary (e.g. disposed on
the roof of vehicle 100) or may be moveable, e.g. moveable
with the pantograph 820. Pantograph 820 may be positioned
in at least two states comprising retracted and extended. In
the extended state pantograph 820 engages first wire 814 by
way of the overhead contact 824. In the retracted state,
pantograph 820 may typically reside flush with the roof of
vehicle 100 and extend only when required for charging.
Control of the charging and/or positioning of the charging
plate 608, pantograph 820 and/or overhead contact 824 may
be manual, automatic or semi-automatic (such as via con-
troller 610); said control may be performed through a GUI
engaged by driver or occupant of receiving vehicle 100
and/or driver or occupant of charging vehicle.

FIG. 9 shows a vehicle in a roadway environment com-
prising roadway vehicles 260 in accordance with another
embodiment of the present disclosure. Roadway vehicles
260 comprise roadway passive vehicles 910 and roadway
active vehicles 920. Roadway passive vehicles 910 comprise
vehicles that are operating on the roadway of vehicle 100 but
do no cooperatively or actively engage with vehicle 100.
Stated another way, roadway passive vehicles 910 are sim-
ply other vehicles operating on the roadway with the vehicle
100 and must be, among other things, avoided (e.g., to
include when vehicle 100 is operating in an autonomous or
semi-autonomous manner). In contrast, roadway active
vehicles 920 comprise vehicles that are operating on the
roadway of vehicle 100 and have the capability to, or
actually are, actively engaging with vehicle 100. For
example, the emergency charging vehicle system 270 is a
roadway active vehicle 920 in that it may cooperate or
engage with vehicle 100 to provide charging. In some
embodiments, vehicle 100 may exchange data with a road-
way active vehicle 920 such as, for example, data regarding
charging types available to the roadway active vehicle 920.

FIG. 10 shows a vehicle in an aerial vehicle charging
environment in accordance with another embodiment of the
present disclosure. Generally, this embodiment involves an
aerial vehicle (“AV”), such as an Unmanned Aerial Vehicle
(UAV), flying over or near a vehicle to provide a charge. The
UAV may also land on the car to provide an emergency (or
routine) charge. Such a charging scheme may be particularly
suited for operations in remote areas, in high traffic situa-
tions, and/or when the car is moving. The AV may be a
specially-designed UAV, aka RPV or drone, with a charging
panel that can extend from the AV to provide a charge. The
AV may include a battery pack and a charging circuit to
deliver a charge to the vehicle. The AV may be a manned
aerial vehicle, such as a piloted general aviation aircraft,
such as a Cessna 172.

With reference to FIG. 10, an exemplar embodiment of a
vehicle charging system 100 comprising a charge provider
configured as an aerial vehicle 280, the aerial vehicle 280
comprising a power source 516 and charge provider con-
troller 622. The AV may be semi-autonomous or fully
autonomous. The AV may have a remote pilot/operator
providing control inputs. The power source 516 is config-
ured to provide a charge to a charging panel 608 of vehicle
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100. The power source 516 is in communication with the
charge provider controller 622. The aerial vehicle 280
provides a tether 1010 to deploy or extend charging plate
520 near to charging panel 608. The tether 1010 may
comprise a chain, rope, rigid or semi-rigid tow bar or any
means to position charging plate 520 near charging panel
608. For example, tether 1010 may be similar to a refueling
probe used by airborne tanker aircraft when refueling
another aircraft.

In one embodiment, the charging plate 520 is not in
physical interconnection to AV 280, that is, there is no tether
1010. In this embodiment, the charging plate 520 is posi-
tioned and controlled by AV 280 by way of a controller on
AV 280 or in communication with AV 280.

In one embodiment, the charging plate 520 position
and/or characteristics (e.g. charging power level, flying
separation distance, physical engagement on/off) are con-
trolled by vehicle 100 and/or a user in or driver of vehicle
100.

Charge or power output of power source 516 is provided
or transmitted to charger plate 620 by way of a charging
cable or wire, which may be integral to tether 1010. In one
embodiment, the charging cable is non-structural, that is, it
provides zero or little structural support to the connection
between AV 280 and charger plate 520.

Charging panel 608 of vehicle 100 receives power from
charger plate 520. Charging panel 608 and charger plate 520
may be in direct physical contact (termed a “contact”
charger configuration) or not in direct physical contact
(termed a “flyer” charger configuration), but must be at or
below a threshold (separation) distance to enable charging,
such as by induction. Energy transfer or charging from the
charger plate 520 to the charging panel 608 is inductive
charging (i.e. use of an EM field to transfer energy between
two objects). The charging panel 608 provides received
power to energy storage unit 612 by way of charging panel
controller 610. Charging panel controller 610 is in commu-
nication with vehicle database 210, vehicle database 210
comprising an AV charging data structure.

Charging panel 508 may be located anywhere on vehicle
100, to include, for example, the roof, side panel, trunk,
hood, front or rear bumper and wheel hub of vehicle 100.
Charging panel 608 is mounted on the roof of vehicle 100 in
the embodiment of FIG. 10. In some embodiments, charging
panel 608 may be deployable, i.e. may extend or deploy only
when charging is needed. For example, charging panel 608
may typically reside flush with the roof of vehicle 100 and
extend when required for charging. Similarly, charger plate
520 may, in one embodiment, not be connected to AV 280 by
way of tether 1010 and may instead be mounted directly on
the AV 280, to include, for example, the wing, empennage,
undercarriage to include landing gear, and may be deploy-
able or extendable when required. Tether 1010 may be
configured to maneuver charging plate 520 to any position
on vehicle 100 so as to enable charging. In one embodiment,
the AV 280 may land on the vehicle 100 so as to enable
charging through direct contact (i.e. the aforementioned
contact charging configuration) between the charging plate
520 and the charging panel 608 of vehicle 100. Charging
may occur while both AV 280 and vehicle 100 are moving,
while both vehicle 100 and AV 280 are not moving (i.e.,
vehicle 100 is parked and AV 280 lands on top of vehicle
100), or while vehicle 100 is parked and AV 280 is hovering
or circling above. Control of the charging and/or positioning
of the charging plate 520 may be manual, automatic or
semi-automatic; said control may be performed through a
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GUI engaged by driver or occupant of receiving vehicle 100
and/or driver or occupant of charging AV 280.

FIG. 11 is an exemplar embodiment of a vehicle emer-
gency charging system comprising an emergency charging
vehicle 270 and charge receiver vehicle 100 is disclosed.
The emergency charging vehicle 270 is a road vehicle, such
as a pick-up truck, as shown in FIG. 11. The emergency
charging vehicle 270 is configured to provide a charge to a
charge receiver vehicle 100, such as an automobile. The
emergency charging vehicle 270 comprises an energy source
i.e. a charging power source 516 and a charge provider
controller 622 in communication with the charging power
source 516. The emergency charging vehicle 270 provides a
towed and/or articulated charger plate 520, as connected to
the emergency charging vehicle 270 by connector 1150. The
connector 1150 may comprise a chain, rope, rigid or semi-
rigid tow bar or any means to position charger plate 520 near
the charging panel 608 of vehicle 100. Charge or power
output of charging power source 516 is provided or trans-
mitted to charger plate 520 by way of charging cable or wire
1140. In one embodiment, the charging cable 1140 is non-
structural, that is, it provides little or no structural support to
the connection between emergency charging vehicle 270
and charging panel 608. Charging panel 608 (of vehicle 100)
receives power from charger plate 520. Charger plate 520
and charging panel 608 may be in direct physical contact or
not in direct physical contact, but must be at or below a
threshold separation distance to enable charging, such as by
induction. Charger plate 520 may comprise wheels or rollers
s0 as to roll along roadway surface. Charger plate 520 may
also not contact the ground surface and instead be suspended
above the ground; such a configuration may be termed a
“flying” configuration. In the flying configuration, charger
plate may form an aerodynamic surface to, for example,
facilitate stability and control of the positioning of the
charging plate 520. Energy transfer or charging from the
charger plate 520 to the charge receiver panel 608 is through
inductive charging (i.e. use of an EM field to transfer energy
between two objects). The charging panel 608 provides
received power to energy storage unit 612 directly or by way
of charging panel controller 610. In one embodiment, the
receipt and/or control of the energy provided via the charg-
ing panel 608 is provided by charging panel controller 610.

Charging panel controller 610 may be located anywhere
on charge receiver vehicle 100, to include, for example, the
roof, side panel, trunk, hood, front or rear bumper and wheel
hub of charge receiver 100 vehicle. In some embodiments,
charging panel 608 may be deployable, i.e. may extend or
deploy only when charging is needed. For example, charging
panel 608 may typically stow flush with the lower plane of
vehicle 100 and extend when required for charging. Simi-
larly, charger plate 520 may, in one embodiment, not be
connected to the lower rear of the emergency charging
vehicle 270 by way of connector 1150 and may instead be
mounted on the emergency charging vehicle 270, to include,
for example, the roof, side panel, trunk, hood, front or rear
bumper and wheel hub of emergency charging vehicle 270.
Connector 1150 may be configured to maneuver connector
plate 520 to any position on emergency charging vehicle 270
so as to enable charging. Control of the charging and/or
positioning of the charging plate may be manual, automatic
or semi-automatic; said control may be performed through a
GUI engaged by driver or occupant of receiving vehicle
and/or driver or occupant of charging vehicle.

FIG. 12 shows a perspective view of a vehicle 100 in
accordance with embodiments of the present disclosure.
Although shown in the form of a car, it should be appreci-
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ated that the vehicle 100 described herein may include any
conveyance or model of a conveyance, where the convey-
ance was designed for the purpose of moving one or more
tangible objects, such as people, animals, cargo, and the like.
The term “vehicle” does not require that a conveyance
moves or is capable of movement. Typical vehicles may
include but are in no way limited to cars, trucks, motor-
cycles, busses, automobiles, trains, railed conveyances,
boats, ships, marine conveyances, submarine conveyances,
airplanes, space craft, flying machines, human-powered
conveyances, and the like. In any event, the vehicle 100 may
include a frame 1204 and one or more body panels 1208
mounted or affixed thereto. The vehicle 100 may include one
or more interior components (e.g., components inside an
interior space 150, or user space, of a vehicle 100, etc.),
exterior components (e.g., components outside of the inte-
rior space 150, or user space, of a vehicle 100, etc.), drive
systems, controls systems, structural components.

Referring now to FIG. 13, a plan view of a vehicle 100
will be described in accordance with embodiments of the
present disclosure. As provided above, the vehicle 100 may
comprise a number of electrical and/or mechanical systems,
subsystems, etc. The mechanical systems of the vehicle 100
can include structural, power, safety, and communications
subsystems, to name a few. While each subsystem may be
described separately, it should be appreciated that the com-
ponents of a particular subsystem may be shared between
one or more other subsystems of the vehicle 100.

The structural subsystem includes the frame 1204 of the
vehicle 100. The frame 1204 may comprise a separate frame
and body construction (i.e., body-on-frame construction), a
unitary frame and body construction (i.e., a unibody con-
struction), or any other construction defining the structure of
the vehicle 100. The frame 1204 may be made from one or
more materials including, but in no way limited to steel,
titanium, aluminum, carbon fiber, plastic, polymers, etc.,
and/or combinations thereof. In some embodiments, the
frame 1204 may be formed, welded, fused, fastened,
pressed, etc., combinations thereof, or otherwise shaped to
define a physical structure and strength of the vehicle 100.
In any event, the frame 1204 may comprise one or more
surfaces, connections, protrusions, cavities, mounting
points, tabs, slots, or other features that are configured to
receive other components that make up the vehicle 100. For
example, the body panels, powertrain subsystem, controls
systems, interior components, communications subsystem,
and safety subsystem may interconnect with, or attach to, the
frame 1204 of the vehicle 100.

The frame 1204 may include one or more modular system
and/or subsystem connection mechanisms. These mecha-
nisms may include features that are configured to provide a
selectively interchangeable interface for one or more of the
systems and/or subsystems described herein. The mecha-
nisms may provide for a quick exchange, or swapping, of
components while providing enhanced security and adapt-
ability over conventional manufacturing or attachment. For
instance, the ability to selectively interchange systems and/
or subsystems in the vehicle 100 allow the vehicle 100 to
adapt to the ever-changing technological demands of society
and advances in safety. Among other things, the mechanisms
may provide for the quick exchange of batteries, capacitors,
power sources 1308A, 1308B, motors 1312, engines, safety
equipment, controllers, user interfaces, interiors exterior
components, body panels 1208, bumpers 1316, sensors, etc.,
and/or combinations thereof. Additionally or alternatively,
the mechanisms may provide unique security hardware
and/or software embedded therein that, among other things,
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can prevent fraudulent or low quality construction replace-
ments from being used in the vehicle 100. Similarly, the
mechanisms, subsystems, and/or receiving features in the
vehicle 100 may employ poka-yoke, or mistake-proofing,
features that ensure a particular mechanism is always inter-
connected with the vehicle 100 in a correct position, func-
tion, etc.

By way of example, complete systems or subsystems may
be removed and/or replaced from a vehicle 100 utilizing a
single minute exchange principle. In some embodiments, the
frame 1204 may include slides, receptacles, cavities, pro-
trusions, and/or a number of other features that allow for
quick exchange of system components. In one embodiment,
the frame 1204 may include tray or ledge features, mechani-
cal interconnection features, locking mechanisms, retaining
mechanisms, etc., and/or combinations thereof. In some
embodiments, it may be beneficial to quickly remove a used
power source 1308A, 1308B (e.g., battery unit, capacitor
unit, etc.) from the vehicle 100 and replace the used power
source 1308A, 1308B with a charged power source. Con-
tinuing this example, the power source 1308A, 1308B may
include selectively interchangeable features that intercon-
nect with the frame 1204 or other portion of the vehicle 100.
For instance, in a power source 1308A, 1308B replacement,
the quick release features may be configured to release the
power source 1308A, 1308B from an engaged position and
slide or move away from the frame 1204 of a vehicle 100.
Once removed, the power source 1308A, 1308B may be
replaced (e.g., with a new power source, a charged power
source, etc.) by engaging the replacement power source into
a system receiving position adjacent to the vehicle 100. In
some embodiments, the vehicle 100 may include one or
more actuators configured to position, lift, slide, or other-
wise engage the replacement power source with the vehicle
100. In one embodiment, the replacement power source may
be inserted into the vehicle 100 or vehicle frame 1204 with
mechanisms and/or machines that are external or separate
from the vehicle 100.

In some embodiments, the frame 1204 may include one or
more features configured to selectively interconnect with
other vehicles and/or portions of vehicles. These selectively
interconnecting features can allow for one or more vehicles
to selectively couple together and decouple for a variety of
purposes. For example, it is an aspect of the present disclo-
sure that a number of vehicles may be selectively coupled
together to share energy, increase power output, provide
security, decrease power consumption, provide towing ser-
vices, and/or provide a range of other benefits. Continuing
this example, the vehicles may be coupled together based on
travel route, destination, preferences, settings, sensor infor-
mation, and/or some other data. The coupling may be
initiated by at least one controller of the vehicle and/or traffic
control system upon determining that a coupling is benefi-
cial to one or more vehicles in a group of vehicles or a traffic
system. As can be appreciated, the power consumption for a
group of vehicles traveling in a same direction may be
reduced or decreased by removing any aerodynamic sepa-
ration between vehicles. In this case, the vehicles may be
coupled together to subject only the foremost vehicle in the
coupling to air and/or wind resistance during travel. In one
embodiment, the power output by the group of vehicles may
be proportionally or selectively controlled to provide a
specific output from each of the one or more of the vehicles
in the group.

The interconnecting, or coupling, features may be con-
figured as electromagnetic mechanisms, mechanical cou-
plings, electromechanical coupling mechanisms, etc., and/or
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combinations thereof. The features may be selectively
deployed from a portion of the frame 1204 and/or body of
the vehicle 100. In some cases, the features may be built into
the frame 1204 and/or body of the vehicle 100. In any event,
the features may deploy from an unexposed position to an
exposed position or may be configured to selectively
engage/disengage without requiring an exposure or deploy-
ment of the mechanism from the frame 1204 and/or body. In
some embodiments, the interconnecting features may be
configured to interconnect one or more of power, commu-
nications, electrical energy, fuel, and/or the like. One or
more of the power, mechanical, and/or communications
connections between vehicles may be part of a single
interconnection mechanism. In some embodiments, the
interconnection mechanism may include multiple connec-
tion mechanisms. In any event, the single interconnection
mechanism or the interconnection mechanism may employ
the poka-yoke features as described above.

The power system of the vehicle 100 may include the
powertrain, power distribution system, accessory power
system, and/or any other components that store power,
provide power, convert power, and/or distribute power to
one or more portions of the vehicle 100. The powertrain may
include the one or more electric motors 1312 of the vehicle
100. The electric motors 1312 are configured to convert
electrical energy provided by a power source into mechani-
cal energy. This mechanical energy may be in the form of a
rotational or other output force that is configured to propel
or otherwise provide a motive force for the vehicle 100.

In some embodiments, the vehicle 100 may include one or
more drive wheels 1320 that are driven by the one or more
electric motors 1312 and motor controllers 1314. In some
cases, the vehicle 100 may include an electric motor 1312
configured to provide a driving force for each drive wheel
1320. In other cases, a single electric motor 1312 may be
configured to share an output force between two or more
drive wheels 1320 via one or more power transmission
components. It is an aspect of the present disclosure that the
powertrain include one or more power transmission com-
ponents, motor controllers 1314, and/or power controllers
that can provide a controlled output of power to one or more
of the drive wheels 1320 of the vehicle 100. The power
transmission components, power controllers, or motor con-
trollers 1314 may be controlled by at least one other vehicle
controller described herein.

As provided above, the powertrain of the vehicle 100 may
include one or more power sources 1308A, 1308B. These
one or more power sources 1308A, 1308B may be config-
ured to provide drive power, system and/or subsystem
power, accessory power, etc. While described herein as a
single power source 1308 for sake of clarity, embodiments
of the present disclosure are not so limited. For example, it
should be appreciated that independent, different, or separate
power sources 1308A, 1308B may provide power to various
systems of the vehicle 100. For instance, a drive power
source may be configured to provide the power for the one
or more electric motors 1312 of the vehicle 100, while a
system power source may be configured to provide the
power for one or more other systems and/or subsystems of
the vehicle 100. Other power sources may include an
accessory power source, a backup power source, a critical
system power source, and/or other separate power sources.
Separating the power sources 1308A, 1308B in this manner
may provide a number of benefits over conventional vehicle
systems. For example, separating the power sources 1308A,
1308B allow one power source 1308 to be removed and/or
replaced independently without requiring that power be
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removed from all systems and/or subsystems of the vehicle
100 during a power source 1308 removal/replacement. For
instance, one or more of the accessories, communications,
safety equipment, and/or backup power systems, etc., may
be maintained even when a particular power source 1308A,
1308B is depleted, removed, or becomes otherwise inoper-
able.

In some embodiments, the drive power source may be
separated into two or more cells, units, sources, and/or
systems. By way of example, a vehicle 100 may include a
first drive power source 1308A and a second drive power
source 1308B. The first drive power source 1308A may be
operated independently from or in conjunction with the
second drive power source 1308B and vice versa. Continu-
ing this example, the first drive power source 1308 A may be
removed from a vehicle while a second drive power source
1308B can be maintained in the vehicle 100 to provide drive
power. This approach allows the vehicle 100 to significantly
reduce weight (e.g., of the first drive power source 1308A,
etc.) and improve power consumption, even if only for a
temporary period of time. In some cases, a vehicle 100
running low on power may automatically determine that
pulling over to a rest area, emergency lane, and removing, or
“dropping off,” at least one power source 1308A, 1308B
may reduce enough weight of the vehicle 100 to allow the
vehicle 100 to navigate to the closest power source replace-
ment and/or charging area. In some embodiments, the
removed, or “dropped off,” power source 1308A may be
collected by a collection service, vehicle mechanic, tow
truck, or even another vehicle or individual.

The power source 1308 may include a GPS or other
geographical location system that may be configured to emit
a location signal to one or more receiving entities. For
instance, the signal may be broadcast or targeted to a specific
receiving party. Additionally or alternatively, the power
source 1308 may include a unique identifier that may be
used to associate the power source 1308 with a particular
vehicle 100 or vehicle user. This unique identifier may allow
an efficient recovery of the power source 1308 dropped off.
In some embodiments, the unique identifier may provide
information for the particular vehicle 100 or vehicle user to
be billed or charged with a cost of recovery for the power
source 1308.

The power source 1308 may include a charge controller
1324 that may be configured to determine charge levels of
the power source 1308, control a rate at which charge is
drawn from the power source 1308, control a rate at which
charge is added to the power source 1308, and/or monitor a
health of the power source 1308 (e.g., one or more cells,
portions, etc.). In some embodiments, the charge controller
1324 or the power source 1308 may include a communica-
tion interface. The communication interface can allow the
charge controller 1324 to report a state of the power source
1308 to one or more other controllers of the vehicle 100 or
even communicate with a communication device separate
and/or apart from the vehicle 100. Additionally or alterna-
tively, the communication interface may be configured to
receive instructions (e.g., control instructions, charge
instructions, communication instructions, etc.) from one or
more other controllers of the vehicle 100 or a communica-
tion device that is separate and/or apart from the vehicle 100.

The powertrain includes one or more power distribution
systems configured to transmit power from the power source
1308 to one or more electric motors 1312 in the vehicle 100.
The power distribution system may include electrical inter-
connections 1328 in the form of cables, wires, traces,
wireless power transmission systems, etc., and/or combina-
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tions thereof. It is an aspect of the present disclosure that the
vehicle 100 include one or more redundant electrical inter-
connections 1332 of the power distribution system. The
redundant electrical interconnections 1332 can allow power
to be distributed to one or more systems and/or subsystems
of the vehicle 100 even in the event of a failure of an
electrical interconnection portion of the vehicle 100 (e.g.,
due to an accident, mishap, tampering, or other harm to a
particular electrical interconnection, etc.). In some embodi-
ments, a user of a vehicle 100 may be alerted via a user
interface associated with the vehicle 100 that a redundant
electrical interconnection 1332 is being used and/or damage
has occurred to a particular area of the vehicle electrical
system. In any event, the one or more redundant electrical
interconnections 1332 may be configured along completely
different routes than the electrical interconnections 1328
and/or include different modes of failure than the electrical
interconnections 1328 to, among other things, prevent a total
interruption power distribution in the event of a failure.

In some embodiments, the power distribution system may
include an energy recovery system 1336. This energy recov-
ery system 1336, or kinetic energy recovery system, may be
configured to recover energy produced by the movement of
a vehicle 100. The recovered energy may be stored as
electrical and/or mechanical energy. For instance, as a
vehicle 100 travels or moves, a certain amount of energy is
required to accelerate, maintain a speed, stop, or slow the
vehicle 100. In any event, a moving vehicle has a certain
amount of kinetic energy. When brakes are applied in a
typical moving vehicle, most of the kinetic energy of the
vehicle is lost as the generation of heat in the braking
mechanism. In an energy recovery system 1336, when a
vehicle 100 brakes, at least a portion of the kinetic energy is
converted into electrical and/or mechanical energy for stor-
age. Mechanical energy may be stored as mechanical move-
ment (e.g., in a flywheel, etc.) and electrical energy may be
stored in batteries, capacitors, and/or some other electrical
storage system. In some embodiments, electrical energy
recovered may be stored in the power source 1308. For
example, the recovered electrical energy may be used to
charge the power source 1308 of the vehicle 100.

The vehicle 100 may include one or more safety systems.
Vehicle safety systems can include a variety of mechanical
and/or electrical components including, but in no way lim-
ited to, low impact or energy-absorbing bumpers 1316A,
1316B, crumple zones, reinforced body panels, reinforced
frame components, impact bars, power source containment
zones, safety glass, seatbelts, supplemental restraint sys-
tems, air bags, escape hatches, removable access panels,
impact sensors, accelerometers, vision systems, radar sys-
tems, etc., and/or the like. In some embodiments, the one or
more of the safety components may include a safety sensor
or group of safety sensors associated with the one or more
of the safety components. For example, a crumple zone may
include one or more strain gages, impact sensors, pressure
transducers, etc. These sensors may be configured to detect
or determine whether a portion of the vehicle 100 has been
subjected to a particular force, deformation, or other impact.
Once detected, the information collected by the sensors may
be transmitted or sent to one or more of a controller of the
vehicle 100 (e.g., a safety controller, vehicle controller, etc.)
or a communication device associated with the vehicle 100
(e.g., across a communication network, etc.).

FIG. 14 shows a plan view of the vehicle 100 in accor-
dance with embodiments of the present disclosure. In par-
ticular, FIG. 14 shows a broken section 1402 of a charging
system for the vehicle 100. The charging system may
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include a plug or receptacle 1404 configured to receive
power from an external power source (e.g., a source of
power that is external to and/or separate from the vehicle
100, etc.). An example of an external power source may
include the standard industrial, commercial, or residential
power that is provided across power lines. Another example
of an external power source may include a proprietary power
system configured to provide power to the vehicle 100. In
any event, power received at the plug/receptacle 1404 may
be transferred via at least one power transmission intercon-
nection 1408. Similar, if not identical, to the electrical
interconnections 1328 described above, the at least one
power transmission interconnection 1408 may be one or
more cables, wires, traces, wireless power transmission
systems, etc., and/or combinations thereof. Electrical energy
in the form of charge can be transferred from the external
power source to the charge controller 1324. As provided
above, the charge controller 1324 may regulate the addition
of charge to the power source 1308 of the vehicle 100 (e.g.,
until the power source 1308 is full or at a capacity, etc.).

In some embodiments, the vehicle 100 may include an
inductive charging system and inductive charger 1412. The
inductive charger 1412 may be configured to receive elec-
trical energy from an inductive power source external to the
vehicle 100. In one embodiment, when the vehicle 100
and/or the inductive charger 1412 is positioned over an
inductive power source external to the vehicle 100, electrical
energy can be transferred from the inductive power source
to the vehicle 100. For example, the inductive charger 1412
may receive the charge and transfer the charge via at least
one power transmission interconnection 1408 to the charge
controller 1324 and/or the power source 1308 of the vehicle
100. The inductive charger 1412 may be concealed in a
portion of the vehicle 100 (e.g., at least partially protected by
the frame 1204, one or more body panels 1208, a shroud, a
shield, a protective cover, etc., and/or combinations thereof)
and/or may be deployed from the vehicle 100. In some
embodiments, the inductive charger 1412 may be configured
to receive charge only when the inductive charger 1412 is
deployed from the vehicle 100. In other embodiments, the
inductive charger 1412 may be configured to receive charge
while concealed in the portion of the vehicle 100.

In addition to the mechanical components described
herein, the vehicle 100 may include a number of user
interface devices. The user interface devices receive and
translate human input into a mechanical movement or elec-
trical signal or stimulus. The human input may be one or
more of motion (e.g., body movement, body part movement,
in two-dimensional or three-dimensional space, etc.), voice,
touch, and/or physical interaction with the components of
the vehicle 100. In some embodiments, the human input may
be configured to control one or more functions of the vehicle
100 and/or systems of the vehicle 100 described herein. User
interfaces may include, but are in no way limited to, at least
one graphical user interface of a display device, steering
wheel or mechanism, transmission lever or button (e.g.,
including park, neutral, reverse, and/or drive positions, etc.),
throttle control pedal or mechanism, brake control pedal or
mechanism, power control switch, communications equip-
ment, etc.

An embodiment of the electrical system 1500 associated
with the vehicle 100 may be as shown in FIG. 15. The
electrical system 1500 can include power source(s) that
generate power, power storage that stores power, and/or
load(s) that consume power. Power sources may be associ-
ated with a power generation unit 1504. Power storage may
be associated with a power storage system 612. Loads may



US 10,032,319 B2

17
be associated with loads 1508. The electrical system 1500
may be managed by a power management controller 1324.
Further, the electrical system 1500 can include one or more
other interfaces or controllers, which can include the billing
and cost control unit 1512.

The power generation unit 1504 may be as described in
conjunction with FIG. 16. The power storage component
612 may be as described in conjunction with FIG. 17. The
loads 1508 may be as described in conjunction with FIG. 18.

The billing and cost control unit 1512 may interface with
the power management controller 1324 to determine the
amount of charge or power provided to the power storage
612 through the power generation unit 1504. The billing and
cost control unit 1512 can then provide information for
billing the vehicle owner. Thus, the billing and cost control
unit 1512 can receive and/or send power information to third
party system(s) regarding the received charge from an
external source. The information provided can help deter-
mine an amount of money required, from the owner of the
vehicle, as payment for the provided power. Alternatively, or
in addition, if the owner of the vehicle provided power to
another vehicle (or another device/system), that owner may
be owed compensation for the provided power or energy,
e.g., a credit.

The power management controller 1324 can be a com-
puter or computing system(s) and/or electrical system with
associated components, as described herein, capable of
managing the power generation unit 1504 to receive power,
routing the power to the power storage 612, and then
providing the power from either the power generation unit
1504 and/or the power storage 612 to the loads 1508. Thus,
the power management controller 1324 may execute pro-
gramming that controls switches, devices, components, etc.
involved in the reception, storage, and provision of the
power in the electrical system 1500.

An embodiment of the power generation unit 1504 may
be as shown in FIG. 16. Generally, the power generation unit
1504 may be electrically coupled to one or more power
sources 1308. The power sources 1308 can include power
sources internal and/or associated with the vehicle 100
and/or power sources external to the vehicle 100 to which
the vehicle 100 electrically connects. One of the internal
power sources can include an on board generator 1604. The
generator 1604 may be an alternating current (AC) genera-
tor, a direct current (DC) generator or a self-excited gen-
erator. The AC generators can include induction generators,
linear electric generators, and/or other types of generators.
The DC generators can include homopolar generators and/or
other types of generators. The generator 1604 can be brush-
less or include brush contacts and generate the electric field
with permanent magnets or through induction. The genera-
tor 1604 may be mechanically coupled to a source of kinetic
energy, such as an axle or some other power take-off. The
generator 1604 may also have another mechanical coupling
to an exterior source of kinetic energy, for example, a wind
turbine.

Another power source 1308 may include wired or wire-
less charging 1608. The wireless charging system 1608 may
include inductive and/or resonant frequency inductive
charging systems that can include coils, frequency genera-
tors, controllers, etc. Wired charging may be any kind of
grid-connected charging that has a physical connection,
although, the wireless charging may be grid connected
through a wireless interface. The wired charging system can
include connectors, wired interconnections, the controllers,

20

25

40

45

50

55

18

etc. The wired and wireless charging systems 1608 can
provide power to the power generation unit 1504 from
external power sources 1308.

Internal sources for power may include a regenerative
braking system 1612. The regenerative braking system 1612
can convert the kinetic energy of the moving car into
electrical energy through a generation system mounted
within the wheels, axle, and/or braking system of the vehicle
100. The regenerative braking system 1612 can include any
coils, magnets, electrical interconnections, converters, con-
trollers, etc. required to convert the kinetic energy into
electrical energy.

Another source of power 1308, internal to or associated
with the vehicle 100, may be a solar array 1616. The solar
array 1616 may include any system or device of one or more
solar cells mounted on the exterior of the vehicle 100 or
integrated within the body panels of the vehicle 100 that
provides or converts solar energy into electrical energy to
provide to the power generation unit 1504.

The power sources 1308 may be connected to the power
generation unit 1504 through an electrical interconnection
1618. The electrical interconnection 1618 can include any
wire, interface, bus, etc. between the one or more power
sources 1308 and the power generation unit 1504.

The power generation unit 1504 can also include a power
source interface 1620. The power source interface 1620 can
be any type of physical and/or electrical interface used to
receive the electrical energy from the one or more power
sources 1308; thus, the power source interface 1620 can
include an electrical interface 1624 that receives the elec-
trical energy and a mechanical interface 1628 which may
include wires, connectors, or other types of devices or
physical connections. The mechanical interface 1608 can
also include a physical/electrical connection 1634 to the
power generation unit 1504.

The electrical energy from the power source 1308 can be
processed through the power source interface 1624 to an
electric converter 1632. The electric converter 1632 may
convert the characteristics of the power from one of the
power sources into a useable form that may be used either
by the power storage 612 or one or more loads 1508 within
the vehicle 100. The electrical converter 1624 may include
any electronics or electrical devices and/or component that
can change electrical characteristics, e.g., AC frequency,
amplitude, phase, etc. associated with the electrical energy
provided by the power source 1308. The converted electrical
energy may then be provided to an optional conditioner
1638. The conditioner 1638 may include any electronics or
electrical devices and/or component that may further con-
dition the converted electrical energy by removing harmon-
ics, noise, etc. from the electrical energy to provide a more
stable and effective form of power to the vehicle 100.

An embodiment of the power storage 1612 may be as
shown in FIG. 17. The power storage unit can include an
electrical converter 16325, one or more batteries, one or
more rechargeable batteries, one or more capacitors, one or
more accumulators, one or more supercapacitors, one or
more ultrabatteries, and/or superconducting magnetics 1704,
and/or a charge management unit 1708. The converter 16325
may be the same or similar to the electrical converter 1632a
shown in FIG. 16. The converter 163256 may be a replace-
ment for the electric converter 16324 shown in FIG. 16 and
thus eliminate the need for the electrical converter 16324 as
shown in FIG. 16. However, if the electrical converter 1632a
is provided in the power generation unit 1504, the converter
16325, as shown in the power storage unit 612, may be
eliminated. The converter 16325 can also be redundant or
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different from the electrical converter 16324 shown in FIG.
16 and may provide a different form of energy to the battery
and/or capacitors 1704. Thus, the converter 16325 can
change the energy characteristics specifically for the battery/
capacitor 1704.

The battery 1704 can be any type of battery for storing
electrical energy, for example, a lithium ion battery, a lead
acid battery, a nickel cadmium battery, etc. Further, the
battery 1704 may include different types of power storage
systems, such as, ionic fluids or other types of fuel cell
systems. The energy storage 1704 may also include one or
more high-capacity capacitors 1704. The capacitors 1704
may be used for long-term or short-term storage of electrical
energy. The input into the battery or capacitor 1704 may be
different from the output, and thus, the capacitor 1704 may
be charged quickly but drain slowly. The functioning of the
converter 1632 and battery capacitor 1704 may be moni-
tored or managed by a charge management unit 1708.

The charge management unit 1708 can include any hard-
ware (e.g., any electronics or electrical devices and/or com-
ponents), software, or firmware operable to adjust the opera-
tions of the converter 1632 or batteries/capacitors 1704. The
charge management unit 1708 can receive inputs or peri-
odically monitor the converter 1632 and/or battery/capacitor
1704 from this information; the charge management unit
1708 may then adjust settings or inputs into the converter
1632 or battery/capacitor 1704 to control the operation of
the power storage system 612.

An embodiment of one or more loads 1508 associated
with the vehicle 100 may be as shown in FIG. 18. The loads
1508 may include a bus or electrical interconnection system
1802, which provides electrical energy to one or more
different loads within the vehicle 100. The bus 1802 can be
any number of wires or interfaces used to connect the power
generation unit 1504 and/or power storage 1612 to the one
or more loads 1508. The converter 1632¢ may be an
interface from the power generation unit 1504 or the power
storage 612 into the loads 1508. The converter 1632¢ may be
the same or similar to electric converter 1632a as shown in
FIG. 16. Similar to the discussion of the converter 16325 in
FIG. 17, the converter 1632¢ may be ecliminated, if the
electric converter 16324, shown in FIG. 16, is present.
However, the converter 1632¢ may further condition or
change the energy characteristics for the bus 1802 for use by
the loads 1508. The converter 1632¢ may also provide
electrical energy to electric motor 1804, which may power
the vehicle 100.

The electric motor 1804 can be any type of DC or AC
electric motor. The electric motor may be a direct drive or
induction motor using permanent magnets and/or winding
either on the stator or rotor. The electric motor 1804 may
also be wireless or include brush contacts. The electric
motor 1804 may be capable of providing a torque and
enough kinetic energy to move the vehicle 100 in traffic.

The different loads 1508 may also include environmental
loads 1812, sensor loads 1816, safety loads 1820, user
interaction loads 1808, etc. User interaction loads 1808 can
be any energy used by user interfaces or systems that interact
with the driver and/or passenger(s). These loads 1808 may
include, for example, the heads up display, the dash display,
the radio, user interfaces on the head unit, lights, radio,
and/or other types of loads that provide or receive informa-
tion from the occupants of the vehicle 100. The environ-
mental loads 1812 can be any loads used to control the
environment within the vehicle 100. For example, the air
conditioning or heating unit of the vehicle 100 can be
environmental loads 1812. Other environmental loads can
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include lights, fans, and/or defrosting units, etc. that may
control the environment within the vehicle 100. The sensor
loads 1816 can be any loads used by sensors, for example,
air bag sensors, GPS, and other such sensors used to either
manage or control the vehicle 100 and/or provide informa-
tion or feedback to the vehicle occupants. The safety loads
1820 can include any safety equipment, for example, seat
belt alarms, airbags, headlights, blinkers, etc. that may be
used to manage the safety of the occupants. There may be
more or fewer loads than those described herein, although
they may not be shown in FIG. 18.

FIG. 19 illustrates an exemplary hardware diagram of
communications componentry that can be optionally asso-
ciated with the vehicle.

The communications componentry can include one or
more wired or wireless devices such as a transceiver(s)
and/or modem that allows communications not only
between the various systems disclosed herein but also with
other devices, such as devices on a network, and/or on a
distributed network such as the Internet and/or in the cloud.

The communications subsystem can also include inter-
and intra-vehicle communications capabilities such as
hotspot and/or access point connectivity for any one or more
of the vehicle occupants and/or vehicle-to-vehicle commu-
nications.

Additionally, and while not specifically illustrated, the
communications subsystem can include one or more com-
munications links (that can be wired or wireless) and/or
communications busses (managed by the bus manager),
including one or more of CANbus, OBD-II, ARCINC 429,
Byteflight, CAN (Controller Area Network), D2B (Domes-
tic Digital Bus), FlexRay, DC-BUS, IDB-1394, IEBus, I°C,
ISO 9141-1/-2, J1708, J1587, J1850, J1939, ISO 11783,
Keyword Protocol 2000, LIN (Local Interconnect Network),
MOST (Media Oriended Systems Transport), Multifunction
Vehicle Bus, SMARTwireX, SPI, VAN (Vehicle Area Net-
work), and the like or in general any communications
protocol and/or standard.

The various protocols and communications can be com-
municated one or more of wirelessly and/or over transmis-
sion media such as single wire, twisted pair, fibre optic,
IEEE 1394, MIL-STD-1553, MIL-STD-1773, power-line
communication, or the like. (All of the above standards and
protocols are incorporated herein by reference in their
entirety)

As discussed, the communications subsystem enables
communications between any if the inter-vehicle systems
and subsystems as well as communications with non-collo-
cated resources, such as those reachable over a network such
as the Internet.

The communications subsystem, in addition to well-
known componentry (which has been omitted for clarity),
the device communications subsystem 1900 includes inter-
connected elements including one or more of: one or more
antennas 1904, an interleaver/deinterleaver 1908, an analog
front end (AFE) 1912, memory/storage/cache 1916, control-
ler/microprocessor 1920, MAC circuitry 1922, modulator/
demodulator 1924, encoder/decoder 1928, a plurality of
connectivity managers 1934-1966, GPU 1942, accelerator
1944, a multiplexer/demultiplexer 1954, transmitter 1970,
receiver 1972 and wireless radio 310 components such as a
Wi-Fi PHY/Bluetooth® module 1980, a Wi-Fi/BT MAC
module 1984, transmitter 1988 and receiver 1992. The
various elements in the device 1900 are connected by one or
more links/busses 5 (not shown, again for sake of clarity).

The device 400 can have one more antennas 1904, for use
in wireless communications such as multi-input multi-out-
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put MIMO) communications, multi-user multi-input multi-
output (MU-MIMO) communications Bluetooth®, LTE,
4G, 5G, Near-Field Communication (NFC), etc. The anten-
na(s) 1904 can include, but are not limited to one or more of
directional antennas, omnidirectional antennas, monopoles,
patch antennas, loop antennas, microstrip antennas, dipoles,
and any other antenna(s) suitable for communication trans-
mission/reception. In an exemplary embodiment, transmis-
sion/reception using MIMO may require particular antenna
spacing. In another exemplary embodiment, MIMO trans-
mission/reception can enable spatial diversity allowing for
different channel characteristics at each of the antennas. In
yet another embodiment, MIMO transmission/reception can
be used to distribute resources to multiple users for example
within the vehicle and/or in another vehicle.

Antenna(s) 1904 generally interact with the Analog Front
End (AFE) 1912, which is needed to enable the correct
processing of the received modulated signal and signal
conditioning for a transmitted signal. The AFE 1912 can be
functionally located between the antenna and a digital
baseband system in order to convert the analog signal into a
digital signal for processing and vice-versa.

The subsystem 1900 can also include a controller/micro-
processor 1920 and a memory/storage/cache 1916. The
subsystem 1900 can interact with the memory/storage/cache
1916 which may store information and operations necessary
for configuring and transmitting or receiving the information
described herein. The memory/storage/cache 1916 may also
be used in connection with the execution of application
programming or instructions by the controller/microproces-
sor 1920, and for temporary or long term storage of program
instructions and/or data. As examples, the memory/storage/
cache 1920 may comprise a computer-readable device,
RAM, ROM, DRAM, SDRAM, and/or other storage
device(s) and media.

The controller/microprocessor 1920 may comprise a gen-
eral purpose programmable processor or controller for
executing application programming or instructions related to
the subsystem 1900. Furthermore, the controller/micropro-
cessor 1920 can perform operations for configuring and
transmitting/receiving information as described herein. The
controller/microprocessor 1920 may include multiple pro-
cessor cores, and/or implement multiple virtual processors.
Optionally, the controller/microprocessor 1920 may include
multiple physical processors. By way of example, the con-
troller/microprocessor 1920 may comprise a specially con-
figured Application Specific Integrated Circuit (ASIC) or
other integrated circuit, a digital signal processor(s), a
controller, a hardwired electronic or logic circuit, a program-
mable logic device or gate array, a special purpose computer,
or the like.

The subsystem 1900 can further include a transmitter
1970 and receiver 1972 which can transmit and receive
signals, respectively, to and from other devices, subsystems
and/or other destinations using the one or more antennas
1904 and/or links/busses. Included in the subsystem 1900
circuitry is the medium access control or MAC Circuitry
1922. MAC circuitry 1922 provides for controlling access to
the wireless medium. In an exemplary embodiment, the
MAC circuitry 1922 may be arranged to contend for the
wireless medium and configure frames or packets for com-
municating over the wireless medium.

The subsystem 1900 can also optionally contain a security
module (not shown). This security module can contain
information regarding but not limited to, security parameters
required to connect the device to one or more other devices
or other available network(s), and can include WEP or
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WPA/WPA-2 (optionally+AES and/or TKIP) security
access keys, network keys, etc. The WEP security access key
is a security password used by Wi-Fi networks. Knowledge
of this code can enable a wireless device to exchange
information with an access point and/or another device. The
information exchange can occur through encoded messages
with the WEP access code often being chosen by the
network administrator. WPA is an added security standard
that is also used in conjunction with network connectivity
with stronger encryption than WEP.

The exemplary subsystem 1900 also includes a GPU
1942, an accelerator 1944, a Wi-Fi/BT/BLE PHY module
1980 and a Wi-Fi/BT/BLE MAC module 1984 and wireless
transmitter 1988 and receiver 1992.

The various connectivity managers 1934-1966 manage
and/or coordinate communications between the subsystem
1900 and one or more of the systems disclosed herein and
one or more other devices/systems. The connectivity man-
agers include an emergency charging connectivity manager
1934, an aerial charging connectivity manager 1938, a
roadway charging connectivity manager 1942, an overhead
charging connectivity manager 1946, a robotic charging
connectivity manager 1950, a static charging connectivity
manager 1954, a vehicle database connectivity manager
1958, a remote operating system connectivity manager 1962
and a sensor connectivity manager 1966.

The emergency charging connectivity manager 1934 can
coordinate not only the physical connectivity between the
vehicle and the emergency charging device/vehicle, but can
also communicate with one or more of the power manage-
ment controller, one or more third parties and optionally a
billing system(s). As an example, the vehicle can establish
communications with the emergency charging device/ve-
hicle to one or more of coordinate interconnectivity between
the two (e.g., by spatially aligning the charging receptacle on
the vehicle with the charger on the emergency charging
vehicle) and optionally share navigation information. Once
charging is complete, the amount of charge provided can be
tracked and optionally forwarded to, for example, a third
party for billing. In addition to being able to manage
connectivity for the exchange of power, the emergency
charging connectivity manager 1934 can also communicate
information, such as billing information to the emergency
charging vehicle and/or a third party. This billing informa-
tion could be, for example, the owner of the vehicle, the
driver of the vehicle, company information, or in general
any information usable to charge the appropriate entity for
the power received.

The aerial charging connectivity manager 1938 can coor-
dinate not only the physical connectivity between the
vehicle and the aerial charging device/vehicle, but can also
communicate with one or more of the power management
controller, one or more third parties and optionally a billing
system(s). As an example, the vehicle can establish com-
munications with the aerial charging device/vehicle to one
or more of coordinate interconnectivity between the two
(e.g., by spatially aligning the charging receptacle on the
vehicle with the charger on the emergency charging vehicle)
and optionally share navigation information. Once charging
is complete, the amount of charge provided can be tracked
and optionally forwarded to, for example, a third party for
billing. In addition to being able to manage connectivity for
the exchange of power, the aerial charging connectivity
manager 1938 can similarly communicate information, such
as billing information to the aerial charging vehicle and/or a
third party. This billing information could be, for example,
the owner of the vehicle, the driver of the vehicle, company
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information, or in general any information usable to charge
the appropriate entity for the power received etc., as dis-
cussed.

The roadway charging connectivity manager 1942 and
overhead charging connectivity manager 1946 can coordi-
nate not only the physical connectivity between the vehicle
and the charging device/system, but can also communicate
with one or more of the power management controller, one
or more third parties and optionally a billing system(s). As
one example, the vehicle can request a charge from the
charging system when, for example, the vehicle needs or is
predicted to need power. As an example, the vehicle can
establish communications with the charging device/vehicle
to one or more of coordinate interconnectivity between the
two for charging and share information for billing. Once
charging is complete, the amount of charge provided can be
tracked and optionally forwarded to, for example, a third
party for billing. This billing information could be, for
example, the owner of the vehicle, the driver of the vehicle,
company information, or in general any information usable
to charge the appropriate entity for the power received etc.,
as discussed. The person responsible for paying for the
charge could also receive a copy of the billing information
as is customary. The robotic charging connectivity manager
1950 and static charging connectivity manager 1954 can
operate in a similar manner to that described herein.

The vehicle database connectivity manager 1958 allows
the subsystem to receive and/or share information stored in
the vehicle database. This information can be shared with
other vehicle components/subsystems and/or other entities,
such as third parties and/or charging systems. The informa-
tion can also be shared with one or more vehicle occupant
devices, such as an app on a mobile device the driver uses
to track information about the vehicle and/or a dealer or
service/maintenance provider. In general, any information
stored in the vehicle database can optionally be shared with
any one or more other devices optionally subject to any
privacy or confidentially restrictions.

The remote operating system connectivity manager 1962
facilitates communications between the vehicle 100 and any
one or more autonomous vehicle systems. These communi-
cations can include one or more of navigation information,
vehicle information, occupant information, or in general any
information related to the remote operation of the vehicle.

The sensor connectivity manager 1966 facilitates com-
munications between any one or more of the vehicle sensors
and any one or more of the other vehicle systems. The sensor
connectivity manager 1966 can also facilitate communica-
tions between any one or more of the sensors and/or vehicle
systems and any other destination, such as a service com-
pany, app, or in general to any destination where sensor data
is needed.

In accordance with one exemplary embodiment, any of
the communications discussed herein can be communicated
via the conductor(s) used for charging. One exemplary
protocol usable for these communications is Power-line
communication (PLC). PLC is a communication protocol
that uses electrical wiring to simultaneously carry both data,
and Alternating Current (AC) electric power transmission or
electric power distribution. It is also known as power-line
carrier, power-line digital subscriber line (PDSL), mains
communication, power-line telecommunications, or power-
line networking (PLN). For DC environments in vehicles
PLC can be used in conjunction with CAN-bus, LIN-bus
over power line (DC-LIN) and DC-BUS.

The communications subsystem can also optionally man-
age one or more identifiers, such as an IP (internet protocol)
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address(es), associated with the vehicle and one or other
system or subsystems or components therein. These identi-
fiers can be used in conjunction with any one or more of the
connectivity managers as discussed herein.

An alternative or additional embodiment of vehicle 100
may be as shown in FIG. 20. The vehicle 100 may have one
or more areas for communicating with the near field com-
munication interface. The areas may include antennas
2004a, 20045, and 2004¢. Antennas can include any type of
near field communication (NFC) antenna including loop
antennas and other antennas that may be embedded in the
panels of the vehicle 100. NFC may employ electromagnetic
induction between two loop antennae when NFC devices,
antennas 2004a, 20045, and 2004¢ exchange information,
operating within the globally available unlicensed radio
frequency ISM band of 13.56 MHz on ISO/IEC 18000-3 air
interface at rates ranging from 106 to 424 Kbit/s. As such,
the antennas 2004a, 20045, and 2004¢ can also include any
transceiver circuitry that completes the electromagnetic
induction connection. In some configurations, the antennas
2004 may only include the loop antenna and the antennas
2004 may share a common circuitry to enable NFC com-
munications.

The antennas 2004a, 20045, and 2004¢ can communicate
using one or more NFC standards. NFC standards cover
communications protocols and data exchange formats and
are based on existing radio-frequency identification (RFID)
standards including ISO/IEC 14443 and Felicity Card
(FeliCa). The standards include ISO/IEC 18092 and those
defined by the NFC Forum. In addition to the NFC Forum,
the GSM Association (GSMA) group defined a platform for
the deployment of GSMA NFC Standards within mobile
handsets. GSMA’s efforts include Trusted Services Man-
ager, Single Wire Protocol, testing/certification and secure
element. NFC components incorporated into the antennas
2004a, 20045, and 2004¢ can include, for example, the
iClass®, veriClass®, and other NFC devices developed by
HID®.

The antennas 20044a, 20045, and 2004¢ can be placed in
locations on the vehicle 100 to allow easier connection with
other devices. For example, antenna 2004a may be placed
on the roof 130 of the vehicle 100 to allow for connection
with overhead NFC devices, such as may be found in
parking garages. Antenna 2004¢ may be positioned outboard
on a mirror 2016 or side panel of the vehicle 100 to better
connect with devices on walls or other vertical structures,
such as may be found at drive through restaurants and
establishments. Another antenna 2004c¢ may be within
physical proximity to a charging port 2012 or gas tank door
to facilitate communications with a charging device or a gas
pump. Other antennas 2004 may be positioned in other parts
of the vehicle 100 to facilitate other communications with
other entities or facilities.

The vehicle 100 may also communicate with a dongle
2008. A dongle 2008 may be another hardware/software
component that can communicate wirelessly with the
vehicle 100. The dongle 2008 may communicate using an
NFC connection or may employ another wireless technol-
ogy, such as BlueTooth or WLAN technology. A common
example of the dongle 2008 is the keyless entry system of
many vehicles. Unlike the simple keyless entry system, the
dongle 2008 may provide biometric data associated with the
user of the dongle 2008. For example, the dongle 2008 may
be associated with a single user, which may need to provide
a biometric characteristic (e.g., a fingerprint, a voice signa-
ture, etc.) to employ the dongle 2008. This biometric sig-
nature may be exchanged between the dongle 2008 and the
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vehicle 100. Further, the presence of the dongle 2008,
determined by a continuous connection between the dongle
2008 and the vehicle 100, can indicate the presence of the
associated user holding the dongle 2008.

An embodiment of the hardware/software configuration
associated with the antennas 2004 may be as shown in FIG.
21. The hardware software configuration of the antennas
2004 can include a near field communication chipset 2104 a
vehicle interface 2108 and/or a soft touch interface 2116.
Each of these different components 2104 through 2116 can
include hardware software operable to receive and/or trans-
mit near field communication or other types of communi-
cations to and from the vehicle 100.

The near field communication chipset 2104 can include
any hardware and software associated with the execution of
near field communication communications. As explained
previously, loop antenna 2004 of the NFC device can be
embedded within the vehicle. However, the other circuitry
and components of the near field communication devices
may be incorporated into a single NFC chipset 2104. Thus,
the NFC chipset 2104 can include the components that
receive data from the loop antenna, decode and/or encode
information from or onto the transmission, or conduct other
functions that allow for communications over the NFC
connection. For example, the NFC chipset can include, for
example, the iClass®, veriClass®, and other NFC devices
developed by HID® or similar hardware and/or software.

The soft touch interface 2116 may include a physical
interconnection abilities described in conjunction with
FIGS. 22A and 22B. Vehicle interface 2108 can include any
hardware and/or software to exchange communications
between the NSC chipset 2104 and or the soft touch inter-
face 2116 and the vehicle processor as described in con-
junction with FIG. 19. As such, the vehicle interface 2108
can include the application programming interface (API) or
other communications capability that can translate, recon-
figure, or manage the data from the NFC antenna 2004 to the
vehicle communication system described FIG. 19.

An embodiment of a soft touch interface navies described
in FIGS. 22A and 22B. The soft touch interface may be
mounted on an exterior mirror 2016. Soft touch interface can
include an area 2116. The area 2116 may be a cavity or other
mounting structure for the soft touch interface. The soft
touch interface can include a rotating cylinder 2204. The
rotating Senate cylinder may be connected to the mounting
structure 2116 such that the rotating cylinder 2204 can rotate
through a range of movement. Physically attached to the
rotating cylinder 2204 may be armature 2208. Two or more
armatures 2208 cab extend from the rotating cylinder 2204.
The two or more armatures 2208 may be stored inboard of
the area 2116 in a first position. In a second position, as
shown in FIG. 22B, the armatures 2208 may extend out-
board of the mirror 2016. Amateurs 2208 may connect to or
contact a pad 2212. Both the armatures 2208 the pad 2212
may provide for an electric connection. Signals may be
passed between the armatures 2208 and the pad 2212 in the
configuration shown in FIG. 22B. Other configurations for
the soft touch interface are possible. These other configu-
rations may include any type of physical electrical connec-
tion that may be optionally made by moving an electrical
conduit in contact with another electrically conductive sur-
face.

An embodiment of software 2300 that may be stored
within the memory 1916 may be as shown in FIG. 23.
Software 2300 can include one or more of an interaction
application 2304, an event handling application 2316, a
browser 2320, a geolocation application 2224, a mapping

30

40

45

26

application 2328, a vehicle identity application 2332, a
motor control application 2336, and/or a voice input/output
application 2344. The interaction application 2304 can
include a contactless payment component 2308 and/or half
token application 2312.

The contactless payment application 2308 can conducts
financial transactions using the vehicle. Contactless payment
application 2308 may conduct the financial transactions with
or without user input with third parties. The half token
application 2312 can provide half tokens or pre-authoriza-
tions to third parties when interacting with those third
parties. As such, the half token application 2312 is capable
of authenticating or verifying the identity and veracity of the
third party or providing that information for the user to the
third party. In some configurations, the half token applica-
tion 2312 is capable of sending authorizations for secure
information in two or more packet communications that may
be conducted over different communication media such that
a higher-level security is achieved for the vehicle 100.

Event handling application 2316 is capable of receiving
events associated with the vehicle 100 or the user. Events
can include such items as need for charging of the electric
vehicle, purchase requests by the user, service needs of the
vehicle 100, communication requests by the user, or other
types of events. Event handler 2316 can receive the event
notifications and instruct other parts or components of the
vehicle 100 to respond to the events as received. A browser
2320 can the Internet interface for the vehicle 100 and/or
user. Thus, the browser can be any type of Internet interface,
for example, Internet Explorer, Safari, Mozilla, etc. The
browser 2320 may also provide Internet access to the vehicle
100.

Geolocation application 2324 can provide location infor-
mation to the vehicle 100. The geolocation information may
be provided from a GPS antenna, through triangulation of
cellular towers or other known landmarks, or by some other
type of location information. Geolocation information may
be provided to the mapping application 2228. The mapping
application 2228 can provide a coordinated location for the
vehicle 100 based on the geolocation information provided
by the geolocation application 2324 and one or more maps
stored within the vehicle 100. Thus, the mapping application
2328 can resolve the physical locations of vehicle 100 based
on the geolocation information.

The vehicle identity application 2332 can determine the
identity of one or more occupants of the vehicle 100. Thus,
the vehicle identity application 2332 can use one or more
characteristics of biometric information to identify users
within the vehicle 100. The identity of the users may then be
used by other components of the vehicle 100.

The motor control application can control the motor
function of the electric vehicle 100. Thus, the motor control
application 2336 can accelerate or decelerate the electric
motor based on user input or input from an automated
driving function. The motor control function 2236 may also
include the ability to send information using the motor. As
such, the motor control application 2336 can include a data
over field application 2340 which can encode data onto the
electric field generated by the motor. In another configura-
tion, the motor control application 2336 can cycle the motor
in a pattern to convey information to a device that can
receive or interpret the electric field of the motor.

The voice input output application 2344 can receive voice
input from a user within the vehicle 100. Further, the voice
input output can provide sound output to the speakers of the
vehicle 100. Sound output can be synthesized voice to
convey information to the user. In other configurations, the
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voice input output application 2344 can provide for the
exchange of audio and/or video in a communication between
a user of the vehicle 100 and another party. If synthesized
voice output is provided, the voice input output application
2344 can include a synthesis module 2348. The synthesis
module 2248 can translate written or other signals into voice
output that can be sent to the speakers of the vehicle 100. As
such, the driver of the vehicle 100 may not read the
information but can listen to the information conveyed by
the voice input/output application 2344.

An embodiment of data system 2400 that may be stored,
retrieved, sent, managed etc. with the vehicle 100 and
associated with a user may be as shown in FIG. 24. The data
structure 2400 can be stored, received, managed, sent by one
or more of the systems in one or more of the processes
described herein. The data structure 2404 can represent
secure information associated with a user and/or the vehicle
100. This information data structure 2404 can have one or
more data fields including, but not limited to: biometrics
2408, username 2412, password 2416, mobile device infor-
mation 2420, dongle code 2424, encryption key 2428,
credentials 2432, vehicle identification number (VIN) 2436,
and electronic serial number (ESN) 2440, and/or an engine
code 2444. There may be more or fewer fields than those
shown in data structure 2404, as represented by ellipses
2452. Further, each user of the vehicle 100 may have their
own data structure, as represented by ellipses 2448.

The biometrics field 2408 can include biometric informa-
tion for the user. This information 2408 can include one of
more of, but is not limited to: facial structure, facial recog-
nition information, voiceprint, voice recognition informa-
tion, eye color, DNA information, fingerprint information, or
other types of biometric information that could be used to
identify the user. This information 2408 may be gathered by
sensors and stored in data structure 2408.

A username 2412 and password 2416 can be identifying
information created by a user. The username 2412 can be
any type of identifying information that the user can enter to
access vehicle systems, and the password 2416 can be
another form of data known to the user, used with the
username 2414, to authenticate the user. The username 2412
and password 2416 may be created by the user in another
computer and downloaded into the vehicle 100 or may be
created in the vehicle 100.

The mobile device information 2420 can include any
information about one or more mobile devices or other types
of devices that may be associated with the user and linked
with the vehicle 100. Mobile device information 2420 can
include the mobile device number, the media access control
(MAC) address, a uniform resource locator (URL), or other
types of information that might be associated with a mobile
device. Further, mobile device information 2420 can include
any kind of Bluetooth link, passcode, or information about
a wearable that might provide information about a user.

The dongle code 2420 can be the code or frequency of the
dongle 2008. Thus, this information may be associated with
the user rather than with the vehicle 100 because the dongle
2008 is more user-specific than vehicle-specific because the
user carries the dongle 2008. Information from that dongle
2008 can be associated with any kind of specific information
about the user. The encryption key 2428 can be any type of
known secret that is common between the vehicle 100 and
the user. This encryption key 2428 can include some type of
pretty good privacy (PGP) key or other types of encryption
information used to encrypt the information in the data
structure 2404 or other information described herein.
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The credentials 2432 can include any type of other
credentials or information that might be used to access the
encryption key 2428 or other information described herein.
These credentials can be other types of information that may
be different than that described previously, such as a barcode
or other type of information that might be provided from
another device or memory or may have been provided by the
user through a user interface.

The VIN 2436 and ESN 2440 can be information about
the vehicle 100. This information 2436, 2440 may be
provided automatically when the data structure 2404 is
created by the processor 5608 of the vehicle 100. The VIN
may be stored not only as plates or information physically
connected to the vehicle but may also be electronic infor-
mation stored securely within the vehicle 100. The ESN
2440 may be an identification number for the communica-
tion system 1900 of the vehicle 100.

The engine code 2448 can be any type of code related to
the electric or gasoline engine. This code 2444 can be
provided by the engine through some type of communica-
tion with the magnetic or electric field of the engine. This
engine code 2448 can be an alphanumeric code, a numeric
code, a globally-unique identifier (GUID), or some other
type of code. Thus, similar to the VIN 2436 or the ESN
2440, the engine code 2444 can provide an identification of
the engine.

Another data system 2500 may be as shown in FIG. 25.
Here, the data system 2500 can include one or more other
types of secure information associated with the user. The
data system 2500 can include one or more data structures
2504, each related to a user, as represented by ellipses 2536.
The data structure 2504 can include information that is
stored, managed, sent, received, retrieved by the systems
described herein. The data structure 2504 can include one or
more of, but is not limited to: payment information 2508, a
personal identification number (PIN) 2512, identifiers 2516,
addresses 2520, limits 2524, preferences 2528, and/or rules
2532. There may be more or fewer fields, associated with
data structure 2504, than those shown in FIG. 25, as repre-
sented by the ellipses 2540.

Payment information 2508 can be any type of credit card,
bank account, or other financial information that might be
used in a secure communication payment through or with
the vehicle 100. Similarly, the PIN 2512 can be any type of
PIN associated with one or more of the financial instruments
provided in the payment information 2508. These PINs may
be created by the third-party financial institutions and given
to the user. The user may enter the PIN 2512 into the vehicle
100 through a user interface, and the vehicle can store the
PIN 2512 in data structure 2504.

The IDs 2516 may be any type of information used with
the payment information 2508. Thus, the IDs 2516 can
include the name on a credit card, an alias, or some other
information associated with the payment information 2508.
The address 2520, similar to the IDs 2516, can be the
address for the user of the payment information 2508. As
such, the address 2520 can be the home address, business
address, or some other type of address associated with the
user having payment information stored in field 2508.

Limits 2524, preferences 2528, and rules 2532 can be
user-created fields, may be automatically set, or learned, by
machine-learning, based on repetitive processes of the user
while in the vehicle 100. Limits 2524 can be any limit on any
type of secure communication or secure transaction used
with the vehicle 100. These limits 2524 can be in dollars, in
a number of transactions, or some other type of limit. Limits
2524 can be associated with the vehicle 100 or may be
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associated with two or more vehicles and thus may limit
transactions across all types of vehicles the user may be
associated therewith. Preferences 2528 can be any type of
financial or behavior preference of the user. Behavior pref-
erence 2528 can be a determination of the desires or wants
of'a user based on their behavior. For example, if a user buys
coffee every morning at a certain Starbucks, that coffee-
buying event at the Starbucks can be a preference of the user
stored in field 2528. The rules 2532 can be any type of
information dictated by the user to control secure commu-
nications or transactions with the vehicle 100. For example,
the user may preauthorize certain types of transactions or
communications with the vehicle 100, or others may not be
preauthorized. As such, this preauthorization may be
included in the rules field 2532.

Data system 2600 can include one or more types of
information regarding a user’s behavior or information
about the vehicle 100 associated with the user may be as
shown in FIG. 26. Each user may have their own type of
information stored in the data system 2600, as represented
by ellipses 2628. The information may be stored in the data
structure 2604 that includes one or more of, but is not limited
to: a product services field 2608, a route field 2612, a
triggering events field 2616, and/or battery rules field 2620.
There may be more or fewer fields than those shown in data
structure 2604, as represented by ellipses 2624.

The product services field 2608 can include any type of
product or service bought by the user while operating the
vehicle 100. For example, the products or services 2608 can
represent such things as food purchases, gasoline purchases,
car wash purchases, toll purchases, parking purchases, or
other types of events that occur with and/or are associated
with the vehicle 100. The lists of products and services 2608
may also include a context about when or where things were
bought, what time the user bought them, how often they
bought them, and other types of information. As such, this
information of products and/service purchases 2608 can be
generated and developed into preferences 2528, as explained
previously with FIG. 25.

An embodiment of one or more routes taken by the user
may be stored in route field 2612. These routes 2612 may be
the consistent or common routes taken by the user and may
also include information about what types of products or
services may be offered along those routes. This information
2612 can allow the vehicle 100 to present options to the user
or conduct automatic communications or transactions along
such routes 2612.

Triggering events 2616 may be predetermined events that
may cause certain purchases or communications to be con-
ducted automatically by the vehicle 100. For example, a
triggering event 2616 of inclement weather may cause the
user to automatically purchase heightened map and weather
data for the vehicle display. In other events, triggering events
2616 may be set once the user enters the vehicle 100 before
conducting a drive. For example, a user can establish what
communications or transactions are preauthorized for that
drive when the triggering event 2616 of starting the vehicle
occurs.

Battery rules 2620 can be what type of actions may be
allowed for charging, discharging, changing, or managing
the battery charge. These battery rules 2620 can include one
or more of, but are not limited to: where batteries may be
charged or replaced, where a vehicle 100 is allowed to get
a charge without authorization, and other types of informa-
tion. As such, the battery rules 2620 can manage the finan-
cial transactions conducted and associated with the battery.
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An embodiment of a signaling diagram between the
vehicle 100 and a user 220 may be as shown in FIG. 27. This
signaling arrangement shown in FIG. 27 may occur when
the user enters the vehicle 100 and then begins to drive the
vehicle 100. Upon entering the vehicle 100, the user 220
may start the vehicle 100 or generate an event with the
vehicle 100 that indicates a drive is about to begin.

The vehicle 100 may then request the user’s username
2412 and password 2416, in signal 2704. The username and
password request may be sent to a user interface displayed
on a display associated with the vehicle 100. In other
configurations, the username 2412 and/or password 2416
may be requested and provided to the vehicle 100 with a user
interface event and an audio or other type of response or
gesture, in signal 2708. The response from the user 220 can
provide the credentials for the vehicle 100 to authenticate
the user. In some configurations, the dongle 2008 may send
a code 2712 to the vehicle 100. As the dongle 2008 is
associated with the user 220, this code 2712 can identify the
user to the vehicle 100. Along with the code 2712, the
dongle 2008 may send a function or a request for an
operation, optionally in step 2716. A function can be some
type of request for the vehicle to perform an operation such
as starting the vehicle 100, opening doors, opening win-
dows, or doing some other kind of task. This function 2716
can also be a request to conduct a secure communication or
transaction that may be authorized only with the dongle
2008. As such, even if the user’s vehicle 100 is stolen,
without the dongle 2008, financial transactions may not be
conducted.

Biometrics may also be collected by vehicle 100, in signal
2720. Sensors 5437, within the vehicle 100, may obtain
biometric information from the user 220. This biometric
information can be a visual recordings of the user’s face,
may be a voice recording, may be some other physical
characteristics recorded by the sensors 5437 within the
vehicle 100. This biometric information can be compared to
biometrics information 2408. If there is a positive compari-
son with the biometric information 2408 and the user is
identified, the vehicle 100 may send an identity verification
signal 2724 back to the user 220. The vehicle 100 may
present some identity verification to the user interface to
allow the user to understand that they have been identified.
The user 220 may respond by providing an okay signal 2728
back to the vehicle 100. The okay signal 2728 may be given
in a user interface or may be a voice or a hand gesture within
the vehicle 100 and recorded by the vehicle sensors 5437.

In some configurations, the vehicle 100 may ask for a
preauthorization or a half-token provided by the user, in
signal 2732. Here, the vehicle 100 may present a user
interface or an audio request to the user 220 requesting
whether the user wishes to authorize certain automatic
communications or automatic transactions before the drive
begins. If the user does desire such type of automation, the
user 220 may send an ack or acknowledge signal 2736 back
to the vehicle 100. The ack signal 2736 can again be a user
interface input, may be a voice command, some type of
gesture or other type of response between the user 220 and
the vehicle 100.

The vehicle 100 may then send a second token, e.g., an
order, 2740 to a user 220. The order 2740 may be an
automated request to a third party for some type of product
or service. This order 2740 may be presented to the user
interface to allow the user to acknowledge whether the order
should be made in signal 2744. If acknowledged, the vehicle
100 can confirm the purchase to the user, in signal 2748,
after making the proper purchase, transaction and/or com-
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munication with the third party. This confirmed purchase
then may be acknowledged by the user 220, in signal 2752.

Another embodiment of a signaling process between a
vehicle 100 and a second party, such as a retailer 2804, may
be as shown in FIG. 28. An initial signaling 2808 for
establishing communications between the vehicle 100 and
the second party 2804 may involve nearfield communica-
tions, such as through an RFID device, wireless communi-
cations either through a cellular or 802.11 link. Regardless
of the format, the vehicle 100 and the second party 2804 can
establish some communication connection through signal(s)
2808.

The vehicle 100 may then send a half-token or preautho-
rization for some type of good or service or other type of
secure communication to the second party, in signal 2812.
The half-token signal 2812 may include some secure com-
munication data, but may not be a complete set of data for
the second party to conduct an activity without a second set
or portion of information. Thereinafter, the vehicle 100 may
send a preorder or other type of secure communication 2816
to the second party 2804; the half-token 2812 may authen-
ticate or authorize a transaction, the order may be the next
step in identifying what is desired by the user of the vehicle
100. The vehicle 100 may then send an identifier 2820 for
identifying the user and/or vehicle. This information 2820
can be sent in a long-distance communication without the
vehicle/user in the physical proximity of the second party
2804. As such, the identifying information 2820 can later be
used to identify that vehicle/user when the vehicle 100 does
arrive within physical proximity of the second party 2804.

Sometime thereinafter, after vehicle 100 drives to second
party 2804 and a second communication establishment may
be conducted with signals 2824. The vehicle 100 can estab-
lish communications that require physical proximity, for
example, nearfield communications or some other type of
communication connection. Thereinafter, the second party
2804 may send a request to identify or verify the identity of
the vehicle 100 and/or user 220, in signal 2828. This signal
2828 may be a request for more information to complete the
token. The vehicle 100 can send an acknowledgement signal
2832 to the second party 2804.

The second party may then send a confirm order signal
2836, which may be acknowledged by the vehicle 100 in
signal 2840. The confirm order 2836 may cause the vehicle
100 to present information to the user interface for the user
220 to confirm the order and/or information previously sent
by the vehicle 100. Upon acknowledging the order, the user
220 can authorize the vehicle 100 to send billing informa-
tion, in signal 2844. Billing information 2844 may be the
second, matching half-token sent to the second party 2804.
Billing information thus may complete the information
needed by the second party 2804 to conduct or provide the
service or good ordered in signal 2816. The second party
2804 may acknowledge the billing information in signal
2848.

FIGS. 28 through 41 provide user interfaces that may be
presented on the display 5472 within the vehicle 100. These
user interfaces may be provided in a heads-up display, in a
display in the head unit, or some other type of display. The
user interfaces can include both dynamic and static compo-
nents. The dynamic components can receive user input and
be user-selectable devices. The dynamic components can
include tabs at the top of the user interface 2912, which,
when selected, provide for different types of user interfaces.
Further, they may include menus, dropdown menus, text-
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boxes, radio buttons, or other types of selectable devices that
provide user input into the vehicle’s processing system
5608.

FIG. 29 provides a first user interface 2900 to allow the
user to enter financial information into the vehicle 100 to be
securely stored therein. The display 2904 can include a
frame and a display portion 2908 to a window or other type
of user interface (while a window is generally use in a
desktop environment, the term “window” here can describe
a portion of content displayed together where the content is
generally interrelated). The window or user interface may be
associated with one of two or more tabs 2912. In FIG. 29,
window 2908 can be associated with financial information
tab 2912a, which has different visual indicia, for example a
shading or different color for tab 2912a compared to the
other tabs 29124 through 29124d.

To enter financial information, the user may be provided
with an indication 2916 that the user can select a radio
button 2920 to enter financial information. If selected, the
user can then enter information under different categories
indicated by static information displays. For example, the
name on the credit card may be presented in indication 2924
where the user could enter their name in fields 2928a and
2928b. A credit card number indication 2932 provides for a
text box 2936 that allows the user to enter their credit card
number into text box 2936. The billing address field 2940
allows for the user to enter their street, city, state, and ZIP
code in fields 2944, 2948, 2952, and 2956, respectively. A
security code field 2960 allows the user to enter their
security code (CVV) from the back of their credit card in
field 2964, or their PIN for the credit card in field 2968.
Through the user interface 2908, the user can enter all their
financial information which then may be used automatically
by the vehicle 100 in secure communications.

Another user interface 3000 is shown in FIG. 30A. This
user interface embodiment 3000 includes an information
box 3004. The box or window 3004 includes a banner 3008
indicating that the user can use this interface to approve
contactless payments or authorize those contactless pay-
ments. An icon 3012 indicates that the user interface 3004
provides for information or input and requires user attention.

A dropdown menu or selection menu, having banner
3016, allows a user to approve transactions for different
types of events. For example, the user may, according to the
banners 3020, 3028, and 3036, approve transactions for a
particular route, time period, or per transaction by selecting
one of the radio buttons 3024, 3032, or 3040, respectively.
For any one of the items—for instance, the time period
selection 3028, 3032—a dropdown menu 3044, with the
banner 3044 for time limit, may be presented. Thus, for the
time period selection 3028, the user may have different types
of time periods from which to select. For example, the
selections 3048, 3056, and 3064 indicate that the user can
select approval of transactions or payment authorizations for
a one-hour time period, a two-hour time period, or for a
particular commute, by selecting radio buttons 3052, 3060,
3068, respectively.

Another embodiment of a window user interface 3072
may be as shown in FIG. 30B. Another popup window 3072
for contactless payment authorization having icon 3012 may
also be presented. Here, the user may have a user-selectable
device, for example, a button 3076, that allows the user to
approve all contactless payments rather than enter in the
information shown in FIG. 30A.

Another user interface 3100 for authorizing a particular
transaction may be as shown in FIG. 31. A window 3104 that
provides an alert may be shown in the user interface 2908.
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The alert 3104 can include an information box 3108 that
describes some transaction or pre-order. This pre-order may
be for a vendor provided in banner 3112. The pre-order items
may be listed in section 3116 with a cost or price for the
order in portion 3120. This information may be indicative of
a pre-order or an order made automatically by the vehicle
100. The user may then approve this preauthorization or
pre-order by selecting a user-selectable device, for example,
the button 3124.

Another embodiment of a user interface 3200 that pro-
vides for placing ads within the user interface 2908 of the
vehicle 100 may be as shown in FIG. 32. In this configu-
ration, a popup window 3204 containing an advertisement
3208 may be shown in the user interface 2908. This adver-
tisement 3208 may be associated with a specific product
commonly used by the user or may be a product available on
the route currently being taken. The user may pre-order that
item by selecting user-selectable device 3212 to order the
product or service provided in the advertisement 3208.

Another approval or authorization user interface 3300 to
conduct a transaction u may be shown in FIG. 33. The user
interface 2908 includes another window 3304 to conduct an
order. A typical or usual order may be listed in section 3308.
For example, the current order is for a coffee from a
particular vendor. This order may be a preference gleaned
from the preferences information 2528. By presenting this
order and selecting user-selectable device 3312 through user
input, the user can authorize the vehicle 100 to automatically
purchase such item.

Further authorization information that may be used for
conducting transactions through the vehicle 100 may be as
shown in FIG. 34. The user interface 3300 can include
another window 3304 in interface 2908. The user interface
window 3304 can include further information required by a
user to complete a transaction. In this case, PIN information
that may be the same or similar to PIN 2512 may be
provided by the user. The field 3308 allows the user to enter
the PIN through input through a keyboard presented on the
user interface or through a phone or other device. This PIN
2512 may then be used to present the second half-token to
the vendor for completing a transaction. It may also be
possible for the user to select some other type of identifier
by selecting user interface device 3312. Other identifiers can
include such things as a biometric identifier, username and
password, or some other type of identifier explained previ-
ously.

Another user interface 3500 for approving an order that
was already preordered may be as shown in FIG. 35. Here,
user interface 2908 includes the window 3504 for allowing
approval of payment. The window 3504 includes a box 3508
that provides the information about the order that is to be
completed. This box 3508 may include a banner 3112 and a
portion 3116 for including the items ordered and a portion
3120 including the cost or price of the order. This order may
be finally approved by the user by selecting the user inter-
face device 3512 through touch input or some other type of
input.

Another user interface 3600 for approving transactions for
a particular type of event may be as shown in FIG. 36A. A
window 3604 may be presented in user interface 2908. The
window 3604 can include a dropdown menu 3608 with
user-selectable device 3616 to select the type of event for
which to approve transactions. The banner 3612 can list
what type of approval is being given. Selecting the user-
selectable device 3616 can cause a dropdown menu to
provide further granularity in the selection. For example, a
time limit may be selected by selecting radio buttons 3620,
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3624, and/or radio button 3628. As such, the user can
provide for authorization of secure communications and
payments for a particular time period using user interface
3604.

Another embodiment of a user interface 3632 that
includes a popup information box 3636 may be as shown in
FIG. 36B. Here, the user may have already-completed or
automatic orders completed. Box 3636 provide the user
information about how much time is left for transaction
approval in countdown clock 3640. This clock 3640 counts
down from some certain amount of time (e.g., five (5)
minutes) until the pre-order is canceled, and the transaction
is left unapproved.

A user interface 3700 for allowing a user to approve
transactions or communications along a particular route may
be as shown in FIG. 37. Here, the user interface 2908 may
include a window 3704 that is associated with a map 3708.
This map 3708 may include a projected route 3712. The
window 3704 may also include a popup box 3716 with
banner 3720 that indicates that by selecting button 3724, the
user can approve any transaction along the route 3712. In
this way, the user is allowed to complete secure communi-
cations or transactions along route 3712 through the vehicle
100 without requiring further user input during this travel.

Another user interface 3800 similar to user interface 3704
shown in FIG. 37 is provided in FIG. 38. Here, further
information is provided about the route 3712, such as
weather data 3804. A user may preapprove for enhanced
navigation or enhanced data. This approval allows the user
interface 3704 to provide weather information 3804 or other
types of data for which the user must pay. Thus, if inclement
weather is imminent, the vehicle 100 may make an auto-
matic transaction to provide this further information and pay
for that information. These types of transactions may be
pre-authorized by the user.

An embodiment of a user interface 3900 for receiving
and/or providing financial information about a passenger in
the vehicle 100 may be as shown in FIG. 39. The fields
2916-2968 are the same or similar to those fields 2916
through 2968 as shown in FIG. 29. As such, these fields
2916-2968 will not be explained further except that the
fields 2916-2968 are used to enter information for a pas-
senger rather than a driver, as represented by tab 29124
having different visual indicia than tabs 2912a, 2912¢, or
29124.

Two additional fields 3972, 3976, in user interface 3900,
allow the passenger to enter their mobile device information.
This mobile device information 3972 and 3976 allows the
vehicle 100 to identify the user and communicate the
passenger’s financial information when being identified
within the vehicle 100. Also, having the mobile device
information 3972, 3976 allows the vehicle 100 to conduct
transactions through the mobile device rather than through
the vehicle 100, if desired.

Another user interface 4000, within display 2908, related
to user preferences, as represented by different visual indicia
on tab 2912¢, may be as shown in FIG. 40. User preferences
may include a window 4004 that includes various fields
4008 through 4052 for specifying different preferences for
how secure communications or financial transactions may be
conducted by the user. Each field 4008, 4016, 4024, 4032,
4040, and 4048 may have an associated radio button 4012,
4020, 4028, 4036, 4044, and 4052 to receive user input that
indicates preferences for secure communications.

The fields 4008-4052 may include selections for auto-
matic payments (allows the vehicle 100 conduct payments
without user input), pre-authorizations (requires the vehicle



US 10,032,319 B2

35

100 to get authorization for orders), approve payment (re-
quires the vehicle 100 to get approval for payments), use of
PIN (requires the vehicle 100 to obtain a PIN for payments),
store usual orders (requires the vehicle 100 to store common
or recurring orders), allow passenger payment (allows a
passenger to associated payment information with the
vehicle 100 and make payments). Any one of these prefer-
ences may be provided or selected by selecting radio buttons
4012, 4020, 4028, 4036, 4044, and 4052.

An embodiment of a user interface 4100 associated with
event preferences, as represented by tab 29124 having
different visual indicia, may be as shown in FIG. 41.
Window 4104 may be provided that provides for the vehicle
100 to conduct particular procedures if certain, future events
occur. These events may include weather alerts 4108, emer-
gency battery alerts 4116, police action alerts 4124, or
enable internet orders 4132. Any of these different selections
4108, 4116, 4124 may be completed by selecting one or
more of the radio buttons 4112, 4120, 4128, 4136. Weather
alerts 4108 allow the user to automatically purchase further
information about weather if necessary. Emergency battery
events 4116 can allow for purchasing or pre-purchasing
battery charging if necessary. Police action event 4124 can
allow for communications of routes or information on the
route display when there is a police action. Finally, internet
orders 4132 may allow the vehicle 100 to purchase services
or goods through the Internet if radio button 3146 is
selected.

An embodiment of a method 4200 for receiving and
storing user secure information may be as shown in FIG. 42.
Generally, the method 4200 starts with a start operation 4204
and ends with operation 4240. The method 4200 can include
more or fewer steps or can arrange the order of the steps
differently than those shown in FIG. 42. The method 4200
can be executed as a set of computer-executable instructions
executed by a computer system or processor and encoded or
stored on a computer readable medium. In other configura-
tions, the method 4200 may be executed by a series of
components, circuits, gates, etc. created in a hardware
device, such as a System of Chip (SOC), Application
Specific Integrated Circuit (ASIC), and/r a Field Program-
mable Gate Array (FPGA). Hereinafter, the method 4200
shall be explained with reference to the systems, compo-
nents, circuits, modules, software, data structures, signaling
processes, models, environments, vehicles, etc. described in
conjunction with FIGS. 1-41 and 54A-56.

A processor or CPU 5608 can receive an event, in step
4208. The event can be the starting of the vehicle 100, a
connection made by a user with the dongle 2008, or another
event. This event can cause the CPU 5608 to present a user
interface 2900 on a display 5616.

In step 4212, the CPU 5608 renders the user interface
2900 for displaying on the output device 5616. The output
device 5616 can include the screen 2904 provided in the
head unit, a heads-up display, or some other type of display
within the vehicle 100. From the user interface 2900, the
CPU 5608 can receive input into the user interface 2908, in
step 4216. The input can be the entry or determination of
whether or not the user desires to enter financial information
to be associated with the vehicle 100.

In step 4220, the CPU 5608 determines whether the user
desires to enter secure information. For example, the user
may select radio button 2920 to alert the CPU 5608 that the
user desires to enter secure information. If secure informa-
tion is desired to be entered, the method 4200 proceeds
“YES” to step 4224. However, if no information is desired
to be entered, method 4200 proceeds “NO” to step 4240.
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In step 4224, the CPU 5608 receives secure input through
the user interface 2900. Here, the user may enter information
about their finances or financial information in fields 2924
through 2968. This information may be provided to the CPU
5608, or the information may then be buffered in memory
5636. In step 4228, the CPU 5608 can encrypt the informa-
tion and store it within memory 5636. The encryption key
may be some secret shared between the user and the vehicle
100. This encryption information may be provided in
another user interface, through voice input, or through some
other input. Further, there may be other types of encryption
keys that may be associated with biometrics or other infor-
mation.

In step 4232, the CPU 5608 stores the encrypted infor-
mation in secure storage within the vehicle 100. Secure
storage can be a separate secure area of storage 5636. In
some configurations, this secure storage may be accessed
differently and may be physically separated from working
memory 5636. In other configurations, the secure storage
may be a separate part of the working memory 5636 that
may be accessed with different protocols. Upon storing this
information, the CPU 5608 associates the user of the vehicle
100 with the encrypted information, in step 4236. Here, the
user’s biometrics 2408, username 2412, password 2416 etc.
may be stored with data structure 2504 or other information
to associate the user with the information.

A method 4300 for encrypting the sensitive information,
as described in conjunction with FIG. 42, may be as shown
in FIG. 43. The method 4300 can be conducted by the CPU
5608 for encrypting the sensitive information in the memory
5636 of the vehicle 100. Generally, the method 4300 starts
with a start operation 4304 and ends with operation 4324.
The method 4300 can include more or fewer steps or can
arrange the order of the steps differently than those shown in
FIG. 43. The method 4300 can be executed as a set of
computer-executable instructions executed by a computer
system or processor and encoded or stored on a computer
readable medium. In other configurations, the method 4300
may be executed by a series of components, circuits, gates,
etc. created in a hardware device, such as a System of Chip
(SOC), Application Specific Integrated Circuit (ASIC),
and/r a Field Programmable Gate Array (FPGA). Hereinat-
ter, the method 4300 shall be explained with reference to the
systems, components, circuits, modules, software, data
structures, signaling processes, models, environments,
vehicles, etc. described in conjunction with FIGS. 1-42 and
54A-56.

In step 4308, the CPU 5608 can receive sensitive infor-
mation, as described in conjunction with FIG. 42. In step
4312, the CPU 5608 can determine an encryption key based
on the user and/or vehicle information. As such, the CPU
5608 can associate the VIN 2436, the ESN 2440, the engine
code 2444, or other information associated with the vehicle
100 with the user and the user information, for example,
biometrics 2408, username 2412, password 2416, mobile
device information 2420, dongle code 2424, etc. This user
and vehicle information may be associated together to create
the encryption key.

In step 4316, the CPU 5608 can encrypt the sensitive
information received in step 4308 with the key. This key
would be associated with both the vehicle and the user and
may not be accessed without the presence of the user within
the vehicle 100 or if the user is not associated with the
vehicle 100. As such, if the vehicle 100 is stolen, the
information cannot be accessed. Further, another user cannot
enter the vehicle 100 and use the information, and the user
may not use some other vehicle for secure communications
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with the information. The encrypted information may then
be stored in working memory 5636 or in storage 5620, 5624,
in step 4320. As such, the CPU 5608 can permanently store
the information in secure storage as encrypted information
that becomes difficult to use except when the user is asso-
ciated with the vehicle 100.

Thus, operator or owner financial information and user
biometric data can be stored in an encrypted memory 5624,
5636 on the vehicle 100, such as in encrypted RANI or other
storage medium. If RAM were to be encrypted, it must be
decrypted automatically for usage by the CPU 5608. In some
configurations, the CPU 5608 does not operate on the RANI
directly. The CPU 5608 loads code and data from the RAM
into the CPU’s internal caches. The loading/unloading pro-
cess is transparent for both the applications 5644 and the
operating system 5640.

An automatic RAM encryption system can be embodied
in hardware, for example, in the CPU 5608. If encryption
were to be done in the RAM, an attacker may be able to
freeze the RANI and then plug the RANI into a different
machine to extract the information. In a similar manner,
decryption in an external RAM controller may not prevent
active attacks. The automatic RAM encryption system could
also defeat a cold boot attack or a platform reset attack in
which an attacker, with physical access to a computer, is able
to retrieve encryption keys from a running operating system
after using a cold reboot to restart the machine. This type of
attack relies on the data remanence property of DRAM and
SRAM to retrieve memory contents that remain readable in
the seconds to minutes after power has been removed.

In additional or alternative configurations, disk encryption
techniques can also be employed. When a user first powers
on the vehicle and before the operating system 5640 can
boot up, the user must unlock his or her disk by supplying
the correct encryption key. The files that make up the
operating system are on the encrypted disk, so there is no
way for the computer 5608 to work with the operating
system 5640 until the disk is unlocked.

In some configurations, inputting a security credential,
like a passphrase or biometric identifier, does not unlock the
whole disk but unlocks an encryption key, which in turn
unlocks everything on the disk. This indirection allows a
user to change his or her passphrase (if a passphrase is used)
without having to re-encrypt the disk with a new key and
also makes it possible to have multiple passphrases, other
security credentials, or combinations thereof that can unlock
the disk, for example, if the operator or owner were to add
another user account to the on board computer.

Other configurations may defeat a cold boot attack;
encryption software periodically flushes the encryption key
every few minutes when not in use. The user would be
required to re-authenticate himself or herself to the on board
computer system 5608, after expiration of a selected period
of time. A user-friendly transparent proximity solution can
exist where the vehicle remote keyless system (the dongle
2008) acts as a type of wireless device to transmit a unique
code or signal that can cause the controller 5608 to securely
access the encryption key whenever needed or otherwise
cause the encryption key to be refreshed periodically.

As will be appreciated, keyless remotes 2008 contain a
short-range radio transmitter, and must be within a certain
range, usually 5-20 meters, of the vehicle 100 to work. It
sends a coded signal by radio waves to a receiver unit in the
vehicle 100, which performs a selected function, such as
locking or unlocking the door. Alternatively, the secure key
can be derived from the coded signal itself by a known key
generation algorithm (e.g., in which the seed is the coded
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signal or the coded signal along with another identifier, for
example, a biometric indicator of a user or all or part of the
VIN 2436 of the associated vehicle 100.

An embodiment of a method 4400 for a driver and/or
passenger to enter secure information into the vehicle 100
may be as shown in FIG. 44. Generally, the method 4400
starts with a start operation 4404 and ends with operation
4440. The method 4400 can include more or fewer steps or
can arrange the order of the steps differently than those
shown in FIG. 44. The method 4400 can be executed as a set
of computer-executable instructions executed by a computer
system or processor and encoded or stored on a computer
readable medium. In other configurations, the method 4400
may be executed by a series of components, circuits, gates,
etc. created in a hardware device, such as a System of Chip
(SOC), Application Specific Integrated Circuit (ASIC),
and/r a Field Programmable Gate Array (FPGA). Hereinat-
ter, the method 4400 shall be explained with reference to the
systems, components, circuits, modules, software, data
structures, signaling processes, models, environments,
vehicles, etc. described in conjunction with FIGS. 1-43 and
54A-56.

In steps 4408, 4424, the vehicle 100 can sense the
presence of a driver or passenger, respectively. The internal
sensors 5437 may sense the presence of a person within the
vehicle 100. This person may be a driver or a passenger. The
information gleaned from the sensors within the vehicle 100
may then be provided to the CPU 5608. In steps 4412, 4428,
the CPU 5608 can receive the biometric information asso-
ciated with the driver/passenger. This information may then
be used to determine whether or not the passenger or driver
is previously associated with the vehicle 100. The biometric
information may be as stored in data structure 2404 in field
2408.

With the biometric information, the CPU 5608 can com-
pare the received information with the information in field
2408 to determine if the driver or passenger is authenticated,
in steps 4416, 4432. If the received biometric information
from internal sensors 5437 is the same or similar to stored
biometric information 2408, the driver/passenger is authen-
ticated. As such, the CPU 5608 can determine if the driver/
passenger is authenticated in steps 4420 or 4436. If the
information does compare, then the driver/passenger is
authenticated and the method 4400 proceeds “YES” to step
4448. However, if the driver or passenger is not authenti-
cated, the method 4400 proceeds “NO” to step 4440, where
the CPU 5608 determines if other information is available.

Other information may include a username 2412, a pass-
word 2416, mobile device information 2420, etc. that may
be used to authenticate the user. If there is other information,
the CPU 5608 can gather or obtain that information, in step
4444. Thus, the CPU 5608 may request the username or
password from the user, connect or couple with the mobile
device or the dongle, or may conduct other operations to
gain that information. If the other information is valid and
compares to the information stored in data structure 2404,
the user may be authenticated again. However, if no other
information is available, the operation may end without the
user being authenticated or allowed to do secure communi-
cations. If the user finally is authenticated, then in step 4448,
the vehicle processor 5608 can allow secure interactions
between the vehicle 100 and third parties.

Based on a driver’s preferences (e.g., user goes to Star-
bucks every morning, etc.), the onboard computer automati-
cally pre-authorizes a transaction at a particular time and/or
in response to a particular detected location of the vehicle
100. This pre-authorization can be done by observation and
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based on historic user behavior or spatial proximity of the
vehicle 100 to the vendor (e.g., range of a transceiver on the
vehicle 100 to a transceiver at the vendor or GPS-based
locations of the vehicle 100 and vendor).

In this example, the vehicle 100 can gate release infor-
mation to avoid unintended purchases. This gate-release of
information can be done by an interactive user interface (UI)
on the vehicle 100. Presumably, the vehicle 100 may identify
a potential purchase by the driver, such as by receiving and
pre-filtering purchase options before presenting, to the
operator, the option. Otherwise, the operator could be
swamped by options while he or she is driving through an
area loaded with retail stores. The trigger could be based on
prior driver behavior, proximity of the vehicle 100 to a
vendor, a state of the vehicle 100 (e.g., stopped, in motion,
velocity of vehicle 100, etc.), and the like. There may also
be operator authentication prior to the function of pre-
purchase being activated. This approval can prevent a thief
or family member from using the function without authori-
zation.

In some configurations, the vehicle 100 may anticipate
payments to be made, or opportunities to pay, based on a
number of factors associated with the vehicle 100 or vehicle
state, such as speed, turn signal activation, road or lane
change, and the like. In response to detecting one or more of
these factors, the vehicle 100 may present the user with a
context-sensitive prompt designed to provide an advanced
authorization for payment for a good or service. This
advanced authorization for payment can save authentication
time, processing time, and/or waiting time associated with
payment stations, providing a quick transactional exchange.

By way of example, a user may be approaching a gas
station and a drive-through coffee shop in a vehicle 100.
Upon reducing speed, directing, and/or positioning the
vehicle 100 into proximity with the coffee shop, the vehicle
100 may prompt the user for advanced authorization for the
coffee shop (e.g., rather than the gas station or any other
service). The user may accept the advanced authorization
(e.g., for an open-amount, particular amount, etc.). Addi-
tionally or alternatively, the vehicle 100 may prompt the user
for authorization for a particular drink and/or group of
drinks, food, etc. The user may accept a “usual” order (e.g.,
based on historical data, preferences, and/or voice com-
mand), and as the user drives up to the “ordering” window/
kiosk, the user may be directed to the “pickup” window
where the drink and/or food is waiting for the user and has
already been paid for by the vehicle authorization made.

In some configurations, payments made by a vehicle 100
may be conditionally authorized ahead of a transaction time
for a limited period of time. This pre-transaction authoriza-
tion may be restricted and/or only active for a particular time
surrounding a determined movement of the vehicle 100. In
one example, a user may enter a destination into a driving-
navigation program (e.g., GPS navigation system associated
with the vehicle 100, etc.). The vehicle 100 may determine
a particular path of travel for the vehicle 100 and determine
that specific routes require payment (e.g., toll roads, parking
garages, congestion tax fees, etc.) or requires charging to be
performed. In response to determining that the specific
routes require some type of payment, the vehicle 100 may
determine to authorize the predicted payments required on
the specific routes. This authorization may be valid only for
a limited time, while the vehicle 100 is traveling along the
route, and/or as long as the vehicle 100 has power, etc. For
instance, if the user deviates from the path, the pre-transac-
tion authorization is revoked, preventing any accidental or
unintended payments.
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A driver may generally associate their payment informa-
tion with a vehicle 100. Yet, sometimes, the vehicle 100 may
transport multiple parties, for example, in a car pool. If a
person other than the driver desires to pay for a good or
service, the person may not be able to utilize the vehicle’s
payment system. Thus, the vehicle 100 may be capable of
adding multiple buyers/payers to the payment system by
associating those other people with the vehicle 100.

A passenger may enter the vehicle 100. The vehicle 100
may sense the presence of the passenger by receiving a
phone signal, by receiving sensor data from sensors associ-
ated with the passenger (e.g., activation of the airbag, heat,
weight, etc.), etc. A user interface presented on the head unit
or in a screen of the entertainment system may be prompt the
passenger with the option to associate financial information
with the vehicle 100. If the passenger participates, the
passenger can utilize the payment system. Further, the
vehicle 100 may use that person’s cell or phone for trans-
actions when the passenger is paying. Any stored data may
be erased when the passenger leaves the vehicle 100, which
prevents reuse of the payment information. Or, in the
alternative, the payment information may be dormant until
the user is identified in the vehicle 100 again or their mobile
device enters the vehicle 100 again. In some situations, the
passenger and driver can use the vehicle payment system to
split payments, for example, for battery charging, food,
hotel, etc.

An embodiment of a method 4500 for allowing contact-
less secure communications may be as shown in FIG. 45.
Generally, the method 4500 starts with a start operation 4504
and ends with operation 4532. The method 4500 can include
more or fewer steps or can arrange the order of the steps
differently than those shown in FIG. 45. The method 4500
can be executed as a set of computer-executable instructions
executed by a computer system or processor and encoded or
stored on a computer readable medium. In other configura-
tions, the method 4500 may be executed by a series of
components, circuits, gates, etc. created in a hardware
device, such as a System of Chip (SOC), Application
Specific Integrated Circuit (ASIC), and/r a Field Program-
mable Gate Array (FPGA). Hereinafter, the method 4500
shall be explained with reference to the systems, compo-
nents, circuits, modules, software, data structures, signaling
processes, models, environments, vehicles, etc. described in
conjunction with FIGS. 1-44 and 54A-56.

The CPU 5608 can receive information from internal
sensors 5437 that indicate the presence of a user within the
vehicle, in step 4508. As described in conjunction with FIG.
44, the internal sensors 5437 can send information to the
CPU 5608 indicating that a person is within the vehicle 100.
In step 4512, the CPU 5608 can identify the person by
comparing the biometric information received from the
internal sensors 5437 with biometric information 2408 in
data structure 2404. In other configurations, the user may be
identified by the dongle 2008, mobile device, the username
2412 and password 2416, or some other information.

Based on the identity of the person, the CPU 5608 can
retrieve a profile for the person, in step 4516. The profile
may include data structure 2504 or data structure 2604, as
described in conjunction with FIGS. 25 and 26. The profile
of the person may include preferences 2528 or rules 2532.
The CPU 5608 can determine if a user authorizes contactless
communications, in step 4520. Here, the CPU 5608 may
check the preferences 2528 or rules 2532 to determine if the
user has authorized contactless communications. In other
situations, a user interface may be provided to the user to
allow for contactless communications, such as window
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3004, window 3012, etc. If the user does desire to allow
contactless communications with the vehicle 100 and a third
party, the method 4500 proceeds “YES” to step 4524. If the
user does not desire contactless communication, the method
4500 proceeds “NO” to step 4532.

In step 4524, the vehicle 100 may enter a geographic
location. The geographic location can be a route commonly
taken by a user of the vehicle 100. This geographical
location or route may be as described in conjunction with
FIG. 37. Upon entering this location, the CPU 5608 can send
contactless communications automatically, in step 4528. For
example, the vehicle 100 can use preferences 2528, rules
2532, or other information in data structure 2604 to send
automated purchases or other types of secure communica-
tions while in the geographic location.

An embodiment of a method 4600 for a vehicle to make
secure communications may be as shown in FIG. 46. Gen-
erally, the method 4600 starts with a start operation 4604 and
ends with operation 4628. The method 4600 can include
more or fewer steps or can arrange the order of the steps
differently than those shown in FIG. 46. The method 4600
can be executed as a set of computer-executable instructions
executed by a computer system or processor and encoded or
stored on a computer readable medium. In other configura-
tions, the method 4600 may be executed by a series of
components, circuits, gates, etc. created in a hardware
device, such as a System of Chip (SOC), Application
Specific Integrated Circuit (ASIC), and/r a Field Program-
mable Gate Array (FPGA). Hereinafter, the method 4600
shall be explained with reference to the systems, compo-
nents, circuits, modules, software, data structures, signaling
processes, models, environments, vehicles, etc. described in
conjunction with FIGS. 1-45 and 54A-56.

A vehicle 100 may enter a location, in step 4608. For
example, the vehicle 100 can enter a drive-through, a toll
lane, or some other type of location. The vehicle 100 may
then determine if a radio frequency (RF) field is detected at
one of the two or more RF devices 2004, as described in
conjunction with FIG. 20, in step 4612. The CPU 5608 may
be provided signals from the RF devices 2004 to determine
if an RF field is detected. In step 4616, the CPU 5608 can
determine which of the RF devices 2004 has the best
connection or the highest field strength. For example, if the
user is at a gas station and device 20045 is nearest, to a gas
pump with an RF transceiver, device 20045 may have the
best connection, as the field strength there may be higher
than at device 2004¢ or 20044. If device 20045 has the best
connection, then that device 20045 may couple with the RF
transceiver at the third party.

The CPU 5608 can then determine if the user authorizes
contactless communication, in step 4620. As such, the CPU
5608 can access preferences 2528, rules 2532, or other
information in data structure(s) 2504, 2604, etc. to deter-
mine if contactless communications are allowed. Further,
the user interface 3072 or 3004 may be presented to the user
and a determination made if the user provides an authori-
zation of contactless communications. If contactless com-
munications are not authorized, the method 4600 proceeds
“NO” to step 4628. However, if contactless communications
are authorized, method 4600 proceeds “YES” to step 4624.
In step 4624, the CPU 5608 can automatically send con-
tactless communications through the RF device 2004 to the
third party. These communications can include financial
information or other secure information from the vehicle
100. As such, the vehicle 100 can be an extension of the user
in delivering information to a third party.
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The method 4600 provides for devices at different loca-
tion that allow for information exchange using various
communication standards (e.g., near field communications
(NFC), BLUETOOTH™ Low Energy (BLE), radio fre-
quency identification (RFID). The devices can be mounted
or incorporated into the vehicle 100 in various locations,
e.g., a wing mirror, a windshield, a roof, etc. A vehicle 100
may have a communication device, e.g., an NFC or RFID
device, installed in such a way that the device 2004 may
communicate with external devices to conduct transactions
including contactless payments.

The devices 2004 may be passive or active. For example,
the communication device 2004 may be installed on or near
the outer surface of the vehicle 100. The device 2004 may
be placed in many areas of the vehicle 100 to communicate
with external devices in a number of situations. A driver side
device 2004¢ may be used to communicate and conduct
contactless payment transactions in drive-thru situations. An
overhead or under-carriage device 2004a may be utilized in
situations such as toll-lanes or parking garages to similarly
conduct payment transactions while the vehicle 100 may be
moving. A communication device 2004¢ may be placed on
or near the gas tank such that the device 2004¢ may conduct
a payment transaction with a gas tank nozzle or gas pump.
The device 2004 may be in communication with an onboard
computer 5608 placed inside the vehicle 100. The device
2004 may be used to store and share any amount of
information.

An embodiment of a method 4700 for conducting secure
communications with the third party may be as shown in
FIG. 47. Generally, the method 4700 starts with a start
operation 4704 and ends with operation 4728. The method
4700 can include more or fewer steps or can arrange the
order of the steps differently than those shown in FIG. 47.
The method 4700 can be executed as a set of computer-
executable instructions executed by a computer system or
processor and encoded or stored on a computer readable
medium. In other configurations, the method 4700 may be
executed by a series of components, circuits, gates, etc.
created in a hardware device, such as a System of Chip
(SOC), Application Specific Integrated Circuit (ASIC),
and/r a Field Programmable Gate Array (FPGA). Hereinat-
ter, the method 4700 shall be explained with reference to the
systems, components, circuits, modules, software, data
structures, signaling processes, models, environments,
vehicles, etc. described in conjunction with FIGS. 1-46 and
54A-56.

The vehicle 100 begins secure communications with
another party, in step 4708. Here, the processor 5608 may
communicate through the communications system 1900 to
another entity. The communication may be a remote com-
munication used through a wireless or cellular system. In
other embodiments, it may be a nearfield communication.
The third party may send a request for authorization for
some type of communication. In such a case, the vehicle 100
receives a requirement for authorization by the user, in step
4712. In other situations, an internal rule 2532 or some other
event may cause the processor 5608 to require authorization
by the user.

In step 4716, the processor 5608 may display a user
interface (e.g., user interface 2904) to provide authorization
to the vehicle 100. This user interface may be user interface
3000 shown in FIG. 30A, window 3072 in FIG. 30B, or
some other window as described herein. The processor 5608
can then determine if the user authorizes the contactless
communication, in step 4720. For example, if the user
provides input into button 3076, then the processor 5608 can
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determine that contactless communication is authorized. If
such authorization is given, the method 4700 proceeds
“YES” to step 4724. However, if no authorization is given,
method 4700 proceeds “NO” to end operation 4728.

In step 4724, the processor 5608 can create an authori-
zation based on the authorization given by the user and send
such authorization through the communications system
1900 to the other entity. As such, the processor 5608 can
provide authorizations for secure communications or other
events, such as financial transactions, through a display
and/or user interfaces on the vehicle 100 rather than through
a mobile device or a device (e.g., a credit card terminal)
associated with the other party.

User interfaces for authorization of transaction may be
provided in a head unit or other display (e.g., dash, heads-up
display (HUD), etc.). An in-vehicle display and input device
may be provided to conduct contactless payment transac-
tions with external devices. When an external device initi-
ates a payment transaction with a communication device of
the vehicle 100, a user inside the vehicle 100 may be
presented with a means for authorizing the payment, for
example, a user interface that accepts a PIN entry, a signa-
ture, fingerprint ID, retina scanner, etc. or another interface
that provides a different type of authorization (e.g., voice
authorization, gesture authorization, etc.). The means for
authorization may be dependent on the amount or type of
transaction involved. Authorization may take place prior to,
during, or following the transaction. For example, in the case
of toll-lanes, the payment may be authorized following the
use of the toll-lane. For drive-thru restaurant transactions,
the authorization may take place prior to the sale. For the
authorization of the sale of gas, the authorization may take
place immediately following the pumping of the gas and
prior to sale.

In some embodiments, payments made by a vehicle 100
may be authorized ahead of a transaction time and/or for a
limited period of time. This pre-transaction authorization
may be restricted and/or only active for a particular time
surrounding a determined movement of the vehicle 100. In
one example, a user may enter a destination into a driving-
navigation program 5402 (e.g., GPS navigation system
associated with the vehicle, etc.). The vehicle 100 may
determine a particular path of travel for the vehicle 100 and
determine that specific routes require payment (e.g., toll
roads, parking garages, congestion tax fees, etc.). In
response to determining that the specific routes require some
type of payment, the vehicle 100 may determine to authorize
the predicted payments required on the specific routes. This
authorization may be valid only for a limited time, while the
vehicle 100 is traveling along the route, and/or as long as the
vehicle 100 has power, etc. For instance, if the user deviates
from the path, the pre-transaction authorization is revoked,
preventing any accidental or unintended payments.

Payment may be later authorized based on vehicle iden-
tification and later acceptance. When a vehicle 100 conducts
a payment transaction, the transaction may be authorized
based on a unique identifier associated with the vehicle 100
and/or geolocation information associated with the vehicle
100 and/or the driver. During the initial part of the transac-
tion, the vehicle’s contactless payment system may deliver
the payment information and information regarding the
vehicle 100 and/or driver of the vehicle 100 (e.g., a half
token). This information may be collected in other ways by
the external payment device to support the authorization.
For example, the external device may photograph the
vehicle 100, license plate, and/or driver. This information
may be used to support the authorization for the transaction.
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Such pre-transaction authorization may be useful in situa-
tions requiring the driver to manually enter an authorization,
such as by PIN code, signature, etc., which may be incon-
venient or impossible when driving. For example, the sys-
tem may be used for payments made while the vehicle 100
is in motion, e.g., for paying while entering/exiting parking
garages and/or for paying for toll-lanes.

In some embodiments, the vehicle 100 may anticipate
payments to be made, or opportunities to pay, based on a
number of factors associated with the vehicle 100. These
factors can include location, speed, proximity to a location,
preference data, and/or historical information. In response to
detecting one or more of these factors, the vehicle 100 may
present the user with a context-sensitive prompt designed to
provide an advanced authorization for payment for a good or
service. This advanced authorization for payment can save
authentication time, processing time, and/or waiting time
associated with payment stations, providing a quick trans-
actional exchange.

By way of example, a user may be approaching a gas
station and a drive-through coffee shop in a vehicle 100,
upon reducing speed and/or positioning the vehicle 100 into
proximity with the coffee shop, the vehicle 100 may prompt
the user for advanced authorization for the coffee shop (e.g.,
rather than the gas station, or any other service). The user
may accept the advanced authorization (e.g., for an open-
amount, particular amount, etc.). Additionally or alterna-
tively, the vehicle 100 may prompt the user for authorization
for a particular drink and/or group of drinks, food, etc. The
user may accept a “usual” order (e.g., based on historical
data, preferences, and/or voice command), and as the user
drives up to the “ordering” window/kiosk, the user may be
directed to the “pickup” window where the drink and/or
food is waiting for the user and has already been paid for by
the vehicle authorization made in advance.

Multiple communications for authorization, based on
geolocation, proximity, etc. may be prompted by a user
interface, for example “Are you going to buy a burger?”,
“Are you filling up for gas?”, and so on. The user interface
may be set for certain speeds of vehicle, based on prefer-
ences, etc. An initial step is the communications could be the
“advertisement” (e.g., “Would you like a Starbucks?”). This
advertisement could appear in the display of the vehicle 100.
If the answer is “Yes™, a second step of authenticating the
vehicle/driver/passenger(s) to Starbucks could occur to
allow the transaction to proceed. Otherwise, the question
could time out.

An embodiment of a method 4800 for sending secure
information or completing a communication through a
deployable antenna 2208 may be as shown in FIG. 48.
Generally, the method 4800 starts with a start operation 4804
and ends with operation 4828. The method 4800 can include
more or fewer steps or can arrange the order of the steps
differently than those shown in FIG. 48. The method 4800
can be executed as a set of computer-executable instructions
executed by a computer system or processor and encoded or
stored on a computer readable medium. In other configura-
tions, the method 4800 may be executed by a series of
components, circuits, gates, etc. created in a hardware
device, such as a System of Chip (SOC), Application
Specific Integrated Circuit (ASIC), and/r a Field Program-
mable Gate Array (FPGA). Hereinafter, the method 4800
shall be explained with reference to the systems, compo-
nents, circuits, modules, software, data structures, signaling
processes, models, environments, vehicles, etc. described in
conjunction with FIGS. 1-47 and 54A-56.
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The vehicle 100 may enter a location, in step 4808. Here,
the vehicle 100 may maneuver within physical proximity of
a third-party location. The third-party location may have a
receiving pad 2212. In step 4812, the processor 5608 may
receive an instruction to deploy antenna 2208 to touch the
pad 2212. In response, the processor 5608 may operate the
deploying device 2204 to deploy the antenna 2208 to
physically contact the pad 2212.

Upon making an electrical connection through the contact
surface(s), the CPU 5608 can establish a communication/
electrical connection through the deployable antenna 2208,
in step 4816. For example, authentication or authorization
information may be exchanged between the vehicle 100 and
the third party through antenna 2208. At this point, the CPU
5608 may provide a user interface, such as user interface
3000 or user interface 3012, to determine if the user autho-
rizes the communication, in step 4820. If the user provides
input that communications are authorized, the method 4800
proceeds “YES” to step 4824, where the processor 5608
automatically sends the communication or financial infor-
mation. If no authorization is given, the method proceeds
“NO” to end operation 4828.

The soft contact reader for payment, similar to the close
proximity (e.g., NFC, close range, etc.) readers 2004 can be
deployed in different locations for different functions (e.g.,
side of vehicle for coffee or food at drive through; top of
vehicle for tolls, parking, etc., or other locations). Most
forms of contactless payment utilize NFC protocol antennae.
Such communication devices require very near proximity to
transfer information. To utilize this technology with the
vehicle 100, when conducting contactless payment transac-
tions with external devices, a specially designed scanner
device is needed. An NFC antennae device may be installed
in a type of “brush” or “arm” wherein the external device
2208 may come in contact with the NFC antennae of the
vehicle without damaging the vehicle 100 in any way. For
example, when conducting a contactless payment transac-
tion while driving into or out of a parking garage, a vehicle
100 may drive over a brush or arm equipped with an NFC
reading device. This reading device may come in contact
with an NFC antennae placed on the undercarriage of the
vehicle. In other situations, for example a drive-thru restau-
rant, the vehicle 100 may drive alongside an NFC reader
equipped brush or arm, wherein the NFC reader is enabled
to accept payment information from an NFC antennae
device placed on the driver side of the vehicle 100.

An embodiment of sending authentication information in
a method 4900 may be as shown in FIG. 49. Generally, the
method 4900 starts with a start operation 4904 and ends with
operation 4932. The method 4900 can include more or fewer
steps or can arrange the order of the steps differently than
those shown in FIG. 49. The method 4900 can be executed
as a set of computer-executable instructions executed by a
computer system or processor and encoded or stored on a
computer readable medium. In other configurations, the
method 4900 may be executed by a series of components,
circuits, gates, etc. created in a hardware device, such as a
System of Chip (SOC), Application Specific Integrated
Circuit (ASIC), and/r a Field Programmable Gate Array
(FPGA). Hereinafter, the method 4900 shall be explained
with reference to the systems, components, circuits, mod-
ules, software, data structures, signaling processes, models,
environments, vehicles, etc. described in conjunction with
FIGS. 1-48 and 54A-56.

In step 4908, the communications system 1900 can estab-
lish a connection or communication link between the vehicle
100 and a third party. This connection may be a nearfield
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communication, wireless communication, cellular commu-
nication, etc. Any of the preceding or following descriptions
of communication connections may be made. In step 4912,
the CPU 5608 can then receive a request for a secure
communication. This secure communication may be autho-
rized or secured using authenticating information. This
authenticating information may be information identifying a
user. As such, the CPU 5608 can retrieve identifying infor-
mation associated with the user, in step 4916. Here, the CPU
may extract or create a half-token 2312 or information
shown in data structure 2404.

In step 4920, the CPU 5608 may retrieve from memory
the information associated with the vehicle 100, for
example, a VIN 2436, an ESN 2440, an engine code 2444.
The vehicle’s information may be combined with the user
information into a new grouping of identifying information
from both the user and vehicle 100, in step 4924. This
combined information may then be sent by the processor
5608 to the communications system 1900 and sent on to
another party, in step 4928.

Thus, the vehicle 100 can employ a vehicle VIN 2436, an
ESN 2440 for the vehicle 100, an ESN of a mobile device,
etc. for communication/purchase authentication. Only if a
third party receives both sets of information is there an
authentication for a communication/purchase. Another indi-
vidual cannot purchase anything if the vehicle 100 is car-
jacked or stolen. Further, in some configurations, a user
could provide the VIN 2436 and/or ESN 2440 as an ignition
key for vehicle 100. An additional level of authentication
may require a PIN 2512, or additional biometrics 2408, for
the authorization.

An embodiment of a method 5000 for determining
whether a communication may be limited by predetermined
limits may be as shown in FIG. 50. Generally, the method
5000 starts with a start operation 5004 and ends with
operation 5032. The method 5000 can include more or fewer
steps or can arrange the order of the steps differently than
those shown in FIG. 50. The method 5000 can be executed
as a set of computer-executable instructions executed by a
computer system or processor and encoded or stored on a
computer readable medium. In other configurations, the
method 5000 may be executed by a series of components,
circuits, gates, etc. created in a hardware device, such as a
System of Chip (SOC), Application Specific Integrated
Circuit (ASIC), and/r a Field Programmable Gate Array
(FPGA). Hereinafter, the method 5000 shall be explained
with reference to the systems, components, circuits, mod-
ules, software, data structures, signaling processes, models,
environments, vehicles, etc. described in conjunction with
FIGS. 1-49 and 54A-56.

The communications system 1900 may establish a com-
munications connection with a third party, in step 5008. In
step 5012, the processor 5608 may receive a request for
secure communication from the third party. Upon receiving
and in response to receiving such request, the processor
5608 may access limits field 2524, in data structure 2504, to
retrieve limits on such secure communications, in step 5016.
The processor 5608 may then determine whether the com-
munications are prohibited by these limits, in step 5020.
Here, limits can include limits on the number of communi-
cations provided, can include monetary limits on transac-
tions that may be conducted, etc. These limits on financial
transactions may be cover two or more vehicles or just for
the single vehicle 100. The limits may also be associated
with a particular financial account or across family mem-
bers.
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Depending on the limit, the processor 5608 can determine
whether a communication is authorized, in step 5020. If the
communication is prohibited, the method 5000 proceeds
“YES” to step 5024, where the communication is ended.
However, if the communication is not prohibited, the
method 5000 proceeds “NO” to step 5028, where the com-
munications are sent. For example, without prohibitions, the
financial information of the user may be sent to conduct a
financial transaction.

The limits placed on transaction amounts can be based on
an individual or on a collection of people, on a transaction,
or over a specified period of time. The transaction history
could be synchronized among multiple vehicles to provide a
collective limit for all vehicles or may be based on a limit
per-vehicle, per location, etc. Limits on types of transactions
or products being purchased could also be imposed on
another entity, for example, a parent can set transaction
limits on driving teenagers.

Method 5100 may be similar to method 5000. Generally,
the method 5100 starts with a start operation 5104 and ends
with operation 5132. The method 5100 can include more or
fewer steps or can arrange the order of the steps differently
than those shown in FIG. 51. The method 5100 can be
executed as a set of computer-executable instructions
executed by a computer system or processor and encoded or
stored on a computer readable medium. In other configura-
tions, the method 5100 may be executed by a series of
components, circuits, gates, etc. created in a hardware
device, such as a System of Chip (SOC), Application
Specific Integrated Circuit (ASIC), and/r a Field Program-
mable Gate Array (FPGA). Hereinafter, the method 5100
shall be explained with reference to the systems, compo-
nents, circuits, modules, software, data structures, signaling
processes, models, environments, vehicles, etc. described in
conjunction with FIGS. 1-50 and 54A-56.

The method 5100, shown in FIG. 51, may also set limits
on communications, similar to method 5000, but, in this
situation, based on third-party limits. Thus, the communi-
cation can be established with a third party, in step 5108, and
a request for secure communication can be received, in step
5112. Rather than retrieving limits made by a user, the limits
may be applied from a third party. As such, the third party
may retrieve limits, in step 5116, to determine whether the
communication is prohibited by those limits, in step 5120.
For example, if the third party is a bank, the bank may limit
the amount of a transaction or a communication based on
limits set by the bank for the vehicle 100. If the limits
prohibit the communication, the method 5100 proceeds
“YES” to step 5124, where the communication is ended.
However, if the communication is not prohibited, the
method 5100 proceeds “NO” to step 5128, where the com-
munication is sent.

Method 5100 is directed to the other side of the transac-
tion in method 5000. A provider/seller can also have busi-
ness rules that are applied to the supplier side. The supplier
sets a different notional set of purchase rules, i.e. business
operational minimums or maximums, to facilitate selection
or negotiation of battery exchange/repair/charging terms.
Such rules are applied when the user seeks such services, as
enabled by a searching algorithm querying a database of
available service stations. Automated negotiation between
user and service provider may occur. The business/user is
able to adjust selectable parameters, e.g., the user may be in
a particular hurry and increase his/her maximum fee for a
certain service, e.g., charging prices. Thus, the business and
user may conduct negotiations or bargain within the limits of
pre-defined limits or parameters.
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Method 5200 provides for conducting secure communi-
cations based on a set of preauthorization rules as shown in
FIG. 52. Generally, the method 5200 starts with a start
operation 5204 and ends with operation 5240. The method
5200 can include more or fewer steps or can arrange the
order of the steps differently than those shown in FIG. 52.
The method 5200 can be executed as a set of computer-
executable instructions executed by a computer system or
processor and encoded or stored on a computer readable
medium. In other configurations, the method 5200 may be
executed by a series of components, circuits, gates, etc.
created in a hardware device, such as a System of Chip
(SOC), Application Specific Integrated Circuit (ASIC),
and/r a Field Programmable Gate Array (FPGA). Hereinat-
ter, the method 5200 shall be explained with reference to the
systems, components, circuits, modules, software, data
structures, signaling processes, models, environments,
vehicles, etc. described in conjunction with FIGS. 1-51 and
54A-56.

In step 5208, the vehicle 100 establishes a connection
with a third party through the communications system 1900.
Again, the processor 5608 receives a request for a secure
communication, in step 5212. Rather than obtaining prefer-
ences, the CPU 5608 can retrieve pre-authorization rules
from field 2532 of data structure 2504, in step 5216. These
pre-authorization rules 2532 may be similar to those that are
set in user interface 4000 or 4100. The pre-authorization
rules may determine whether a processor 5608 can conduct
pre-orders or other communications without user input, at
least for a portion of the communications.

If the communication is allowed by the rules 2532, in step
5220, the method 5200 proceeds “YES” to step 5228, where
the communication is sent through the communication sys-
tem 1900. However, if the communication is not allowed by
the rules 2532, the method 5200 proceeds “NO” to step
5224, where the CPU 5608 determines whether the user
authorizes the communication. If the communication is
authorized based on input received in a user interface, such
as interface 3000, the method 5200 proceeds “YES” to step
5228, again to send the communication. However, if the
communications are not authorized or pre-authorized, the
method 5200 proceeds “NO” to step 5232, where the com-
munication is ended.

The user establishes a set of rules triggering automatic
authorization for or purchasing of services. For example, the
user may establish that when visibility conditions along a
route are predicted to drop below certain minimum, a
moving map display 3800 with overlaid weather is provided
on a vehicle display. Such a display would aid the driver in
considering alternative routes or increasing the driver’s
situational awareness as to the severity, duration, and direc-
tion of the cause of the visibility drop (e.g., is it ground fog
over a wide area expected to linger or a result of a fast-
moving thunderstorm). The real-time moving map overlaid
weather display 3800 may require a costly live feed from a
weather satellite, and, as such, the feed is not provided
unless the triggering event is satisfied. In another example,
the user may establish that if his programmed driving route
requires in route charging, a purchase of a reserved charging
spot at a charging station along the route is automatically
made so as to reserve the spot.

An embodiment of a bifurcated communication between
the vehicle 100 and a third party may be as shown in FIG.
5300. Generally, the method 5300 starts with a start opera-
tion 5304 and ends with operation 5340. The method 5300
can include more or fewer steps or can arrange the order of
the steps differently than those shown in FIG. 53. The
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method 5300 can be executed as a set of computer-execut-
able instructions executed by a computer system or proces-
sor and encoded or stored on a computer readable medium.
In other configurations, the method 5300 may be executed
by a series of components, circuits, gates, etc. created in a
hardware device, such as a System of Chip (SOC), Appli-
cation Specific Integrated Circuit (ASIC), and/r a Field
Programmable Gate Array (FPGA). Hereinafter, the method
5300 shall be explained with reference to the systems,
components, circuits, modules, software, data structures,
signaling processes, models, environments, vehicles, etc.
described in conjunction with FIGS. 1-52 and 54A-56.

Here, a first event may be received, in step 5308. This
event may be the user driving to a certain location, taking a
route, or some other type of event that occurs that causes the
vehicle 100 to decide to send a first portion of a secure
communication to a third party, in step 5312. For example,
the processor 5608 may provide a pre-order for some good
or service typically purchased by the user at that time of day
at that route. This pre-authorization may be sent to the third
party to prepare an order. At some point thereinafter, in step
5316, the processor 5608 can receive a second event asso-
ciated with that first event. The second event may be the
vehicle 100 driving to the physical location of the third
party. As such, the second event may be the navigation
system 302 identifying that the vehicle 100 is at the third
party’s location.

In step 5320, the processor 5608 can determine whether
the user then authorizes the complete communication/trans-
action. Here, the user may be presented with a user interface
3300, 3500 associated with the preauthorization. If the
communication/transaction is authorized, in step 5320, by
selecting, for example, button 3512, the method proceeds
“YES” to step 5328, where a second portion of the secure
communication may be sent to a third party. The second
communication can be a second half-token. As such, a
half-token 2312 can be sent, in step 5312 while further
information—such as financial information 2508, a PIN
2512, or some other type of information to complete the
transaction—may be sent as the related second half token, in
step 5328. If the user does not authorize the communication,
the method 5300 can proceed “NO” to step 5336.

Utilizing the vehicle as a mobile wallet can pose some
issues. One issue is the problem with ensuring that the
vehicle 100 pays the right merchant, at the right time, in the
right location. To ensure accuracy in payment, the vehicle
100 may break the payment procedure into two or more
phases. A first phase may order goods or services and may
provide some or all of the payment information. A second
phase may send the total payment information or confirm the
information in the first phase, such as by user input in
response to a query (e.g., providing a PIN). Thus, the vehicle
100 can pre-authorize charges.

The vehicle 100 may also use different communication
media (e.g., cellular communication, Bluetooth, NFC, etc.)
to conduct the two or more phases. Using different commu-
nication media can enhance security as merchants or other
nefarious individuals may not use the payment information
without both phases of the communication and one of the
phases may conducted with a communication media that
requires physical proximity of the vehicle 100. Moreover,
having a second phase requiring operator input can prevent
a first vehicle from purchasing goods or services for another
second vehicle waiting in line with the first vehicle 100.

As an example, the vehicle 100 may be driving toward a
pay-point and pre-order a good. The vehicle 100 may
understand that the driver is heading towards Starbucks
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(through past behavior), and the vehicle 100 can communi-
cate with the Starbucks that payment will be authorized and
desires their beverage hot, sweet, etc. (based on driver
behavior and location). The pre-authorization may be sent
over a cellular network. When the vehicle 100 arrives at the
Starbucks, the final authorization may be sent over a local
proximity-based payment system, e.g. NFC.

Payment can be authorized based on vehicle identification
and later acceptance. When a vehicle 100 conducts a pay-
ment transaction, the transaction may be authorized based
on a unique identifier associated with the vehicle and/or a
geolocation information associated with the vehicle 100
and/or the driver. During the transaction, the vehicle’s
contactless payment system may deliver the payment infor-
mation as well as information regarding the vehicle 100
and/or driver of the vehicle. This information may be
collected in other ways by the external payment device to
support the authorization. For example, the external device
may photograph the vehicle 100, license plate, and/or driver.
This information may be used to support the authorization
for the transaction. Such pre-transaction authorization may
be useful in situations where requiring the driver to manu-
ally enter an authorization, such as by PIN code, signature,
etc., may be inconvenient or impossible because the driver
is driving the vehicle 100. For example, the system may be
used for payments made while the vehicle 100 is in motion,
e.g., for paying while entering/exiting parking garages and/
or for paying for toll-lanes.

FIG. 54A is a is a block diagram of an embodiment of a
communication environment 5400 of the vehicle 100 in
accordance with embodiments of the present disclosure. The
communication system 5400 may include one or more
vehicle driving vehicle sensors and systems 5404, sensor
processors 5440, sensor data memory 5444, vehicle control
system 5448, communications subsystem 5450, control data
5464, computing devices 5468, display devices 5472, and
other components 5474 that may be associated with a
vehicle 100. These associated components may be electri-
cally and/or communicatively coupled to one another via at
least one bus 5460. In some embodiments, the one or more
associated components may send and/or receive signals
across a communication network 5452 to at least one of a
navigation source 5455A, a control source 54558, or some
other entity 5455N.

In accordance with at least some embodiments of the
present disclosure, the communication network 5452 may
comprise any type of known communication medium or
collection of communication media and may use any type of
protocols, such as SIP, TCP/IP, SNA, IPX, AppleTalk, and
the like, to transport messages between endpoints. The
communication network 5452 may include wired and/or
wireless communication technologies. The Internet is an
example of the communication network 5452 that consti-
tutes an Internet Protocol (IP) network consisting of many
computers, computing networks, and other communication
devices located all over the world, which are connected
through many telephone systems and other means. Other
examples of the communication network 104 include, with-
out limitation, a standard Plain Old Telephone System
(POTS), an Integrated Services Digital Network (ISDN), the
Public Switched Telephone Network (PSTN), a Local Area
Network (LAN), such as an Ethernet network, a Token-Ring
network and/or the like, a Wide Area Network (WAN), a
virtual network, including without limitation a virtual pri-
vate network (“VPN); the Internet, an intranet, an extranet,
a cellular network, an infra-red network; a wireless network
(e.g., a network operating under any of the IEEE 802.9 suite
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of protocols, the Bluetooth® protocol known in the art,
and/or any other wireless protocol), and any other type of
packet-switched or circuit-switched network known in the
art and/or any combination of these and/or other networks.
In addition, it can be appreciated that the communication
network 5452 need not be limited to any one network type,
and instead may be comprised of a number of different
networks and/or network types. The communication net-
work 5452 may comprise a number of different communi-
cation media such as coaxial cable, copper cable/wire,
fiber-optic cable, antennas for transmitting/receiving wire-
less messages, and combinations thereof.

The driving vehicle sensors and systems 5404 may
include at least one navigation 5408 (e.g., global positioning
system (GPS), etc.), orientation 5412, odometry 5416,
LIDAR 5420, RADAR 5424, ultrasonic 5428, camera 5432,
infrared (IR) 5436, and/or other sensor or system 5438.
These driving vehicle sensors and systems 5404 may be
similar, if not identical, to the sensors and systems 116A-K,
112 described in conjunction with FIGS. 1 and 2.

The navigation sensor 5408 may include one or more
sensors having receivers and antennas that are configured to
utilize a satellite-based navigation system including a net-
work of navigation satellites capable of providing geoloca-
tion and time information to at least one component of the
vehicle 100. Examples of the navigation sensor 5408 as
described herein may include, but are not limited to, at least
one of Garmin® GLO™ family of GPS and GLONASS
combination sensors, Garmin® GPS 15x™ family of sen-
sors, Garmin® GPS 16x™ family of sensors with high-
sensitivity receiver and antenna, Garmin® GPS 18x OEM
family of high-sensitivity GPS sensors, Dewetron DEWE-
VGPS series of GPS sensors, GlobalSat 1-Hz series of GPS
sensors, other industry-equivalent navigation sensors and/or
systems, and may perform navigational and/or geolocation
functions using any known or future-developed standard
and/or architecture.

The orientation sensor 5412 may include one or more
sensors configured to determine an orientation of the vehicle
100 relative to at least one reference point. In some embodi-
ments, the orientation sensor 5412 may include at least one
pressure transducer, stress/strain gauge, accelerometer,
gyroscope, and/or geomagnetic sensor. Examples of the
navigation sensor 5408 as described herein may include, but
are not limited to, at least one of Bosch Sensortec BMX 160
series low-power absolute orientation sensors, Bosch Sen-
sortec BMX054 9-axis sensors, Bosch Sensortec BMI1054
6-axis inertial sensors, Bosch Sensortec BMI160 6-axis
inertial sensors, Bosch Sensortec BMF054 9-axis inertial
sensors (accelerometer, gyroscope, and magnetometer) with
integrated Cortex MO+ microcontroller, Bosch Sensortec
BMP280 absolute barometric pressure sensors, Infineon
TLV493D-A1B6 3D magnetic sensors, Infineon TLI493D-
WI1B6 3D magnetic sensors, Infineon TL family of 3D
magnetic sensors, Murata Electronics SCC2000 series com-
bined gyro sensor and accelerometer, Murata Electronics
SCC1300 series combined gyro sensor and accelerometer,
other industry-equivalent orientation sensors and/or sys-
tems, and may perform orientation detection and/or deter-
mination functions using any known or future-developed
standard and/or architecture.

The odometry sensor and/or system 5416 may include one
or more components that is configured to determine a
change in position of the vehicle 100 over time. In some
embodiments, the odometry system 5416 may utilize data
from one or more other sensors and/or systems 5404 in
determining a position (e.g., distance, location, etc.) of the
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vehicle 100 relative to a previously measured position for
the vehicle 100. Additionally or alternatively, the odometry
sensors 5416 may include one or more encoders, Hall speed
sensors, and/or other measurement sensors/devices config-
ured to measure a wheel speed, rotation, and/or number of
revolutions made over time. Examples of the odometry
sensor/system 5416 as described herein may include, but are
not limited to, at least one of Infineon TLE4924/26/27/28C
high-performance speed sensors, Infineon TL.4941plusC(B)
single chip differential Hall wheel-speed sensors, Infineon
TL5041plusC Giant Mangnetoresistance (GMR) effect sen-
sors, Infineon TL family of magnetic sensors, EPC Model
25SP Accu-CoderPro™ incremental shaft encoders, EPC
Model 30M compact incremental encoders with advanced
magnetic sensing and signal processing technology, EPC
Model 925 absolute shaft encoders, EPC Model 958 abso-
lute shaft encoders, EPC Model MA36S/MAG63S/SA36S
absolute shaft encoders, Dynapar™ F18 commutating opti-
cal encoder, Dynapar™ HS35R family of phased array
encoder sensors, other industry-equivalent odometry sensors
and/or systems, and may perform change in position detec-
tion and/or determination functions using any known or
future-developed standard and/or architecture.

The LIDAR sensor/system 5420 may include one or more
components configured to measure distances to targets using
laser illumination. In some embodiments, the LIDAR sen-
sor/system 5420 may provide 3D imaging data of an envi-
ronment around the vehicle 100. The imaging data may be
processed to generate a full 360-degree view of the envi-
ronment around the vehicle 100. The LIDAR sensor/system
5420 may include a laser light generator configured to
generate a plurality of target illumination laser beams (e.g.,
laser light channels). In some embodiments, this plurality of
laser beams may be aimed at, or directed to, a rotating
reflective surface (e.g., a mirror) and guided outwardly from
the LIDAR sensor/system 5420 into a measurement envi-
ronment. The rotating reflective surface may be configured
to continually rotate 360 degrees about an axis, such that the
plurality of laser beams is directed in a full 360-degree range
around the vehicle 100. A photodiode receiver of the LIDAR
sensor/system 5420 may detect when light from the plurality
of laser beams emitted into the measurement environment
returns (e.g., reflected echo) to the LIDAR sensor/system
5420. The LIDAR sensor/system 5420 may calculate, based
on a time associated with the emission of light to the
detected return of light, a distance from the vehicle 100 to
the illuminated target. In some embodiments, the LIDAR
sensor/system 5420 may generate over 2.0 million points per
second and have an effective operational range of at least
100 meters. Examples of the LIDAR sensor/system 5420 as
described herein may include, but are not limited to, at least
one of Velodyne® LiDAR™ HDIL.-64E 64-channel LIDAR
sensors, Velodyne® LiDAR™ HDL-32E 32-channel
LIDAR sensors, Velodyne® LiDAR™ PUCK™ VLP-16
16-channel LIDAR sensors, Leica Geosystems Pegasus:
Two mobile sensor platform, Garmin® LIDAR-Lite v3
measurement sensor, Quanergy M8 LiDAR sensors, Quan-
ergy S3 solid state LiDAR sensor, LeddarTech® LeddarVU
compact solid state fixed-beam LIDAR sensors, other indus-
try-equivalent LIDAR sensors and/or systems, and may
perform illuminated target and/or obstacle detection in an
environment around the vehicle 100 using any known or
future-developed standard and/or architecture.

The RADAR sensors 5424 may include one or more radio
components that are configured to detect objects/targets in
an environment of the vehicle 100. In some embodiments,
the RADAR sensors 5424 may determine a distance, posi-
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tion, and/or movement vector (e.g., angle, speed, etc.) asso-
ciated with a target over time. The RADAR sensors 5424
may include a transmitter configured to generate and emit
electromagnetic waves (e.g., radio, microwaves, etc.) and a
receiver configured to detect returned electromagnetic
waves. In some embodiments, the RADAR sensors 5424
may include at least one processor configured to interpret the
returned electromagnetic waves and determine locational
properties of targets. Examples of the RADAR sensors 5424
as described herein may include, but are not limited to, at
least one of Infineon RASIC™ RTN7735PL transmitter and
RRN7745PL/46PL receiver sensors, Autoliv ASP Vehicle
RADAR sensors, Delphi L2C0051TR 77 GHz ESR Elec-
tronically Scanning Radar sensors, Fujitsu Ten Ltd. Auto-
motive Compact 77 GHz 3D Electronic Scan Millimeter
Wave Radar sensors, other industry-equivalent RADAR
sensors and/or systems, and may perform radio target and/or
obstacle detection in an environment around the vehicle 100
using any known or future-developed standard and/or archi-
tecture.

The ultrasonic sensors 5428 may include one or more
components that are configured to detect objects/targets in
an environment of the vehicle 100. In some embodiments,
the ultrasonic sensors 5428 may determine a distance, posi-
tion, and/or movement vector (e.g., angle, speed, etc.) asso-
ciated with a target over time. The ultrasonic sensors 5428
may include an ultrasonic transmitter and receiver, or trans-
ceiver, configured to generate and emit ultrasound waves
and interpret returned echoes of those waves. In some
embodiments, the ultrasonic sensors 5428 may include at
least one processor configured to interpret the returned
ultrasonic waves and determine locational properties of
targets. Examples of the ultrasonic sensors 5428 as
described herein may include, but are not limited to, at least
one of Texas Instruments TIDA-00151 automotive ultra-
sonic sensor interface IC sensors, MaxBotix® MB8450
ultrasonic proximity sensor, MaxBotix® ParkSonar™-EZ
ultrasonic  proximity  sensors, Murata Electronics
MA40H1S-R open-structure ultrasonic sensors, Murata
Electronics MA40S4R/S open-structure ultrasonic sensors,
Murata Electronics MAS8MF14-7N waterproof ultrasonic
sensors, other industry-equivalent ultrasonic sensors and/or
systems, and may perform ultrasonic target and/or obstacle
detection in an environment around the vehicle 100 using
any known or future-developed standard and/or architecture.

The camera sensors 5432 may include one or more
components configured to detect image information associ-
ated with an environment of the vehicle 100. In some
embodiments, the camera sensors 5432 may include a lens,
filter, image sensor, and/or a digital image processer. It is an
aspect of the present disclosure that multiple camera sensors
5432 may be used together to generate stereo images pro-
viding depth measurements. Examples of the camera sensors
5432 as described herein may include, but are not limited to,
at least one of ON Semiconductor® MT9V024 Global
Shutter VGA GS CMOS image sensors, Teledyne DALSA
Falcon2 camera sensors, CMOSIS CMV50000 high-speed
CMOS image sensors, other industry-equivalent camera
sensors and/or systems, and may perform visual target
and/or obstacle detection in an environment around the
vehicle 100 using any known or future-developed standard
and/or architecture.

The infrared (IR) sensors 5436 may include one or more
components configured to detect image information associ-
ated with an environment of the vehicle 100. The IR sensors
5436 may be configured to detect targets in low-light, dark,
or poorly-lit environments. The IR sensors 5436 may
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include an IR light emitting element (e.g., IR light emitting
diode (LED), etc.) and an IR photodiode. In some embodi-
ments, the IR photodiode may be configured to detect
returned IR light at or about the same wavelength to that
emitted by the IR light emitting element. In some embodi-
ments, the IR sensors 5436 may include at least one pro-
cessor configured to interpret the returned IR light and
determine locational properties of targets. The IR sensors
5436 may be configured to detect and/or measure a tem-
perature associated with a target (e.g., an object, pedestrian,
other vehicle, etc.). Examples of IR sensors 5436 as
described herein may include, but are not limited to, at least
one of Opto Diode lead-salt IR array sensors, Opto Diode
OD-850 Near-IR LED sensors, Opto Diode SA/SHA727
steady state IR emitters and IR detectors, FUR® LS
microbolometer sensors, FUR® TacFLIR 380-HD InSb
MWIR FPA and HD MWIR thermal sensors, FLIR® VOx
640x480 pixel detector sensors, Delphi IR sensors, other
industry-equivalent IR sensors and/or systems, and may
perform IR visual target and/or obstacle detection in an
environment around the vehicle 100 using any known or
future-developed standard and/or architecture.

The vehicle 100 can also include one or more interior
sensors 5437. Interior sensors 5437 can measure character-
istics of the inside environment of the vehicle 100. The
interior sensors 5437 may be as described in conjunction
with FIG. 54B.

A navigation system 5402 can include any hardware
and/or software used to navigate the vehicle either manually
or autonomously. The navigation system 5402 may be as
described in conjunction with FIG. 54C.

In some embodiments, the driving vehicle sensors and
systems 5404 may include other sensors 5438 and/or com-
binations of the sensors 5406-5437 described above. Addi-
tionally or alternatively, one or more of the sensors 5406-
5437 described above may include one or more processors
configured to process and/or interpret signals detected by the
one or more sensors 5406-5437. In some embodiments, the
processing of at least some sensor information provided by
the vehicle sensors and systems 5404 may be processed by
at least one sensor processor 5440. Raw and/or processed
sensor data may be stored in a sensor data memory 5444
storage medium. In some embodiments, the sensor data
memory 5444 may store instructions used by the sensor
processor 5440 for processing sensor information provided
by the sensors and systems 5404. In any event, the sensor
data memory 5444 may be a disk drive, optical storage
device, solid-state storage device such as a random access
memory (“RAM”) and/or a read-only memory (“ROM”™),
which can be programmable, flash-updateable, and/or the
like.

The vehicle control system 5448 may receive processed
sensor information from the sensor processor 5440 and
determine to control an aspect of the vehicle 100. Control-
ling an aspect of the vehicle 100 may include presenting
information via one or more display devices 5472 associated
with the vehicle, sending commands to one or more com-
puting devices 5468 associated with the vehicle, and/or
controlling a driving operation of the vehicle. In some
embodiments, the vehicle control system 5448 may corre-
spond to one or more computing systems that control driving
operations of the vehicle 100 in accordance with the Levels
of driving autonomy described above. In one embodiment,
the vehicle control system 5448 may operate a speed of the
vehicle 100 by controlling an output signal to the accelerator
and/or braking system of the vehicle. In this example, the
vehicle control system 5448 may receive sensor data
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describing an environment surrounding the vehicle 100 and,
based on the sensor data received, determine to adjust the
acceleration, power output, and/or braking of the vehicle
100. The vehicle control system 5448 may additionally
control steering and/or other driving functions of the vehicle
100.

The vehicle control system 5448 may communicate, in
real-time, with the driving sensors and systems 5404 form-
ing a feedback loop. In particular, upon receiving sensor
information describing a condition of targets in the environ-
ment surrounding the vehicle 100, the vehicle control sys-
tem 5448 may autonomously make changes to a driving
operation of the vehicle 100. The vehicle control system
5448 may then receive subsequent sensor information
describing any change to the condition of the targets
detected in the environment as a result of the changes made
to the driving operation. This continual cycle of observation
(e.g., via the sensors, etc.) and action (e.g., selected control
or non-control of vehicle operations, etc.) allows the vehicle
100 to operate autonomously in the environment.

In some embodiments, the one or more components of the
vehicle 100 (e.g., the driving vehicle sensors 5404, vehicle
control system 5448, display devices 5472, etc.) may com-
municate across the communication network 5452 to one or
more entities 5455A-N via a communications subsystem
5450 of the vehicle 100. Embodiments of the communica-
tions subsystem 5450 are described in greater detail in
conjunction with FIG. 5. For instance, the navigation sen-
sors 5408 may receive global positioning, location, and/or
navigational information from a navigation source 5455A.
In some embodiments, the navigation source 5455A may be
a global navigation satellite system (GNSS) similar, if not
identical, to NAVSTAR GPS, GLONASS, EU Galileo,
and/or the BeiDou Navigation Satellite System (BDS) to
name a few.

In some embodiments, the vehicle control system 5448
may receive control information from one or more control
sources 5455B. The control source 5455 may provide
vehicle control information including autonomous driving
control commands, vehicle operation override control com-
mands, and the like. The control source 5455 may corre-
spond to an autonomous vehicle control system, a traffic
control system, an administrative control entity, and/or some
other controlling server. It is an aspect of the present
disclosure that the vehicle control system 5448 and/or other
components of the vehicle 100 may exchange communica-
tions with the control source 5455 across the communication
network 5452 and via the communications subsystem 5450.

Information associated with controlling driving opera-
tions of the vehicle 100 may be stored in a control data
memory 5464 storage medium. The control data memory
5464 may store instructions used by the vehicle control
system 5448 for controlling driving operations of the vehicle
100, historical control information, autonomous driving
control rules, and the like. In some embodiments, the control
data memory 5464 may be a disk drive, optical storage
device, solid-state storage device such as a random access
memory (“RAM”) and/or a read-only memory (“ROM”),
which can be programmable, flash-updateable, and/or the
like.

In addition to the mechanical components described
herein, the vehicle 100 may include a number of user
interface devices. The user interface devices receive and
translate human input into a mechanical movement or elec-
trical signal or stimulus. The human input may be one or
more of motion (e.g., body movement, body part movement,
in two-dimensional or three-dimensional space, etc.), voice,
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touch, and/or physical interaction with the components of
the vehicle 100. In some embodiments, the human input may
be configured to control one or more functions of the vehicle
100 and/or systems of the vehicle 100 described herein. User
interfaces may include, but are in no way limited to, at least
one graphical user interface of a display device, steering
wheel or mechanism, transmission lever or button (e.g.,
including park, neutral, reverse, and/or drive positions, etc.),
throttle control pedal or mechanism, brake control pedal or
mechanism, power control switch, communications equip-
ment, etc.

FIG. 54B shows a block diagram of an embodiment of
interior sensors 5437 for a vehicle 100. The interior sensors
5437 may be arranged into one or more groups, based at
least partially on the function of the interior sensors 5437.
For example, the interior space of a vehicle 100 may include
environmental sensors, user interface sensors, and/or safety
sensors. Additionally or alternatively, there may be sensors
associated with various devices inside the vehicle (e.g.,
smart phones, tablets, mobile computers, wearables, etc.)

Environmental sensors may comprise sensors configured
to collect data relating to the internal environment of a
vehicle 100. Examples of environmental sensors may
include one or more of, but are not limited to: oxygen/air
sensors 5401, temperature sensors 5403, humidity sensors
5405, light/photo sensors 5407, and more. The oxygen/air
sensors 5401 may be configured to detect a quality or
characteristic of the air in the interior space 108 of the
vehicle 100 (e.g., ratios and/or types of gasses comprising
the air inside the vehicle 100, dangerous gas levels, safe gas
levels, etc.). Temperature sensors 5403 may be configured to
detect temperature readings of one or more objects, users
216, and/or areas of a vehicle 100. Humidity sensors 5405
may detect an amount of water vapor present in the air inside
the vehicle 100. The light/photo sensors 5407 can detect an
amount of light present in the vehicle 100. Further, the
light/photo sensors 5407 may be configured to detect various
levels of light intensity associated with light in the vehicle
100.

User interface sensors may comprise sensors configured
to collect data relating to one or more users (e.g., a driver
and/or passenger(s)) in a vehicle 100. As can be appreciated,
the user interface sensors may include sensors that are
configured to collect data from users 216 in one or more
areas of the vehicle 100. Examples of user interface sensors
may include one or more of; but are not limited to: infrared
sensors 5409, motion sensors 5411, weight sensors 5413,
wireless network sensors 5415, biometric sensors 5417,
camera (or image) sensors 5419, audio sensors 5421, and
more.

Infrared sensors 5409 may be used to measure IR light
irradiating from at least one surface, user, or another object
in the vehicle 100. Among other things, the Infrared sensors
5409 may be used to measure temperatures, form images
(especially in low light conditions), identify users 216, and
even detect motion in the vehicle 100.

The motion sensors 5411 may detect motion and/or move-
ment of objects inside the vehicle 104. Optionally, the
motion sensors 5411 may be used alone or in combination to
detect movement. For example, a user may be operating a
vehicle 100 (e.g., while driving, etc.) when a passenger in
the rear of the vehicle 100 unbuckles a safety belt and
proceeds to move about the vehicle 10. In this example, the
movement of the passenger could be detected by the motion
sensors 5411. In response to detecting the movement and/or
the direction associated with the movement, the passenger
may be prevented from interfacing with and/or accessing at
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least some of the vehicle control features. As can be appre-
ciated, the user may be alerted of the movement/motion such
that the user can act to prevent the passenger from interfer-
ing with the vehicle controls. Optionally, the number of
motion sensors in a vehicle may be increased to increase an
accuracy associated with motion detected in the vehicle 100.

Weight sensors 5413 may be employed to collect data
relating to objects and/or users in various areas of the vehicle
100. In some cases, the weight sensors 5413 may be
included in the seats and/or floor of a vehicle 100. Option-
ally, the vehicle 100 may include a wireless network sensor
5415. This sensor 5415 may be configured to detect one or
more wireless network(s) inside the vehicle 100. Examples
of wireless networks may include, but are not limited to,
wireless communications utilizing Bluetooth®, Wi-Fi™,
ZigBee, IEEE 802.11, and other wireless technology stan-
dards. For example, a mobile hotspot may be detected inside
the vehicle 100 via the wireless network sensor 5415. In this
case, the vehicle 100 may determine to utilize and/or share
the mobile hotspot detected via/with one or more other
devices associated with the vehicle 100.

Biometric sensors 5417 may be employed to identify
and/or record characteristics associated with a user. It is
anticipated that biometric sensors 5417 can include at least
one of image sensors, IR sensors, fingerprint readers, weight
sensors, load cells, force transducers, heart rate monitors,
blood pressure monitors, and the like as provided herein.

The camera sensors 5419 may record still images, video,
and/or combinations thereof. Camera sensors 5419 may be
used alone or in combination to identify objects, users,
and/or other features, inside the vehicle 100. Two or more
camera sensors 5419 may be used in combination to form,
among other things, stereo and/or three-dimensional (3D)
images. The stereo images can be recorded and/or used to
determine depth associated with objects and/or users in a
vehicle 100. Further, the camera sensors 5419 used in
combination may determine the complex geometry associ-
ated with identifying characteristics of a user. For example,
the camera sensors 5419 may be used to determine dimen-
sions between various features of a user’s face (e.g., the
depth/distance from a user’s nose to a user’s cheeks, a linear
distance between the center of a user’s eyes, and more).
These dimensions may be used to verify, record, and even
modify characteristics that serve to identify a user. The
camera sensors 5419 may also be used to determine move-
ment associated with objects and/or users within the vehicle
100. It should be appreciated that the number of image
sensors used in a vehicle 100 may be increased to provide
greater dimensional accuracy and/or views of a detected
image in the vehicle 100.

The audio sensors 5421 may be configured to receive
audio input from a user of the vehicle 100. The audio input
from a user may correspond to voice commands, conversa-
tions detected in the vehicle 100, phone calls made in the
vehicle 100, and/or other audible expressions made in the
vehicle 100. Audio sensors 5421 may include, but are not
limited to, microphones and other types of acoustic-to-
electric transducers or sensors. Optionally, the interior audio
sensors 5421 may be configured to receive and convert
sound waves into an equivalent analog or digital signal. The
interior audio sensors 5421 may serve to determine one or
more locations associated with various sounds in the vehicle
100. The location of the sounds may be determined based on
a comparison of volume levels, intensity, and the like,
between sounds detected by two or more interior audio
sensors 5421. For instance, a first audio sensor 5421 may be
located in a first area of the vehicle 100 and a second audio

5

10

15

20

25

30

35

40

45

50

55

60

65

58

sensor 5421 may be located in a second area of the vehicle
100. If a sound is detected at a first volume level by the first
audio sensors 5421 A and a second, higher, volume level by
the second audio sensors 5421 in the second area of the
vehicle 100, the sound may be determined to be closer to the
second area of the vehicle 100. As can be appreciated, the
number of sound receivers used in a vehicle 100 may be
increased (e.g., more than two, etc.) to increase measure-
ment accuracy surrounding sound detection and location, or
source, of the sound (e.g., via triangulation, etc.).

The safety sensors may comprise sensors configured to
collect data relating to the safety of a user and/or one or more
components of a vehicle 100. Examples of safety sensors
may include one or more of, but are not limited to: force
sensors 5425, mechanical motion sensors 5427, orientation
sensors 5429, restraint sensors 5431, and more.

The force sensors 5425 may include one or more sensors
inside the vehicle 100 configured to detect a force observed
in the vehicle 100. One example of a force sensor 5425 may
include a force transducer that converts measured forces
(e.g., force, weight, pressure, etc.) into output signals.
Mechanical motion sensors 5427 may correspond to encod-
ers, accelerometers, damped masses, and the like. Option-
ally, the mechanical motion sensors 5427 may be adapted to
measure the force of gravity (i.e., G-force) as observed
inside the vehicle 100. Measuring the G-force observed
inside a vehicle 100 can provide valuable information
related to a vehicle’s acceleration, deceleration, collisions,
and/or forces that may have been suffered by one or more
users in the vehicle 100. Orientation sensors 5429 can
include accelerometers, gyroscopes, magnetic sensors, and
the like that are configured to detect an orientation associ-
ated with the vehicle 100.

The restraint sensors 5431 may correspond to sensors
associated with one or more restraint devices and/or systems
in a vehicle 100. Seatbelts and airbags are examples of
restraint devices and/or systems. As can be appreciated, the
restraint devices and/or systems may be associated with one
or more sensors that are configured to detect a state of the
device/system. The state may include extension, engage-
ment, retraction, disengagement, deployment, and/or other
electrical or mechanical conditions associated with the
device/system.

The associated device sensors 5423 can include any
sensors that are associated with a device in the vehicle 100.
As previously stated, typical devices may include smart
phones, tablets, laptops, mobile computers, and the like. It is
anticipated that the various sensors associated with these
devices can be employed by the vehicle control system
5448. For example, a typical smart phone can include, an
image sensor, an IR sensor, audio sensor, gyroscope, accel-
erometer, wireless network sensor, fingerprint reader, and
more. It is an aspect of the present disclosure that one or
more of these associated device sensors 5423 may be used
by one or more subsystems of the vehicle 100.

FIG. 54C illustrates a GPS/Navigation subsystem(s)
5402. The navigation subsystem(s) 5402 can be any present
or future-built navigation system that may use location data,
for example, from the Global Positioning System (GPS), to
provide navigation information or control the vehicle 100.
The navigation subsystem(s) 5402 can include several com-
ponents, such as, one or more of, but not limited to: a GPS
Antenna/receiver 5431, a location module 5433, a maps
database 5435, etc. Generally, the several components or
modules 5431-5435 may be hardware, software, firmware,
computer readable media, or combinations thereof.
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A GPS Antenna/receiver 5431 can be any antenna, GPS
puck, and/or receiver capable of receiving signals from a
GPS satellite or other navigation system. The signals may be
demodulated, converted, interpreted, etc. by the GPS
Antenna/receiver 5431 and provided to the location module
5433. Thus, the GPS Antenna/receiver 5431 may convert the
time signals from the GPS system and provide a location
(e.g., coordinates on a map) to the location module 5433.
Alternatively, the location module 5433 can interpret the
time signals into coordinates or other location information.

The location module 5433 can be the controller of the
satellite navigation system designed for use in the vehicle
100. The location module 5433 can acquire position data, as
from the GPS Antenna/receiver 5431, to locate the user or
vehicle 100 on a road in the unit’s map database 5435. Using
the road database 5435, the location module 5433 can give
directions to other locations along roads also in the database
5435. When a GPS signal is not available, the location
module 5433 may apply dead reckoning to estimate distance
data from sensors 5404 including one or more of, but not
limited to, a speed sensor attached to the drive train of the
vehicle 100, a gyroscope, an accelerometer, etc. Addition-
ally or alternatively, the location module 5433 may use
known locations of Wi-Fi hotspots, cell tower data, etc. to
determine the position of the vehicle 100, such as by using
time difference of arrival (TDOA) and/or frequency differ-
ence of arrival (FDOA) techniques.

The maps database 5435 can include any hardware and/or
software to store information about maps, geographical
information system (GIS) information, location information,
etc. The maps database 5435 can include any data definition
or other structure to store the information. Generally, the
maps database 5435 can include a road database that may
include one or more vector maps of areas of interest. Street
names, street numbers, house numbers, and other informa-
tion can be encoded as geographic coordinates so that the
user can find some desired destination by street address.
Points of interest (waypoints) can also be stored with their
geographic coordinates. For example, a point of interest may
include speed cameras, fuel stations, public parking, and
“parked here” (or “you parked here”) information. The maps
database 5435 may also include road or street characteris-
tics, for example, speed limits, location of stop lights/stop
signs, lane divisions, school locations, etc. The map data-
base contents can be produced or updated by a server
connected through a wireless system in communication with
the Internet, even as the vehicle 100 is driven along existing
streets, yielding an up-to-date map.

FIG. 55 illustrates a block diagram of a computing
environment 5500 that may function as the servers, user
computers, or other systems provided and described herein.
The computing environment 5500 includes one or more user
computers, or computing devices, such as a vehicle com-
puting device 5504, a communication device 5508, and/or
more 5512. The computing devices 5504, 5508, 5512 may
include general purpose personal computers (including,
merely by way of example, personal computers, and/or
laptop computers running various versions of Microsoft
Corp.’s Windows® and/or Apple Corp.’s Macintosh® oper-
ating systems) and/or workstation computers running any of
a variety of commercially-available UNIX® or UNIX-like
operating systems. These computing devices 5504, 5508,
5512 may also have any of a variety of applications,
including for example, database client and/or server appli-
cations, and web browser applications. Alternatively, the
computing devices 5504, 5508, 5512 may be any other
electronic device, such as a thin-client computer, Internet-
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enabled mobile telephone, and/or personal digital assistant,
capable of communicating via a network 352 and/or dis-
playing and navigating web pages or other types of elec-
tronic documents. Although the exemplary computing envi-
ronment 5500 is shown with two computing devices, any
number of user computers or computing devices may be
supported.

The computing environment 5500 may also include one
or more servers 5514, 5516. In this example, server 5514 is
shown as a web server and server 5516 is shown as an
application server. The web server 5514, which may be used
to process requests for web pages or other electronic docu-
ments from computing devices 5504, 5508, 5512. The web
server 5514 can be running an operating system including
any of those discussed above, as well as any commercially-
available server operating systems. The web server 5514 can
also run a variety of server applications, including SIP
(Session Initiation Protocol) servers, HI'TP(s) servers, FTP
servers, CGI servers, database servers, Java servers, and the
like. In some instances, the web server 5514 may publish
operations available operations as one or more web services.

The computing environment 5500 may also include one
or more file and or/application servers 5516, which can, in
addition to an operating system, include one or more appli-
cations accessible by a client running on one or more of the
computing devices 5504, 5508, 5512. The server(s) 5516
and/or 5514 may be one or more general purpose computers
capable of executing programs or scripts in response to the
computing devices 5504, 5508, 5512. As one example, the
server 5516, 5514 may execute one or more web applica-
tions. The web application may be implemented as one or
more scripts or programs written in any programming lan-
guage, such as Java™, C, C#®, or C++, and/or any scripting
language, such as Perl, Python, or TCL, as well as combi-
nations of any programming/scripting languages. The appli-
cation server(s) 5516 may also include database servers,
including without limitation those commercially available
from Oracle®, Microsoft®, Sybase®, IBM® and the like,
which can process requests from database clients running on
a computing device 5504, 5508, 5512.

The web pages created by the server 5514 and/or 5516
may be forwarded to a computing device 5504, 5508, 5512
via a web (file) server 5514, 5516. Similarly, the web server
5514 may be able to receive web page requests, web services
invocations, and/or input data from a computing device
5504, 5508, 5512 (e.g., a user computer, etc.) and can
forward the web page requests and/or input data to the web
(application) server 5516. In further embodiments, the
server 5516 may function as a file server. Although for ease
of description, FIG. 55 illustrates a separate web server 5514
and file/application server 5516, those skilled in the art will
recognize that the functions described with respect to servers
5514, 5516 may be performed by a single server and/or a
plurality of specialized servers, depending on implementa-
tion-specific needs and parameters. The computer systems
5504, 5508, 5512, web (file) server 5514 and/or web (appli-
cation) server 5516 may function as the system, devices, or
components described in FIGS. 1-54.

The computing environment 5500 may also include a
database 5518. The database 5518 may reside in a variety of
locations. By way of example, database 5518 may reside on
a storage medium local to (and/or resident in) one or more
of the computers 5504, 5508, 5512, 5514, 5516. Alterna-
tively, it may be remote from any or all of the computers
5504, 5508, 5512, 5514, 5516, and in communication (e.g.,
via the network 5510) with one or more of these. The
database 5518 may reside in a storage-area network
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(“SAN”) familiar to those skilled in the art. Similarly, any
necessary files for performing the functions attributed to the
computers 5504, 5508, 5512, 5514, 5516 may be stored
locally on the respective computer and/or remotely, as
appropriate. The database 5518 may be a relational database,
such as Oracle 20i®, that is adapted to store, update, and
retrieve data in response to SQL-formatted commands.

FIG. 56 illustrates one embodiment of a computer system
5600 upon which the servers, user computers, computing
devices, or other systems or components described above
may be deployed or executed. The computer system 5600 is
shown comprising hardware elements that may be electri-
cally coupled via a bus 5604. The hardware elements may
include one or more central processing units (CPUs) 5608;
one or more input devices 5612 (e.g., a mouse, a keyboard,
etc.); and one or more output devices 5616 (e.g., a display
device, a printer, etc.). The computer system 5600 may also
include one or more storage devices 5620. By way of
example, storage device(s) 5620 may be disk drives, optical
storage devices, solid-state storage devices such as a random
access memory (“RANI”) and/or a read-only memory
(“ROM”), which can be programmable, flash-updateable
and/or the like.

The computer system 5600 may additionally include a
computer-readable storage media reader 5624; a communi-
cations system 5628 (e.g., a modem, a network card (wire-
less or wired), an infra-red communication device, etc.); and
working memory 5636, which may include RANT and ROM
devices as described above. The computer system 5600 may
also include a processing acceleration unit 5632, which can
include a DSP, a special-purpose processor, and/or the like.

The computer-readable storage media reader 5624 can
further be connected to a computer-readable storage
medium, together (and, optionally, in combination with
storage device(s) 5620) comprehensively representing
remote, local, fixed, and/or removable storage devices plus
storage media for temporarily and/or more permanently
containing computer-readable information. The communi-
cations system 5628 may permit data to be exchanged with
a network and/or any other computer described above with
respect to the computer environments described herein.
Moreover, as disclosed herein, the term “storage medium”
may represent one or more devices for storing data, includ-
ing read only memory (ROM), random access memory
(RAM), magnetic RAM, core memory, magnetic disk stor-
age mediums, optical storage mediums, flash memory
devices and/or other machine readable mediums for storing
information.

The computer system 5600 may also comprise software
elements, shown as being currently located within a working
memory 5636, including an operating system 5640 and/or
other code 5644. It should be appreciated that alternate
embodiments of a computer system 5600 may have numer-
ous variations from that described above. For example,
customized hardware might also be used and/or particular
elements might be implemented in hardware, software (in-
cluding portable software, such as applets), or both. Further,
connection to other computing devices such as network
input/output devices may be employed.

Examples of the processors 340, 5608 as described herein
may include, but are not limited to, at least one of Qual-
comm® Snapdragon® 800 and 801, Qualcomm® Snap-
dragon® 620 and 615 with 4G LTE Integration and 64-bit
computing, Apple® A7 processor with 64-bit architecture,
Apple® M7 motion coprocessors, Samsung® Exynos®
series, the Intel® Core™ family of processors, the Intel®
Xeon® family of processors, the Intel® Atom™ family of
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processors, the Intel Itanium® family of processors, Intel®
Core® 15-4670K and i7-4770K 22 nm Haswell, Intel®
Core® 15-3560K 22 nm Ivy Bridge, the AMD® FX™
family of processors, AMD® FX-4300, FX-6300, and
FX-8350 32 nm Vishera, AMD® Kaveri processors, Texas
Instruments® Jacinto C6000™ automotive infotainment
processors, Texas Instruments® OMAP™ automotive-grade
mobile processors, ARM® Cortex™-M processors, ARM®
Cortex-A and ARM926EJ-S™ processors, other industry-
equivalent processors, and may perform computational
functions using any known or future-developed standard,
instruction set, libraries, and/or architecture.

Any of the steps, functions, and operations discussed
herein can be performed continuously and automatically.
Aspects of the embodiments can include: A vehicle, com-
prising: a sensor to: detect a first presence of a driver in a
vehicle; detect a second presence of a passenger in the
vehicle a memory to: store first sensitive information for the
driver of the vehicle; store second sensitive information for
a passenger in the vehicle; a processor in communication
with the sensor and the memory, the processor to: receive the
first presence and second presence; provide a user interface
for the passenger to enter the sensitive information; receive
the second sensitive information for the passenger;
associate the second sensitive information with the vehicle;
and send the second sensitive information to the memory for
storage.

Any of the one or more above aspects, wherein the sensor
receives biometric information associated with the passen-
ger.

Any of the one or more above aspects, wherein the
biometric information is also stored with the second sensi-
tive information.

Any of the one or more above aspects, wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the second
sensitive information is encrypted in the memory.

Any of the one or more above aspects, wherein the second
sensitive information comprises one or more of a biometric,
a username. a password, mobile device information, pay-
ment information, a personal identification number, identi-
fiers, an address, limits, preferences, and/or rules.

Any of the one or more above aspects, wherein the second
sensitive information comprises one or more of a desired
product, a desired service, and/or a triggering event.

Any of the one or more above aspects, wherein the
processor presents a user interface to a head unit display to
receive the second sensitive information.

Any of the one or more above aspects, wherein the user
interface receives input from the passenger in the user
interface.

Any of the one or more above aspects, wherein the input
includes financial information.

A method for associated passenger information with a
vehicle, comprising: detecting a first presence of a driver in
a vehicle; detecting a second presence of a passenger in the
vehicle receiving the first presence and second presence;
providing a user interface for the passenger to enter the
sensitive information; receiving the second sensitive infor-
mation for the passenger; associating the second sensitive
information with the vehicle; and storing second sensitive
information for a passenger in the vehicle.

Any of the one or more above aspects, wherein the sensor
receives biometric information associated with the passen-
ger, wherein the biometric information is also stored with the
second sensitive information, and wherein, when the pas-
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senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of'the one or more above aspects, wherein the second
sensitive information is encrypted in the memory, wherein
the second sensitive information comprises one or more of
a biometric, a username. a password, mobile device infor-
mation, payment information, a personal identification num-
ber, identifiers, an address, limits, preferences, and/or rules.

Any of'the one or more above aspects, wherein the second
sensitive information comprises one or more of a desired
product, a desired service, and/or a triggering event.

Any of the one or more above aspects, wherein the
processor presents a user interface to receive the second
sensitive information, wherein the user interface receives
input from the passenger, and wherein the input includes
financial information.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: detecting a first presence of a driver in
a vehicle; detecting a second presence of a passenger in the
vehicle receiving the first presence and second presence;
providing a user interface for the passenger to enter the
sensitive information; receiving the second sensitive infor-
mation for the passenger; associating the second sensitive
information with the vehicle; and storing second sensitive
information for a passenger in the vehicle.

Any of the one or more above aspects, wherein the sensor
receives biometric information associated with the passen-
ger, wherein the biometric information is also stored with the
second sensitive information, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of'the one or more above aspects, wherein the second
sensitive information is encrypted in the memory, wherein
the second sensitive information comprises one or more of
a biometric, a username. a password, mobile device infor-
mation, payment information, a personal identification num-
ber, identifiers, an address, limits, preferences, and/or rules.

Any of'the one or more above aspects, wherein the second
sensitive information comprises one or more of a desired
product, a desired service, and/or a triggering event.

Any of the one or more above aspects, wherein the
processor presents a user interface to receive the second
sensitive information, wherein the user interface receives
input from the passenger, and wherein the input includes
financial information.

A vehicle, comprising: two or more radio frequency (RF)
antennas to communicate wirelessly sensitive information
associated with a user of the vehicle; two or more RF
transceivers, each RF transceiver associated with one of the
two or more RF antennas, the two or more RF transceivers
to communicate wirelessly sensitive information associated
with a user of the vehicle; a processor in communication
with the two or more RF transceivers, the processor to:
determine which one of the two or more RF antennas is
receiving a strongest signal; select a first RF transceiver
associated with the RF antenna with the strongest signal to
send the sensitive information; and send the sensitive infor-
mation to the first RF transceiver.

Any of the one or more above aspects, wherein the RF
transceiver and RF antenna are a radio frequency identifi-
cation device.

Any of the one or more above aspects, wherein the RFID
device is an active RFID device.

Any of the one or more above aspects, wherein the first
RF antenna is located near a side mirror of the vehicle.
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Any of the one or more above aspects, wherein the first
RF antenna communicates with a second RF antenna in
physical proximity of a drive through window of a drive
through restaurant.

Any of the one or more above aspects, wherein the first
RF antenna is located on a roof of the vehicle.

Any of the one or more above aspects, wherein the first
RF antenna communicates with a second RF antenna in
above the vehicle in a toll lane.

Any of the one or more above aspects, wherein the first
RF antenna is located near a charging port or a gas refill
door.

Any of the one or more above aspects, wherein the first
RF antenna communicates with a second RF antenna on a
charging station or gas pump.

Any of the one or more above aspects, wherein the vehicle
contemporaneously communicates through two or more RF
antennas.

A method for communicating information with a vehicle,
comprising: receiving a signal at one of two or more radio
frequency (RF) antennas and one of two or more RF
transceivers, wherein each RF transceiver is associated with
one of the two or more RF antennas, to communicate
wirelessly sensitive information associated with a user of the
vehicle; determining which one of the two or more RF
antennas is receiving a strongest signal; selecting a first RF
transceiver associated with the RF antenna with the stron-
gest signal to send the sensitive information; and sending the
sensitive information through the first RF transceiver.

Any of the one or more above aspects, wherein the RF
transceiver and RF antenna are a radio frequency identifi-
cation device, and wherein the RFID device is an active
RFID device.

Any of the one or more above aspects, wherein the first
RF antenna is located near a side mirror of the vehicle,
wherein the first RF antenna communicates with a second
RF antenna in physical proximity of a drive through window
of a drive through restaurant.

Any of the one or more above aspects, wherein the first
RF antenna is located on a roof of the vehicle, and wherein
the first RF antenna communicates with a second RF
antenna in above the vehicle in a toll lane.

Any of the one or more above aspects, wherein the first
RF antenna is located near a charging port or a gas refill
door, and wherein the first RF antenna communicates with
a second RF antenna on a charging station or gas pump.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: receiving a signal at one of two or more
radio frequency (RF) antennas and one of two or more RF
transceivers, wherein each RF transceiver is associated with
one of the two or more RF antennas, to communicate
wirelessly sensitive information associated with a user of the
vehicle; determining which one of the two or more RF
antennas is receiving a strongest signal; selecting a first RF
transceiver associated with the RF antenna with the stron-
gest signal to send the sensitive information; and sending the
sensitive information through the first RF transceiver.

Any of the one or more above aspects, wherein the RF
transceiver and RF antenna are a radio frequency identifi-
cation device, and wherein the RFID device is an active
RFID device.

Any of the one or more above aspects, wherein the first
RF antenna is located near a side mirror of the vehicle,
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wherein the first RF antenna communicates with a second
RF antenna in physical proximity of a drive through window
of a drive through restaurant.

Any of the one or more above aspects, wherein the first
RF antenna is located on a roof of the vehicle, and wherein
the first RF antenna communicates with a second RF
antenna in above the vehicle in a toll lane.

Any of the one or more above aspects, wherein the first
RF antenna is located near a charging port or a gas refill
door, and wherein the first RF antenna communicates with
a second RF antenna on a charging station or gas pump.

A vehicle, comprising: a sensor to: detect a presence of a
driver in a vehicle; a memory to: store sensitive information
for the driver of the vehicle; a processor in communication
with the sensor and the memory, the processor to: receive the
presence; based upon receiving the presence, provide a user
interface for the passenger to enter user information; receive
vehicle information associated with the vehicle; combine the
user information and the vehicle information to generate
sensitive information; and send the sensitive information to
the memory for storage.

Any of the one or more above aspects, wherein the sensor
receives biometric information associated with the passen-
ger.

Any of the one or more above aspects, wherein the
biometric information is also stored with the sensitive infor-
mation.

Any of the one or more above aspects, wherein the
sensitive information is sent to a third party to authenticate
the user.

Any of the one or more above aspects, wherein the
sensitive information is encrypted in the memory.

Any of the one or more above aspects, wherein the user
information comprises one or more of a biometric, a user-
name. a password, mobile device information, payment
information, a personal identification number, identifiers, an
address, limits, preferences, and/or rules.

Any of the one or more above aspects, wherein the user
information comprises one or more of a desired product, a
desired service, and/or a triggering event.

Any of the one or more above aspects, wherein the
processor presents a user interface to a head unit display to
receive the second sensitive information.

Any of the one or more above aspects, wherein the user
interface receives input from the passenger in the user
interface, wherein the input includes financial information.

Any of the one or more above aspects, wherein the vehicle
information comprises a vehicle identification number
(VIN), an electronic serial number (ESN), and/or an engine
code.

A method for communicating information with a vehicle,
comprising: detecting a presence of a driver in a vehicle;
based upon receiving the presence, providing a user inter-
face for the passenger to enter user information; receiving
vehicle information associated with the vehicle; combining
the user information and the vehicle information to generate
sensitive information; and sending the sensitive information
to the memory for storage.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein the biometric
information is also stored with the sensitive information.

Any of the one or more above aspects, wherein the
sensitive information is sent to a third party to authenticate
the user.

Any of the one or more above aspects, wherein the user
information comprises one or more of a biometric, a user-
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name. a password, mobile device information, payment
information, a personal identification number, identifiers, an
address, limits, preferences, rules, a desired product, a
desired service, and/or a triggering event.

Any of the one or more above aspects, wherein the vehicle
information comprises a vehicle identification number
(VIN), an electronic serial number (ESN), and/or an engine
code.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: detecting a presence of a driver in a
vehicle; based upon receiving the presence, providing a user
interface for the passenger to enter user information; receiv-
ing vehicle information associated with the vehicle; com-
bining the user information and the vehicle information to
generate sensitive information; and sending the sensitive
information to the memory for storage.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein the biometric
information is also stored with the sensitive information.

Any of the one or more above aspects, wherein the
sensitive information is sent to a third party to authenticate
the user.

Any of the one or more above aspects, wherein the user
information comprises one or more of a biometric, a user-
name. a password, mobile device information, payment
information, a personal identification number, identifiers, an
address, limits, preferences, rules, a desired product, a
desired service, and/or a triggering event.

Any of the one or more above aspects, wherein the vehicle
information comprises a vehicle identification number
(VIN), an electronic serial number (ESN), and/or an engine
code.

A vehicle, comprising: a navigation system to provide a
location and/or a route of the vehicle; a memory to: store
user preferences associated with a user in the vehicle; a
processor in communication with the navigation system and
the memory, the processor to: determine a third party
resident in the location and/or on the route of the vehicle;
retrieve user preferences from the memory; determine,
based on the user preferences, whether the user would desire
to communicate with the third party; and automatically send
a first communication to the third party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger.

Any of the one or more above aspects, wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service.

Any of the one or more above aspects, wherein user
preference is a usual order based on historical information
from a user’s past behavior.

Any of the one or more above aspects, wherein the user
is prompted to approve the first communication with a user
interface displayed in a display in the vehicle.

Any of the one or more above aspects, wherein the vehicle
sends a second communication to complete an interaction
with the third party.

Any of the one or more above aspects, wherein the second
communication is sent when the vehicle is in physical
proximity to the third party.

Any of the one or more above aspects, wherein the second
communication is a final authorization for a transaction.
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Any of the one or more above aspects, wherein the final
authorization includes a PIN entered by the user in a display
of the vehicle.

A method for communicating information with a vehicle,
comprising: determining a location and/or a route of the
vehicle; determining a third party resident in the location
and/or on the route of the vehicle; retrieving user prefer-
ences associated with a user in the vehicle from a memory;
determining, based on the user preferences, whether the user
would desire to communicate with the third party; and
automatically sending a first communication to the third
party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service, wherein
user preference is a usual order based on historical infor-
mation from a user’s past behavior, and wherein the user is
prompted to approve the first communication with a user
interface displayed in a display in the vehicle.

Any of the one or more above aspects, wherein the vehicle
sends a second communication to complete an interaction
with the third party, and wherein the second communication
is sent when the vehicle is in physical proximity to the third
party.

Any of'the one or more above aspects, wherein the second
communication is a final authorization for a transaction, and
wherein the final authorization includes a PIN entered by the
user in a display of the vehicle.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: determining a location and/or a route of
the vehicle; determining a third party resident in the location
and/or on the route of the vehicle; retrieving user prefer-
ences associated with a user in the vehicle from a memory;
determining, based on the user preferences, whether the user
would desire to communicate with the third party; and
automatically sending a first communication to the third
party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service, wherein
user preference is a usual order based on historical infor-
mation from a user’s past behavior, and wherein the user is
prompted to approve the first communication with a user
interface displayed in a display in the vehicle.

Any of the one or more above aspects, wherein the vehicle
sends a second communication to complete an interaction
with the third party, and wherein the second communication
is sent when the vehicle is in physical proximity to the third
party.

Any of'the one or more above aspects, wherein the second
communication is a final authorization for a transaction, and
wherein the final authorization includes a PIN entered by the
user in a display of the vehicle.

A vehicle, comprising: a display in the vehicle to display
a user interface; a processor in communication with the
display, the processor to: determine a user in the vehicle
desires to interact with a third party; render the user interface
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for the display to request authorization from the user to
allow a communication to the third party; receive user input
associated with the request for authorization; and based on
the user input, automatically send a first communication to
the third party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger.

Any of the one or more above aspects, wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service.

Any of the one or more above aspects, wherein the user
interface is an authorization for the vehicle to pre-order the
good or service.

Any of the one or more above aspects, wherein the vehicle
sends a second communication to complete an interaction
with the third party.

Any of the one or more above aspects, wherein the second
communication is sent when the vehicle is in physical
proximity to the third party.

Any of the one or more above aspects, wherein the second
communication is a final authorization for a transaction.

Any of the one or more above aspects, wherein the user
interface is presented to authorize finally the second com-
munication.

Any of the one or more above aspects, wherein the final
authorization includes a PIN entered by the user in the user
interface.

A method for communicating information with a vehicle,
comprising: determining a user in the vehicle desires to
interact with a third party; displaying a user interface to
request authorization from the user to allow a communica-
tion to the third party; receiving user input associated with
the request for authorization; and based on the user input,
automatically sending a first communication to the third
party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service, and
wherein the user interface is an authorization for the vehicle
to pre-order the good or service.

Any of the one or more above aspects, wherein the vehicle
sends a second communication to complete an interaction
with the third party, and wherein the second communication
is sent when the vehicle is in physical proximity to the third
party.

Any of the one or more above aspects, wherein the second
communication is a final authorization for a transaction,
wherein the user interface is presented to authorize finally
the second communication, and wherein the final authori-
zation includes a PIN entered by the user in the user
interface.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: determining a user in the vehicle desires
to interact with a third party; displaying a user interface to
request authorization from the user to allow a communica-
tion to the third party; receiving user input associated with
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the request for authorization; and based on the user input,
automatically sending a first communication to the third
party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service, and
wherein the user interface is an authorization for the vehicle
to pre-order the good or service.

Any of the one or more above aspects, wherein the vehicle
sends a second communication to complete an interaction
with the third party, and wherein the second communication
is sent when the vehicle is in physical proximity to the third
party.

Any of'the one or more above aspects, wherein the second
communication is a final authorization for a transaction,
wherein the user interface is presented to authorize finally
the second communication, and wherein the final authori-
zation includes a PIN entered by the user in the user
interface.

A vehicle, comprising: a memory to: store user informa-
tion associated with a user in the vehicle; store vehicle
information associated with the vehicle; a processor in
communication with the memory, the processor to: deter-
mine the user desires to interact with a third party; retrieve
user information from the memory; retrieve vehicle infor-
mation from the memory; combine the user information and
the vehicle information into a first communication for the
third party; and automatically send the first communication
to the third party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger.

Any of the one or more above aspects, wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service and the user
information and vehicle information authenticate the user
for the order.

Any of the one or more above aspects, wherein the user
information comprises financial information, biometric
information, and/or a PIN.

Any of the one or more above aspects, wherein the vehicle
information comprises a vehicle identification number, an
electronic serial number, and/or an engine code.

Any of the one or more above aspects, wherein the vehicle
sends a second communication to complete an interaction
with the third party, and wherein the second communication
is sent when the vehicle is in physical proximity to the third
party.

Any of'the one or more above aspects, wherein the second
communication is a final authorization for a transaction.

Any of'the one or more above aspects, wherein the second
communication includes user information or vehicle infor-
mation not in the first communication.

Any of the one or more above aspects, wherein the final
authorization includes a PIN entered by the user in a user
interface in the vehicle.

A method for communicating information with a vehicle,
comprising: storing user information associated with a user
in the vehicle; storing vehicle information associated with
the vehicle determining the user desires to interact with a
third party; combining the user information and the vehicle
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information into a first communication for the third party;
and automatically send the first communication to the third
party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service and the user
information and vehicle information authenticate the user
for the order.

Any of the one or more above aspects, wherein the user
information comprises financial information, biometric
information, and/or a PIN, and wherein the vehicle infor-
mation comprises a vehicle identification number, an elec-
tronic serial number, and/or an engine code.

Any of the one or more above aspects, wherein the vehicle
sends a second communication to complete an interaction
with the third party, and wherein the second communication
is sent when the vehicle is in physical proximity to the third
party, wherein the second communication is a final autho-
rization for a transaction, wherein the second communica-
tion includes user information or vehicle information not in
the first communication, and wherein the final authorization
includes a PIN entered by the user in a user interface in the
vehicle.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: storing user information associated
with a user in the vehicle; storing vehicle information
associated with the vehicle determining the user desires to
interact with a third party; combining the user information
and the vehicle information into a first communication for
the third party; and automatically send the first communi-
cation to the third party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service and the user
information and vehicle information authenticate the user
for the order.

Any of the one or more above aspects, wherein the user
information comprises financial information, biometric
information, and/or a PIN, and wherein the vehicle infor-
mation comprises a vehicle identification number, an elec-
tronic serial number, and/or an engine code.

Any of the one or more above aspects, wherein the vehicle
sends a second communication to complete an interaction
with the third party, and wherein the second communication
is sent when the vehicle is in physical proximity to the third
party, wherein the second communication is a final autho-
rization for a transaction, wherein the second communica-
tion includes user information or vehicle information not in
the first communication, and wherein the final authorization
includes a PIN entered by the user in a user interface in the
vehicle.

A vehicle, comprising: a memory to store limits on
communications associated with a user in the vehicle; a
processor in communication with the memory, the processor
to: determine the user desires to interact with a third party;
retrieve the limits from the memory; based on the limits,
determine if the vehicle can send a first communication for
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the third party; and when allowed by the limits, automati-
cally send the first communication to the third party for the
user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger.

Any of the one or more above aspects, wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service and the
limits are a monetary limit applied to the order.

Any of the one or more above aspects, wherein the limit
applies only to the user and the vehicle.

Any of the one or more above aspects, wherein the limit
applies only to the user and to two or more vehicles.

Any of the one or more above aspects, wherein the limit
applies only to two or more users and the vehicle.

Any of the one or more above aspects, wherein the limit
is set on the user by a second user.

Any of the one or more above aspects, wherein the limit
is on a number of communications that may be completed
between the vehicle and third party.

Any of the one or more above aspects, wherein the limit
only applies for a predetermined time period or route.

A method for communicating information with a vehicle,
comprising: a memory storing limits on communications
associated with a user in the vehicle; a processor determin-
ing the user desires to interact with a third party; retrieving
the limits from the memory; based on the limits, determining
if the vehicle can send a first communication for the third
party; and when allowed by the limits, automatically send-
ing the first communication to the third party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives, and wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service and the
limits are a monetary limit applied to the order.

Any of the one or more above aspects, wherein one or
more of: the limit applies only to the user and the vehicle,
the limit applies only to the user and to two or more vehicles,
the limit applies only to two or more users and the vehicle,
and/or the limit is set on the user by a second user.

Any of the one or more above aspects, wherein the limit
only applies for a predetermined time period or route.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: storing limits on communications asso-
ciated with a user in the vehicle; determining the user desires
to interact with a third party; retrieving the limits from the
memory; based on the limits, determining if the vehicle can
send a first communication for the third party; and when
allowed by the limits, automatically sending the first com-
munication to the third party for the user.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives, and wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service and the
limits are a monetary limit applied to the order.

Any of the one or more above aspects, wherein one or
more of: the limit applies only to the user and the vehicle,
the limit applies only to the user and to two or more vehicles,
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the limit applies only to two or more users and the vehicle,
and/or the limit is set on the user by a second user.

Any of the one or more above aspects, wherein the limit
only applies for a predetermined time period or route.

A vehicle, comprising: a memory to store a user rule
applicable to communications associated with a user in the
vehicle; a processor in communication with the memory, the
processor to: determine a need for communication with a
third party; retrieve the user rule from the memory; based on
the user rule, determine to which third party the vehicle can
send a first communication to address the need; select the
third party; and when determined by the user rule, automati-
cally send the first communication to the selected third party
to address the need.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger.

Any of the one or more above aspects, wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service.

Any of the one or more above aspects, wherein the user
rule determines a distance the vehicle can travel to the third
party.

Any of the one or more above aspects, wherein the user
rule determines a monetary amount the vehicle can pay to
the third party.

Any of the one or more above aspects, wherein the user
rule allows the processor to bargain with the third party.

Any of the one or more above aspects, wherein the third
party also has a vendor rule to govern an interaction with the
vehicle.

Any of the one or more above aspects, wherein the use
rule allows a search of two or more third parties that can
address the need.

Any of the one or more above aspects, wherein the user
rule is a time limit to address the need.

A method for communicating information with a vehicle,
comprising: a memory storing a user rule applicable to
communications associated with a user in the vehicle; a
processor determining a need for communication with a
third party; retrieving the user rule from the memory; based
on the user rule, determining to which third party the vehicle
can send a first communication to address the need; selecting
the third party; and when determined by the user rule,
automatically sending the first communication to the
selected third party to address the need.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service.

Any of the one or more above aspects, wherein one or
more of: wherein the user rule determines a distance the
vehicle can travel to the third party, wherein the user rule
determines a monetary amount the vehicle can pay to the
third party, wherein the user rule allows the processor to
bargain with the third, and/or wherein the user rule is a time
limit to address the need.

Any of the one or more above aspects, wherein the use
rule allows a search of two or more third parties that can
address the need.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
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or more processors, cause a vehicle to perform a method, the
method comprising: storing a user rule applicable to com-
munications associated with a user in the vehicle; determin-
ing a need for communication with a third party; retrieving
the user rule from the memory; based on the user rule,
determining to which third party the vehicle can send a first
communication to address the need; selecting the third party;
and when determined by the user rule, automatically sending
the first communication to the selected third party to address
the need.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service.

Any of the one or more above aspects, wherein one or
more of: wherein the user rule determines a distance the
vehicle can travel to the third party, wherein the user rule
determines a monetary amount the vehicle can pay to the
third party, wherein the user rule allows the processor to
bargain with the third, and/or wherein the user rule is a time
limit to address the need.

Any of the one or more above aspects, wherein the use
rule allows a search of two or more third parties that can
address the need.

A vehicle, comprising: a memory to store triggering event
information applicable to communications associated with a
user in the vehicle; a processor in communication with the
memory, the processor to: determine a triggering event has
occurred; retrieve the triggering event information from the
memory; based on the triggering event information, deter-
mine a third party to which the vehicle send a first commu-
nication; and when determined by the trigger event infor-
mation, automatically send the first communication to the
selected third party to address the need.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger.

Any of the one or more above aspects, wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service.

Any of the one or more above aspects, wherein the
triggering event information causes a change to a user
interface in the vehicle.

Any of the one or more above aspects, wherein the
triggering event is a weather related event.

Any of the one or more above aspects, wherein the first
communication purchases weather information to be over-
laid on the user interface.

Any of the one or more above aspects, wherein the
triggering event is a police action.

Any of the one or more above aspects, wherein the first
communication purchases real time traffic information to be
overlaid on the user interface to avoid the police action.

Any of the one or more above aspects, wherein the
triggering event is a malfunction of the vehicle, and wherein
the first communication purchases a tow service or a part to
address the malfunction.

A method for communicating information with a vehicle,
comprising: a memory storing triggering event information
applicable to communications associated with a user in the
vehicle; a processor determining a triggering event has
occurred; retrieving the triggering event information from
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the memory; based on the triggering event information,
determining a third party to which the vehicle send a first
communication; and when determined by the trigger event
information, automatically sending the first communication
to the selected third party to address the need.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service.

Any of the one or more above aspects, wherein the
triggering event information causes a change to a user
interface in the vehicle, wherein the triggering event is a
weather related event, and wherein the first communication
purchases weather information to be overlaid on the user
interface.

Any of the one or more above aspects, wherein the
triggering event information causes a change to a user
interface in the vehicle, wherein the triggering event is a
police action, and wherein the first communication pur-
chases real time traffic information to be overlaid on the user
interface to avoid the police action.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: storing triggering event information
applicable to communications associated with a user in the
vehicle; determining a triggering event has occurred; retriev-
ing the triggering event information from the memory; based
on the triggering event information, determining a third
party to which the vehicle send a first communication; and
when determined by the trigger event information, automati-
cally sending the first communication to the selected third
party to address the need.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is an order for a good or service.

Any of the one or more above aspects, wherein the
triggering event information causes a change to a user
interface in the vehicle, wherein the triggering event is a
weather related event, and wherein the first communication
purchases weather information to be overlaid on the user
interface.

Any of the one or more above aspects, wherein the
triggering event information causes a change to a user
interface in the vehicle, wherein the triggering event is a
police action, and wherein the first communication pur-
chases real time traffic information to be overlaid on the user
interface to avoid the police action.

A vehicle, comprising: two or more soft touch radio
frequency (RF) antennas to communicate sensitive informa-
tion associated with a user of the vehicle; two or more RF
transceivers, each RF transceiver associated with one of the
two or more soft touch RF antennas, the two or more RF
transceivers to communicate sensitive information associ-
ated with a user of the vehicle; a processor in communica-
tion with the two or more RF transceivers, the processor to:
receive an input to deploy one of the two or more RF
antennas; select a first RF transceiver associated with the
deployed RF antenna to send the sensitive information; and
send the sensitive information to the first RF transceiver.
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Any of the one or more above aspects, wherein the RF
transceiver and RF antenna are a radio frequency identifi-
cation device.

Any of the one or more above aspects, wherein the RFID
device is an active RFID device.

Any of the one or more above aspects, wherein the
deployed RF antenna is located near a side mirror of the
vehicle.

Any of the one or more above aspects, wherein the
deployed RF antenna contacts a pad physically attached to
a structure, associated with a second RF antenna, in physical
proximity with a drive through window of a drive through
restaurant.

Any of the one or more above aspects, wherein the
deployed RF antenna is located on a roof of the vehicle.

Any of the one or more above aspects, wherein the
deployed RF antenna contacts a pad physically attached to
a structure, associated with a second RF antenna, above the
vehicle in a toll lane.

Any of the one or more above aspects, wherein the
deployed RF antenna is located near a charging port or a gas
refill door.

Any of the one or more above aspects, wherein the
deployed RF antenna contacts a pad physically attached to
a structure on a charging station or gas pump.

Any of the one or more above aspects, wherein the vehicle
contemporaneously communicates through two or more soft
touch RF antennas.

A method for communicating information with a vehicle,
comprising: receiving an input to deploy one of two or more
soft touch radio frequency (RF) antennas to communicate
sensitive information associated with a user of the vehicle;
selecting a first RF transceiver associated with the deployed
RF antenna to send the sensitive information; and sending
the sensitive information through the first RF transceiver.

Any of the one or more above aspects, wherein the RF
transceiver and RF antenna are a radio frequency identifi-
cation device, and wherein the RFID device is an active
RFID device.

Any of the one or more above aspects, wherein the
deployed RF antenna is located near a side mirror of the
vehicle, and wherein the deployed RF antenna contacts a pad
physically attached to a structure, associated with a second
RF antenna, in physical proximity with a drive through
window of a drive through restaurant.

Any of the one or more above aspects, wherein the
deployed RF antenna is located on a roof of the vehicle, and
wherein the deployed RF antenna contacts a pad physically
attached to a structure, associated with a second RF antenna,
above the vehicle in a toll lane.

Any of the one or more above aspects, wherein the
deployed RF antenna is located near a charging port or a gas
refill door, and wherein the deployed RF antenna contacts a
pad physically attached to a structure on a charging station
or gas pump.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: receiving an input to deploy one of two
or more soft touch radio frequency (RF) antennas to com-
municate sensitive information associated with a user of the
vehicle; selecting a first RF transceiver associated with the
deployed RF antenna to send the sensitive information; and
sending the sensitive information through the first RF trans-
ceiver.
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Any of the one or more above aspects, wherein the RF
transceiver and RF antenna are a radio frequency identifi-
cation device, and wherein the RFID device is an active
RFID device.

Any of the one or more above aspects, wherein the
deployed RF antenna is located near a side mirror of the
vehicle, and wherein the deployed RF antenna contacts a pad
physically attached to a structure, associated with a second
RF antenna, in physical proximity with a drive through
window of a drive through restaurant.

Any of the one or more above aspects, wherein the
deployed RF antenna is located on a roof of the vehicle, and
wherein the deployed RF antenna contacts a pad physically
attached to a structure, associated with a second RF antenna,
above the vehicle in a toll lane.

Any of the one or more above aspects, wherein the
deployed RF antenna is located near a charging port or a gas
refill door, and wherein the deployed RF antenna contacts a
pad physically attached to a structure on a charging station
or gas pump.

A vehicle, comprising: a memory to: store sensitive
information associated with a user in the vehicle; store user
preferences associated with a user in the vehicle a processor
in communication with the memory, the processor to: based
on the user preferences, determine the user desires to com-
municate with a third party in an interaction; automatically
send a first communication to the third party; and send a
second communication to the third party for the user to
complete the interaction.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger.

Any of the one or more above aspects, wherein, when the
passenger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is a pre-order for a good or service.

Any of the one or more above aspects, wherein user
preference is a usual order based on historical information
from a user’s past behavior.

Any of the one or more above aspects, wherein the user
is prompted to approve the first communication with a user
interface displayed in a display in the vehicle.

Any of the one or more above aspects, wherein the second
communication is an authorization to complete the order
with the third party.

Any of the one or more above aspects, wherein the second
communication is sent when the vehicle is in physical
proximity to the third party.

Any of the one or more above aspects, wherein the first
communication is sent over a first communication network,
wherein the second communication is sent over a second
communication network, and wherein the first and second
communication networks are different.

Any of the one or more above aspects, wherein the first
communication is sent when the vehicle is distant from the
third party.

A method for communicating information with a vehicle,
comprising: storing sensitive information associated with a
user in the vehicle; storing user preferences associated with
a user in the vehicle based on the user preferences, deter-
mining the user desires to communicate with a third party in
an interaction; automatically sending a first communication
to the third party; and sending a second communication to
the third party for the user to complete the interaction.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
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associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is a pre-order for a good or service.

Any of the one or more above aspects, wherein user
preference is a usual order based on historical information
from a user’s past behavior, and wherein the user is
prompted to approve the first communication with a user
interface displayed in a display in the vehicle.

Any of'the one or more above aspects, wherein the second
communication is sent when the vehicle is in physical
proximity to the third party, wherein the first communication
is sent over a first communication network, wherein the
second communication is sent over a second communication
network, and wherein the first and second communication
networks are different, and wherein the first communication
is sent when the vehicle is distant from the third party.

A non-transitory information storage media having stored
thereon one or more instructions, that when executed by one
or more processors, cause a vehicle to perform a method, the
method comprising: storing sensitive information associated
with a user in the vehicle; storing user preferences associ-
ated with a user in the vehicle based on the user preferences,
determining the user desires to communicate with a third
party in an interaction; automatically sending a first com-
munication to the third party; and sending a second com-
munication to the third party for the user to complete the
interaction.

Any of the one or more above aspects, wherein a sensor
associated with the vehicle receives biometric information
associated with the passenger, and wherein, when the pas-
senger enters the vehicle a second time, the biometric
information identifies the passenger.

Any of the one or more above aspects, wherein the first
communication is a pre-order for a good or service.

Any of the one or more above aspects, wherein user
preference is a usual order based on historical information
from a user’s past behavior, and wherein the user is
prompted to approve the first communication with a user
interface displayed in a display in the vehicle.

Any of'the one or more above aspects, wherein the second
communication is sent when the vehicle is in physical
proximity to the third party, wherein the first communication
is sent over a first communication network, wherein the
second communication is sent over a second communication
network, and wherein the first and second communication
networks are different, and wherein the first communication
is sent when the vehicle is distant from the third party.

A means, system, SOC, ASIC, FPGA, device, circuit,
component, software component, or other module for con-
ducting any of the methods and/or any of the one or more
aspects above.

The exemplary systems and methods of this disclosure
have been described in relation to vehicle systems and
electric vehicles. However, to avoid unnecessarily obscuring
the present disclosure, the preceding description omits a
number of known structures and devices. This omission is
not to be construed as a limitation of the scope of the claimed
disclosure. Specific details are set forth to provide an under-
standing of the present disclosure. It should, however, be
appreciated that the present disclosure may be practiced in
a variety of ways beyond the specific detail set forth herein.

Furthermore, while the exemplary embodiments illus-
trated herein show the various components of the system
collocated, certain components of the system can be located
remotely, at distant portions of a distributed network, such as
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a LAN and/or the Internet, or within a dedicated system.
Thus, it should be appreciated, that the components of the
system can be combined into one or more devices, such as
a server, communication device, or collocated on a particular
node of a distributed network, such as an analog and/or
digital telecommunications network, a packet-switched net-
work, or a circuit-switched network. It will be appreciated
from the preceding description, and for reasons of compu-
tational efficiency, that the components of the system can be
arranged at any location within a distributed network of
components without affecting the operation of the system.
For example, the various components can be located in a
switch such as a PBX and media server, gateway, in one or
more communications devices, at one or more users’ prem-
ises, or some combination thereof. Similarly, one or more
functional portions of the system could be distributed
between a telecommunications device(s) and an associated
computing device.

Furthermore, it should be appreciated that the various
links connecting the elements can be wired or wireless links,
or any combination thereof, or any other known or later
developed element(s) that is capable of supplying and/or
communicating data to and from the connected elements.
These wired or wireless links can also be secure links and
may be capable of communicating encrypted information.
Transmission media used as links, for example, can be any
suitable carrier for electrical signals, including coaxial
cables, copper wire, and fiber optics, and may take the form
of acoustic or light waves, such as those generated during
radio-wave and infra-red data communications.

While the flowcharts have been discussed and illustrated
in relation to a particular sequence of events, it should be
appreciated that changes, additions, and omissions to this
sequence can occur without materially affecting the opera-
tion of the disclosed embodiments, configuration, and
aspects.

A number of variations and modifications of the disclo-
sure can be used. It would be possible to provide for some
features of the disclosure without providing others.

In yet another embodiment, the systems and methods of
this disclosure can be implemented in conjunction with a
special purpose computer, a programmed microprocessor or
microcontroller and peripheral integrated circuit element(s),
an ASIC or other integrated circuit, a digital signal proces-
sor, a hard-wired electronic or logic circuit such as discrete
element circuit, a programmable logic device or gate array
such as PLD, PLA, FPGA, PAL, special purpose computer,
any comparable means, or the like. In general, any device(s)
or means capable of implementing the methodology illus-
trated herein can be used to implement the various aspects
of this disclosure. Exemplary hardware that can be used for
the present disclosure includes computers, handheld
devices, telephones (e.g., cellular, Internet enabled, digital,
analog, hybrids, and others), and other hardware known in
the art. Some of these devices include processors (e.g., a
single or multiple microprocessors), memory, nonvolatile
storage, input devices, and output devices. Furthermore,
alternative software implementations including, but not lim-
ited to, distributed processing or component/object distrib-
uted processing, parallel processing, or virtual machine
processing can also be constructed to implement the meth-
ods described herein.

In yet another embodiment, the disclosed methods may be
readily implemented in conjunction with software using
object or object-oriented software development environ-
ments that provide portable source code that can be used on
a variety of computer or workstation platforms. Alterna-
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tively, the disclosed system may be implemented partially or
fully in hardware using standard logic circuits or VLSI
design. Whether software or hardware is used to implement
the systems in accordance with this disclosure is dependent
on the speed and/or efficiency requirements of the system,
the particular function, and the particular software or hard-
ware systems or microprocessor or microcomputer systems
being utilized.

In yet another embodiment, the disclosed methods may be
partially implemented in software that can be stored on a
storage medium, executed on programmed general-purpose
computer with the cooperation of a controller and memory,
a special purpose computer, a microprocessor, or the like. In
these instances, the systems and methods of this disclosure
can be implemented as a program embedded on a personal
computer such as an applet, JAVA® or CGI script, as a
resource residing on a server or computer workstation, as a
routine embedded in a dedicated measurement system, sys-
tem component, or the like. The system can also be imple-
mented by physically incorporating the system and/or
method into a software and/or hardware system.

Although the present disclosure describes components
and functions implemented in the embodiments with refer-
ence to particular standards and protocols, the disclosure is
not limited to such standards and protocols. Other similar
standards and protocols not mentioned herein are in exis-
tence and are considered to be included in the present
disclosure. Moreover, the standards and protocols men-
tioned herein and other similar standards and protocols not
mentioned herein are periodically superseded by faster or
more effective equivalents having essentially the same func-
tions. Such replacement standards and protocols having the
same functions are considered equivalents included in the
present disclosure.

The present disclosure, in various embodiments, configu-
rations, and aspects, includes components, methods, pro-
cesses, systems and/or apparatus substantially as depicted
and described herein, including various embodiments, sub-
combinations, and subsets thereof. Those of skill in the art
will understand how to make and use the systems and
methods disclosed herein after understanding the present
disclosure. The present disclosure, in various embodiments,
configurations, and aspects, includes providing devices and
processes in the absence of items not depicted and/or
described herein or in various embodiments, configurations,
or aspects hereof, including in the absence of such items as
may have been used in previous devices or processes, e.g.,
for improving performance, achieving ease, and/or reducing
cost of implementation.

The foregoing discussion of the disclosure has been
presented for purposes of illustration and description. The
foregoing is not intended to limit the disclosure to the form
or forms disclosed herein. In the foregoing Detailed Descrip-
tion for example, various features of the disclosure are
grouped together in one or more embodiments, configura-
tions, or aspects for the purpose of streamlining the disclo-
sure. The features of the embodiments, configurations, or
aspects of the disclosure may be combined in alternate
embodiments, configurations, or aspects other than those
discussed above. This method of disclosure is not to be
interpreted as reflecting an intention that the claimed dis-
closure requires more features than are expressly recited in
each claim. Rather, as the following claims reflect, inventive
aspects lie in less than all features of a single foregoing
disclosed embodiment, configuration, or aspect. Thus, the
following claims are hereby incorporated into this Detailed
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Description, with each claim standing on its own as a
separate preferred embodiment of the disclosure.

Moreover, though the description of the disclosure has
included description of one or more embodiments, configu-
rations, or aspects and certain variations and modifications,
other variations, combinations, and modifications are within
the scope of the disclosure, e.g., as may be within the skill
and knowledge of those in the art, after understanding the
present disclosure. It is intended to obtain rights, which
include alternative embodiments, configurations, or aspects
to the extent permitted, including alternate, interchangeable
and/or equivalent structures, functions, ranges, or steps to
those claimed, whether or not such alternate, interchange-
able and/or equivalent structures, functions, ranges, or steps
are disclosed herein, and without intending to publicly
dedicate any patentable subject matter.

The phrases “at least one,” “one or more,” “or,” and
“and/or” are open-ended expressions that are both conjunc-
tive and disjunctive in operation. For example, each of the
expressions “at least one of A, B and C,” “at least one of A,
B, or C,” “one or more of A, B, and C,” “one or more of A,
B, or C,” “A, B, and/or C,” and “A, B, or C” means A alone,
B alone, C alone, A and B together, A and C together, B and
C together, or A, B and C together.

The term “a” or “an” entity refers to one or more of that
entity. As such, the terms “a” (or “an”), “one or more,” and
“at least one” can be used interchangeably herein. It is also
to be noted that the terms “comprising,” “including,” and
“having” can be used interchangeably.

The term “automatic” and variations thereof, as used
herein, refers to any process or operation, which is typically
continuous or semi-continuous, done without material
human input when the process or operation is performed.
However, a process or operation can be automatic, even
though performance of the process or operation uses mate-
rial or immaterial human input, if the input is received
before performance of the process or operation. Human
input is deemed to be material if such input influences how
the process or operation will be performed. Human input
that consents to the performance of the process or operation
is not deemed to be “material.”

Aspects of the present disclosure may take the form of an
embodiment that is entirely hardware, an embodiment that is
entirely software (including firmware, resident software,
micro-code, etc.) or an embodiment combining software and
hardware aspects that may all generally be referred to herein
as a “circuit,” “module,” or “system.” Any combination of
one or more computer-readable medium(s) may be utilized.
The computer-readable medium may be a computer-read-
able signal medium or a computer-readable storage medium.

A computer-readable storage medium may be, for
example, but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, appa-
ratus, or device, or any suitable combination of the forego-
ing. More specific examples (a non-exhaustive list) of the
computer-readable storage medium would include the fol-
lowing: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer-readable storage
medium may be any tangible medium that can contain or
store a program for use by or in connection with an instruc-
tion execution system, apparatus, or device.
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A computer-readable signal medium may include a propa-
gated data signal with computer-readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer-readable signal medium may be any computer-
readable medium that is not a computer-readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device. Program code
embodied on a computer-readable medium may be trans-
mitted using any appropriate medium, including, but not
limited to, wireless, wireline, optical fiber cable, RF, etc., or
any suitable combination of the foregoing.

The terms “determine,” “calculate,” “compute,” and
variations thereof, as used herein, are used interchangeably
and include any type of methodology, process, mathematical
operation or technique.

Examples of the processors as described herein may
include, but are not limited to, at least one of Qualcomm®
Snapdragon® 800 and 801, Qualcomm® Snapdragon® 610
and 615 with 4G LTE Integration and 64-bit computing,
Apple® A7 processor with 64-bit architecture, Apple® M7
motion coprocessors, Samsung® Exynos® series, the Intel®
Core™ family of processors, the Intel® Xeon® family of
processors, the Intel® Atom™ family of processors, the
Intel Itanium® family of processors, Intel® Core®
15-4670K and i7-4770K 22 nm Haswell, Intel® Core®
i5-3570K 22 nm Ivy Bridge, the AMD® FX™ family of
processors, AMD® FX-4300, FX-6300, and FX-8350 32 nm
Vishera, AMD® Kaveri processors, Texas Instruments®
Jacinto C6000™ automotive infotainment processors, Texas
Instruments® OMAP™ automotive-grade mobile proces-
sors, ARM® Cortex™-M processors, ARM® Cortex-A and
ARMO926EJ-S™ processors, other industry-equivalent pro-
cessors, and may perform computational functions using any
known or future-developed standard, instruction set, librar-
ies, and/or architecture.

The term “means” as used herein shall be given its
broadest possible interpretation in accordance with 35
U.S.C., Section 112(f) and/or Section 112, Paragraph 6.
Accordingly, a claim incorporating the term “means” shall
cover all structures, materials, or acts set forth herein, and all
of the equivalents thereof. Further, the structures, materials
or acts and the equivalents thereof shall include all those
described in the summary, brief description of the drawings,
detailed description, abstract, and claims themselves.

What is claimed is:
1. A vehicle, comprising:
a memory to store a user rule applicable to third party
vendor communications associated with a user in the
vehicle;
a processor in communication with the memory, the
processor is programmed to:
determine a need for communication with a third party
vendor;

retrieve the user rule from the memory, wherein the
user rule defines to which third party vendor the
vehicle can send a first communication to address the
need, the need relating to a product or service of the
third party vendor and wherein the user rule defines
one or more of a geographic location of the third
party vendor relative to a current location of the
vehicle, a monetary amount the vehicle can pay to a
third party vendor for a product or service to address
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the need, and a time limit for the third party vendor
to provide the product or service to address the need;

based on the user rule, select a third party vendor from
among multiple possible third party vendors,
wherein each of the multiple possible third party
vendors is capable of providing the product or ser-
vice to meet the need; and

when determined by the user rule, automatically send
the first communication to the selected third party
vendor to address the need, wherein the first com-
munication is associated with an order for the prod-
uct or service, wherein the processor provides an
authorization to the selected third party vendor to
complete the order, wherein the authorization com-
prises the financial information of the user, and
wherein the vehicle uses different antennas posi-
tioned at different physical locations on an exterior
of the vehicle to provide the first communication and
authorization to the selected third party vendor.

2. The vehicle of claim 1, wherein the memory stores one
or more limits on third party vendor communications asso-
ciated with a user in the vehicle, wherein the one or more
limits restrict financial transactions of the user with third
party vendors, the one or more limits comprising one or
more of a financial transaction amount limit and a limit on
a number of financial transactions, and wherein the proces-
sor, based on the one or more limits, determines whether the
vehicle can send the first communication to one of the
multiple possible third party vendors, the first communica-
tion being related to initiating or completing a financial
transaction with the third party vendor regarding the order
for the product or service; when allowed by the one or more
limits, automatically sends the first communication to the
selected third party vendor for the user; and when not
allowed by the one or more limits, does not send the first
communication to the selected third party vendor for the
user.

3. The vehicle of claim 1, wherein the different antennas
transmit the first communication and authorization using
different communication protocols, wherein a first of the
different communication protocols is one or more of a near
field communications (NFC), BLUETOOTH™, Low
Energy (BLE), and radio frequency identification (RFID)
protocol and a second of the different communication pro-
tocols is a cellular network communication protocol,
wherein one or more of the first communication and autho-
rization comprises vehicle information and user information,
wherein the vehicle information comprises a vehicle iden-
tification number of the vehicle, an electronic serial number
associated with the vehicle, and/or an engine code of the
vehicle, wherein the first communication enables the
selected third party vendor to authenticate the user, wherein
the user information comprises biometric information of the
user, the biometric information being received by a sensor
associated with the vehicle, wherein the biometric informa-
tion comprises one or more of facial structure, facial rec-
ognition information, voiceprint, voice recognition informa-
tion, eye color, DNA information, and fingerprint
information, wherein the selected third party vendor authen-
ticates the user to enable the financial transaction between
the selected third party vendor and user using the user
information while the vehicle is in motion, and wherein the
processor is programmed to initiate automatically, on behalf
of'the user and subject to the one or more limits, the financial
transaction with the selected third party vendor in response
to a sensed state or location of the vehicle.
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4. The vehicle of claim 1, wherein the different antennas
transmit the first communication and authorization using
different communication protocols, wherein a first of the
different communication protocols is one or more of a near
field communications (NFC), BLUETOOTH™, Low
Energy (BLE), and radio frequency identification (RFID)
protocol and a second of the different communication pro-
tocols is a cellular network communication protocol,
wherein one or more of the first communication and autho-
rization comprises vehicle information and user information,
wherein the vehicle information comprises a vehicle iden-
tification number of the vehicle, an electronic serial number
associated with the vehicle, and/or an engine code of the
vehicle, wherein the first communication enables the
selected third party vendor to authenticate the user, wherein
the user is a passenger of the vehicle, wherein the sensor
detects a second presence of the passenger in the vehicle,
wherein the processor receives the second presence, pro-
vides a user interface for the passenger to enter the user
information; wherein the user information comprises finan-
cial information of the passenger, wherein the financial
transaction is initiated by a request from the selected third
party vendor, wherein the processor, as part of the request,
communicates the user and vehicle information to the
selected third party vendor to authenticate the passenger to
enable the selected third party vendor to perform the finan-
cial transaction with the passenger using the user informa-
tion, and wherein the processor is programmed to: while the
vehicle is in motion, receive a plurality of transaction
options from a plurality of vendors, each transaction option
comprising an offer for the user to purchase a product or
service; retrieve user preferences from the memory; in
response to the transaction options and based on the user
preferences, pre-filter the plurality of transaction options to
identify which of the plurality of transaction options to
present to the user by a user interface; in response to
identifying a transaction option to present to the user, render
the user interface for the display to request authorization
from the user to allow a communication to the selected third
party vendor associated with the identified transaction
option; receive user input associated with the identified
transaction option regarding authorization of the associated
transaction, the associated transaction being the financial
transaction, the user input indicating that the user authorizes
the communication; and based on the user input and while
the vehicle is in motion, automatically send, by a secure
session, the first communication to the selected third party
vendor on behalf of the user, the first communication
enabling the selected third party vendor to complete the
associated transaction.

5. The vehicle of claim 1, wherein the different antennas
transmit the first communication and authorization using
different communication protocols, wherein a first of the
different communication protocols is one or more of a near
field communications (NFC), BLUETOOTH™, Low
Energy (BLE), and radio frequency identification (RFID)
protocol and a second of the different communication pro-
tocols is a cellular network communication protocol,
wherein the user rule determines a distance the vehicle can
travel to the third party, wherein one or more of the first
communication and authorization comprises vehicle infor-
mation and user information, wherein the vehicle informa-
tion comprises a vehicle identification number of the
vehicle, an electronic serial number associated with the
vehicle, and/or an engine code of the vehicle, wherein the
first communication enables the selected third party vendor
to authenticate the user, wherein user information and
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vehicle information authenticate the user for the order,
wherein the user information comprises mobile device infor-
mation of a device associated with the user, and wherein the
mobile device information comprises one or more of the
mobile device number, the media access control (MAC)
address, and a uniform resource locator (URL).

6. The vehicle of claim 5, wherein the user rule allows the
processor to bargain automatically with the third party,
wherein the one or more limits applies only to the user and
to two or more vehicles, wherein the user information
comprises a triggering event, the triggering event being a
weather condition, and wherein the processor provides to the
selected third party vendor, by the first communication
protocol, the order of a product or service and by the
different second protocol, financial information of the user.

7. The vehicle of claim 1, wherein the different antennas
transmit the first communication and authorization using
different communication protocols, wherein the user rule
determines a monetary amount the vehicle can pay to the
selected third party vendor, wherein the first communication
comprises vehicle information and user information,
wherein the vehicle information comprises a vehicle iden-
tification number of the vehicle, an electronic serial number
associated with the vehicle, and/or an engine code of the
vehicle, wherein the first communication enables the
selected third party vendor to authenticate the user, wherein
the user information comprises financial information, bio-
metric information, and/or a PIN, wherein the authorization
comprises the financial information of the user, wherein the
vehicle uses different communication protocols to provide
the vehicle information and financial information, and
wherein a first of the different communication protocols is
one or more of a near field communications (NFC), BLU-
ETOOTH™, Low Energy (BLE), and radio frequency iden-
tification (RFID) protocol and a second of the different
communication protocols is a cellular network communica-
tion protocol, wherein the user information is encrypted in
the memory, wherein the processor authorizes the financial
transaction in response to a plurality of a vehicle location,
speed, proximity to a location, preference data and historical
information associated with the user, wherein the user
information comprises one or more of a biometric, a user-
name, a password, mobile device information, payment
information, a personal identification number, identifiers, an
address, limits, preferences, and/or rules, wherein the pro-
cessor, in response to a first event, the first event being a
vehicle route, automatically forwards a first portion of a
secure communication to the selected third party vendor to
preorder a product or service of the selected third party
vendor in connection with a transaction with the user,
wherein the processor, in response to a later second event,
the second event being a vehicle location, automatically
completes the transaction by providing financial information
to the selected third party vendor, and wherein the one or
more limits applies only to the user and the vehicle.

8. The vehicle of claim 1, wherein the third party also has
a vendor rule to govern an interaction with the vehicle,
wherein the one or more limits applies only to two or more
users and the vehicle, wherein the processor is authorized
and programmed to initiate automatically on behalf of the
user and without further input from the user the financial
transaction with the selected third party vendor, wherein the
authorization is restricted temporally or limited to a selected
route or spatial location of the vehicle, wherein the user
interface receives input from the user in the user interface
and further comprising an active or passive payment device
positioned on or near an outer surface of the vehicle, the
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payment device using one or more of near field communi-
cations (NFC), BLUETOOTH™, Low Energy (BLE), and
radio frequency identification (RFID) protocol to provide
wirelessly financial information of the user to the selected
third party vendor, and wherein the payment device com-
prises one of the antennas, wherein the processor:
determines, at a first time, which one of the different
antennas is receiving a strongest signal from a common
signal source associated with the third party vendor;
selects a first transceiver associated with the first antenna
receiving the strongest signal to send the first commu-
nication or authorization to the common signal source;
sends the first communication or authorization to the first
transceiver for transmission to the common signal
source;
determines, at a second time, which one of the different
antennas is receiving a strongest signal from the com-
mon signal source;

selects a second transceiver associated with the second

antenna receiving the strongest signal to send the other
of the first communication or authorization to the
common signal source; and

sends the other of the first communication or authoriza-

tion to the second transceiver for transmission to the
common signal source.

9. The vehicle of claim 1, wherein the one or more limits
is set on the user by a second user and further comprising a
deployable antenna that one or more of physically contacts
a receiving pad of the selected third party vendor as the
vehicle is in proximity to the selected third party vendor and
communicates with a receiver of the selected third party
vendor by a near field communication protocol to provide
the financial information to the selected third party vendor,
the deployable antenna being one of the antennas.

10. The vehicle of claim 1, wherein the user rule is a time
limit to address the need and wherein the one or more limits
is on a number of communications that may be completed
between the vehicle and third party.

11. A method for communicating information with a
vehicle, comprising:

providing a vehicle comprising a memory storing a user

rule applicable to communications associated with a
user in the vehicle and a processor determining a need
for communication with a third party;

determining, by the processor, a need for communication

with a third party vendor;
retrieving, by the processor, the user rule from the
memory, wherein the user rule defines to which third
party vendor the vehicle can send a first communication
to address the need, the need relating to a product or
service of the third party vendor and wherein the user
rule defines one or more of a geographic location of the
third party vendor relative to a current location of the
vehicle, a monetary amount the vehicle can pay to a
third party vendor for a product or service to address
the need, and a time limit for the third party vendor to
provide the product or service to address the need;

based on the user rule, selecting, by the processor, a third
party vendor from among multiple possible third party
vendors, wherein each of the multiple possible third
party vendors is capable of providing the product or
service to meet the need; and

when determined by the user rule, automatically sending,

by the processor, the first communication to the
selected third party vendor to address the need, wherein
the first communication is associated with an order for
the product or service, wherein the processor provides
an authorization to the selected third party vendor to
complete the order, wherein the authorization com-
prises the financial information of the user, and wherein
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the vehicle uses different antennas positioned at differ-
ent physical locations on an exterior of the vehicle to
provide the first communication and authorization to
the selected third party vendor.

12. The method of claim 10, wherein the memory stores
one or more limits on third party vendor communications
associated with a user in the vehicle, wherein the one or
more limits restrict financial transactions of the user with
third party vendors, the one or more limits comprising one
or more of a financial transaction amount limit and a limit on
a number of financial transactions, and wherein the proces-
sor, based on the one or more limits, determines whether the
vehicle can send the first communication to one of the
multiple possible third party vendors, the first communica-
tion being related to initiating or completing a financial
transaction with the third party vendor regarding the order
for the product or service; when allowed by the one or more
limits, automatically sends the first communication to the
selected third party vendor for the user; and when not
allowed by the one or more limits, does not send the first
communication to the selected third party vendor for the
user.

13. The method of claim 11, wherein the different anten-
nas transmit the first communication and authorization using
different communication protocols, wherein a first of the
different communication protocols is one or more of a near
field communications (NFC), BLUETOOTH™, Low
Energy (BLE), and radio frequency identification (RFID)
protocol and a second of the different communication pro-
tocols is a cellular network communication protocol,
wherein one or more of the first communication and autho-
rization comprises vehicle information and user information,
wherein the vehicle information comprises a vehicle iden-
tification number of the vehicle, an electronic serial number
associated with the vehicle, and/or an engine code of the
vehicle, wherein the first communication enables the
selected third party vendor to authenticate the user, wherein
the user information comprises biometric information of the
user, the biometric information being received by a sensor
associated with the vehicle, wherein the biometric informa-
tion comprises one or more of facial structure, facial rec-
ognition information, voiceprint, voice recognition informa-
tion, eye color, DNA information, and fingerprint
information, wherein the selected third party vendor authen-
ticates the user to enable the financial transaction between
the selected third party vendor and user using the user
information while the vehicle is in motion, and wherein the
processor is programmed to initiate automatically, on behalf
of'the user and subject to the one or more limits, the financial
transaction with the selected third party vendor in response
to a sensed state or location of the vehicle.

14. The method of claim 11, wherein the different anten-
nas transmit the first communication and authorization using
different communication protocols, wherein a first of the
different communication protocols is one or more of a near
field communications (NFC), BLUETOOTH™, Low
Energy (BLE), and radio frequency identification (RFID)
protocol and a second of the different communication pro-
tocols is a cellular network communication protocol,
wherein one or more of the first communication and autho-
rization comprises vehicle information and user information,
wherein the vehicle information comprises a vehicle iden-
tification number of the vehicle, an electronic serial number
associated with the vehicle, and/or an engine code of the
vehicle, wherein the first communication enables the
selected third party vendor to authenticate the user, wherein
the user is a passenger of the vehicle, wherein the sensor
detects a second presence of the passenger in the vehicle,
wherein the processor receives the second presence, pro-
vides a user interface for the passenger to enter the user
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information; wherein the user information comprises finan-
cial information of the passenger, wherein the financial
transaction is initiated by a request from the selected third
party vendor, wherein the processor, as part of the request,
communicates the user and vehicle information to the
selected third party vendor to authenticate the passenger to
enable the selected third party vendor to perform the finan-
cial transaction with the passenger using the user informa-
tion, and wherein the processor is programmed to: while the
vehicle is in motion, receive a plurality of transaction
options from a plurality of vendors, each transaction option
comprising an offer for the user to purchase a product or
service; retrieve user preferences from the memory; in
response to the transaction options and based on the user
preferences, pre-filter the plurality of transaction options to
identify which of the plurality of transaction options to
present to the user by a user interface; in response to
identifying a transaction option to present to the user, render
the user interface for the display to request authorization
from the user to allow a communication to the selected third
party vendor associated with the identified transaction
option; receive user input associated with the identified
transaction option regarding authorization of the associated
transaction, the associated transaction being the financial
transaction, the user input indicating that the user authorizes
the communication; and based on the user input and while
the vehicle is in motion, automatically send, by a secure
session, the first communication to the selected third party
vendor on behalf of the user, the first communication
enabling the selected third party vendor to complete the
associated transaction.

15. The method of claim 11, wherein the different anten-
nas transmit the first communication and authorization using
different communication protocols, wherein a first of the
different communication protocols is one or more of a near
field communications (NFC), BLUETOOTH™, Low
Energy (BLE), and radio frequency identification (RFID)
protocol and a second of the different communication pro-
tocols is a cellular network communication protocol,
wherein the user rule determines a distance the vehicle can
travel to the third party, wherein one or more of the first
communication and authorization comprises vehicle infor-
mation and user information, wherein the vehicle informa-
tion comprises a vehicle identification number of the
vehicle, an electronic serial number associated with the
vehicle, and/or an engine code of the vehicle, wherein the
first communication enables the selected third party vendor
to authenticate the user, wherein user information and
vehicle information authenticate the user for the order,
wherein the user information comprises mobile device infor-
mation of a device associated with the user, and wherein the
mobile device information comprises one or more of the
mobile device number, the media access control (MAC)
address, and a uniform resource locator (URL).

16. The method of claim 11, wherein the different anten-
nas transmit the first communication and authorization using
different communication protocols, wherein the user rule
determines a monetary amount the vehicle can pay to the
selected third party vendor, wherein the first communication
comprises vehicle information and user information,
wherein the vehicle information comprises a vehicle iden-
tification number of the vehicle, an electronic serial number
associated with the vehicle, and/or an engine code of the
vehicle, wherein the first communication enables the
selected third party vendor to authenticate the user, wherein
the user information comprises financial information, bio-
metric information, and/or a PIN, wherein the authorization
comprises the financial information of the user, wherein the
vehicle uses different communication protocols to provide
the vehicle information and financial information, and
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wherein a first of the different communication protocols is
one or more of a near field communications (NFC), BLU-
ETOOTH™, Low Energy (BLE), and radio frequency iden-
tification (RFID) protocol and a second of the different
communication protocols is a cellular network communica-
tion protocol, wherein the user information is encrypted in
the memory, wherein the processor authorizes the financial
transaction in response to a plurality of a vehicle location,
speed, proximity to a location, preference data and historical
information associated with the user, wherein the user
information comprises one or more of a biometric, a user-
name, a password, mobile device information, payment
information, a personal identification number, identifiers, an
address, limits, preferences, and/or rules, wherein the pro-
cessor, in response to a first event, the first event being a
vehicle route, automatically forwards a first portion of a
secure communication to the selected third party vendor to
preorder a product or service of the selected third party
vendor in connection with a transaction with the user,
wherein the processor, in response to a later second event,
the second event being a vehicle location, automatically
completes the transaction by providing financial information
to the selected third party vendor, and wherein the one or
more limits applies only to the user and the vehicle.

17. The method of claim 15, wherein the user rule allows
the processor to bargain automatically with the third party,
wherein the one or more limits applies only to the user and
to two or more vehicles, wherein the user information
comprises a triggering event, the triggering event being a
weather condition, and wherein the processor provides to the
selected third party vendor, by the first communication
protocol, the order of a product or service and by the
different second protocol, financial information of the user.

18. The method of claim 11, wherein the third party also
has a vendor rule to govern an interaction with the vehicle,
wherein the one or more limits applies only to two or more
users and the vehicle, wherein the processor is authorized
and programmed to initiate automatically on behalf of the
user and without further input from the user the financial
transaction with the selected third party vendor, wherein the
authorization is restricted temporally or limited to a selected
route or spatial location of the vehicle, wherein the user
interface receives input from the user in the user interface
and further comprising an active or passive payment device
positioned on or near an outer surface of the vehicle, the
payment device using one or more of near field communi-
cations (NFC), BLUETOOTH™, Low Energy (BLE), and
radio frequency identification (RFID) protocol to provide
wirelessly financial information of the user to the selected
third party vendor, and wherein the payment device com-
prises one of the antennas and further comprising:

determining, by the processor and at a first time, which

one of the different antennas is receiving a strongest
signal from a common signal source associated with the
third party vendor;

selecting, by the processor, a first transceiver associated

with the first antenna receiving the strongest signal to
send the first communication or authorization to the
common signal source;

sending, by the processor, the first communication or

authorization to the first transceiver for transmission to
the common signal source;

determining, by the processor and at a second time, which

one of the different antennas is receiving a strongest
signal from the common signal source;

selecting, by the processor, a second transceiver associ-

ated with the second antenna receiving the strongest
signal to send the other of the first communication or
authorization to the common signal source; and
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sending, by the processor, the other of the first commu-
nication or authorization to the second transceiver for
transmission to the common signal source.
19. The method of claim 11, wherein the one or more
limits is set on the user by a second user and further
comprising a deployable antenna that one or more of physi-
cally contacts a receiving pad of the selected third party
vendor as the vehicle is in proximity to the selected third
party vendor and communicates with a receiver of the
selected third party vendor by a near field communication
protocol to provide the financial information to the selected
third party vendor, the deployable antenna being one of the
antennas.
20. The method of claim 11, wherein the user rule is a time
limit to address the need and wherein the one or more limits
is on a number of communications that may be completed
between the vehicle and third party.
21. A vehicle, comprising:
a non-transitory memory to store a user rule applicable to
third party vendor communications associated with a
user in the vehicle;
a processor in communication with the memory, the
processor to:
determine a need for communication with a third party
vendor;

retrieve the user rule from the memory, wherein the
user rule defines to which third party vendor the
vehicle can send a first communication to address the
need, the need relating to a product or service of the
third party vendor and wherein the user rule defines
one or more of a geographic location of the third
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party vendor relative to a current location of the
vehicle, a monetary amount the vehicle can pay to a
third party vendor for a product or service to address
the need, and a time limit for the third party vendor
to provide the product or service to address the need;

based on the user rule, select a third party vendor from

among multiple possible third party vendors,
wherein each of the multiple possible third party
vendors is capable of providing the product or ser-
vice to meet the need; and

when determined by the user rule, automatically send

the first communication to the selected third party
vendor to address the need, wherein the first com-
munication is associated with an order for the prod-
uct or service, wherein the processor provides an
authorization to the selected third party vendor to
complete the order, wherein the authorization com-
prises the financial information of the user, wherein
the vehicle uses different antennas, positioned at
different physical locations on the vehicle, and dif-
ferent communication protocols to provide the first
communication and authorization to the selected
third party vendor, and wherein a first of the different
communication protocols is one or more of a near
field communications (NFC), BLUETOOTH™,
Low Energy (BLE), and radio frequency identifica-
tion (RFID) protocol and a second of the different
communication protocols is a cellular network com-
munication protocol.
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