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(57) ABSTRACT

A system and method detect direction of movement. The
system includes at least two radio frequency identification
(RFID) readers arranged in different locations. The RFID
readers transmit respective location signals from their loca-
tions and receive corresponding response signals from a
portable electronic device (PED) when the PED is within
range to receive the corresponding location signals, respec-
tively. The system includes a controller configured to deter-
mine whether the individual response signals received by the
RFID readers respectively satisty a predetermined condition
at a first time and a second time after the first time. The
controller is configured to determine a direction of move-
ment of the PED relative to the locations of the RFID readers
during the first and second times based on whether the
response signals respectively satisfy the predetermined con-
dition at the first and second times, and control operations of
the PED based on the determined movement of the PED.

23 Claims, 14 Drawing Sheets
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1
SYSTEM AND METHOD FOR DETECTING
MOVEMENT OF A MOBILE ASSET AND
CONTROLLING OPERATIONS OF THE
ASSET BASED ON ITS MOVEMENT

RELATED APPLICATION

The present application is a continuation of U.S. patent
application Ser. No. 15/408,055, filed on Jan. 17, 2017. The
entire contents of the earlier application are hereby incor-
porated by reference in their entirety.

FIELD

The present disclosure relates to a system and method for
detecting the movement of a mobile asset based on the use
of radio frequency identification (RFID). For example, the
system and method can be employed in a building in which
various security protocols are implemented in different areas
of the building. The mobile asset may be, for example, a
portable electronic device such as a laptop computer, a tablet
computer, or a smartphone. The system and method of the
present disclosure continuously validate whether the mobile
asset enters, leaves or remains in a particular area over a
period of time, and authorize the mobile asset to perform
certain operations based on the travel or current location of
the asset. For example, the system and method can enable
and control the operation and/or execution of certain hard-
ware and software components of the mobile asset based on
the detected movement and location of the mobile asset.

BACKGROUND INFORMATION

Known RFID implementations are built around the con-
cept of tracking the physical location of an asset (e.g., a
product such as a mobile computing device) having an RFID
tag affixed thereto. A radio frequency (RF) reader reads the
RFID tag. In this scenario, the asset is not self-aware of its
RFID-based location as all location information is
exchanged between the RFID tag and the RFID reader(s).

US 2016/0088432 discloses a system and method for
location-based security, in which a portable electronic
device (e.g., a laptop, tablet computer, smartphone, etc.)
having an RFID tag receives a proximity signal from an
RFID reader when the portable electronic device is within a
predetermined range of the RFID reader. The processor of
the portable electronic device is then configured to control at
least one operation of the portable electronic device in
accordance with the proximity signal. For example, the
processor of the portable electronic device may be config-
ured to enable or disable access to executable applications or
files stored in the portable electronic device. The processor
of the portable electronic device may also enable or disable
access to at least one operating system of the portable
electronic device, and/or enable or disable access to at least
one hardware component (e.g., a camera) of the portable
electronic device.

SUMMARY

An exemplary embodiment of the present disclosure
provides a system for detecting direction of movement. The
exemplary system includes a first radio frequency identifi-
cation (RFID) reader arranged in a first location. The first
RFID reader is configured to transmit a first location signal
from the first location, and to receive a first response signal
from a portable electronic device when the portable elec-
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tronic device is within range of the first location to receive
the first location signal. The exemplary system also includes
a second RFID reader arranged in a second location distinct
from the first location. The second RFID reader is config-
ured to transmit a second location signal from the second
location, and to receive a second response signal from the
portable electronic device when the portable electronic
device is within range of the second location to receive the
second location signal. In addition, the exemplary system
includes a controller configured to determine whether the
first and second response signals received by the first and
second RFID readers respectively satisfy a predetermined
condition at a first time and a second time subsequent to the
first time. The controller is also configured to determine a
direction of movement of the portable electronic device
relative to the first and second locations during the first and
second times based on whether the first and second response
signals respectively satisfy the predetermined condition at
the first and second times.

An exemplary embodiment of the present disclosure
provides a method of detecting direction of movement. The
exemplary method includes transmitting, from a first radio
frequency identification (RFID) reader arranged in a first
location, a first location signal from the first location, and
transmitting, from a second RFID reader arranged in a
second location distinct from the first location, a second
location signal from the second location. The exemplary
method also includes receiving, at the first RFID reader, a
first response signal from a portable electronic device (PED)
when the portable electronic device is within range of the
first location to receive the first location signal transmitted
by the first RFID reader. In addition, the exemplary method
includes receiving, at the second RFID reader, a second
response signal from the portable electronic device when the
portable electronic device is within range of the second
location to receive the second location signal transmitted by
the second RFID reader. The exemplary method also
includes determining, by a hardware processor of a control-
ler, whether the first and second response signals received by
the first and second RFID readers respectively satisfy a
predetermined condition at a first time and a second time
subsequent to the first time. In addition, the exemplary
method includes determining, by the processor of the con-
troller, a direction of movement of the portable electronic
device relative to the first and second locations during the
first and second times based on the determination of whether
the first and second response signals respectively satisty the
predetermined condition at the first and second times.

BRIEF DESCRIPTION OF THE DRAWINGS

Additional refinements, advantages and features of the
present disclosure are described in more detail below with
reference to exemplary embodiments illustrated in the draw-
ings.

FIGS. 1A-1E are diagrams of an exemplary system of the
present disclosure at different times to illustrate the detection
of motion of a portable electronic device (PED) at the
different times.

FIG. 2 is a block diagram illustrating the hardware
architecture of a portable electronic device in accordance
with an exemplary embodiment.

FIG. 3 is a block diagram illustrating the hardware
architectures of RFID readers in a district of the system of
FIGS. 1A-1E, in accordance with an exemplary embodi-
ment.
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FIG. 4 is a block diagram illustrating the hardware
architecture of the controller of the system of FIGS. 1A-1E,
in accordance with an exemplary embodiment.

FIG. 5 is a chart showing the respective powers of
response signals transmitted by the portable electronic
device to RFID readers in the exemplary system during
times 1-5 illustrated in FIGS. 1A-1E, respectively.

FIG. 6 is a diagram of an exemplary system for illustrat-
ing the detection of movement of a portable electronic
device between two RFID readers in different coverage
areas.

FIG. 7A is a graph illustrating the measured power of a
response signal received by RFID reader 1 in FIG. 6 as a
portable electronic device moves relative to the location of
RFID reader 1 in FIG. 6.

FIG. 7B is a graph illustrating the measured power of a
response signal received by RFID reader 2 in FIG. 7 as the
portable electronic device moves relative to the location of
RFID reader 2 in FIG. 7.

FIG. 8A is a graph illustrating the derivative of power of
the response signal illustrated in FIG. 7A relative to the
distance from RFID reader 1 in FIG. 6.

FIG. 8B is a graph illustrating the derivative of power of
the response signal illustrated in FIG. 7B relative to the
distance from RFID reader 2 in FIG. 6.

FIG. 9 is a graph comparing the powers of the response
signals illustrated in FIGS. 6A and 6B with their derivatives
as illustrated in FIGS. 7A and 7B over time as the portable
electronic device moves between the RFID readers.

FIG. 10 is a flowchart illustrating a method of detecting
direction of movement of a portable electronic device using
RFID readers, according to an exemplary embodiment.

Further areas of applicability of the present disclosure will
become apparent from the detailed description provided
hereinafter. It should be understood that the detailed descrip-
tion of exemplary embodiments is intended for illustration
purposes only and is, therefore, not intended to necessarily
limit the scope of the disclosure.

DETAILED DESCRIPTION

This description provides exemplary embodiments only,
and is not intended to limit the scope, applicability or
configuration of the system and method of the present
disclosure, or the constituent components of the system of
the present disclosure, such as the RFID readers, the con-
troller(s) and the portable electronic devices described
herein. Rather, the ensuing description of exemplary
embodiments will provide those skilled in the art with an
enabling description for implementing embodiments of the
system and method of the present disclosure. Various
changes may be made in the function and arrangement of the
constituent components of the system and method without
departing from the spirit and scope of the disclosure as set
forth in the appended claims. Thus, various embodiments
may omit, substitute, or add various features, procedures or
components as appropriate. For instance, it should be appre-
ciated that in alternative embodiments, the methods may be
performed in an order different than that described, and that
various steps may be added, omitted or combined. Different
aspects and elements of the embodiments may be combined
in a similar manner.

FIGS. 1A-1E illustrate an exemplary system 100 in which
the embodiments of the present disclosure can be imple-
mented. FIGS. 1A-1E illustrate the exemplary system 100 at
different times to illustrate the detection of motion of a
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portable electronic device (PED) at the different times.
FIGS. 1A-1E illustrate the exemplary system 100 at times
1-5, respectively.

The exemplary system 100 is illustrated in FIGS. 1A-1E
as being implemented in a building having a plurality of
distinct districts and a controller 130 for those districts. The
system of the present disclosure includes a plurality of RFID
readers and the controller 130. In the example of FIGS.
1A-1E, there are four districts 1-4 illustrated as rooms of the
building, and another district H that is a hallway between the
rooms. In the illustrated example, there is at least one RFID
reader in each district, and each RFID is arranged in a
different location relative to the other RFID readers in the
exemplary system 100. For instance, RFID readers 110 and
120 are located in District 1, RFID readers 142, 144, 146 and
148 are located in District 2, RFID readers 152, 154 and 156
are located in District 3, RFID readers 162 and 164 are
located in District 4, and RFID readers 172, 172, 176, 178
and 180 are located in District H. It is to be understood that
the system 100 illustrated in FIGS. 1A-1E is an example of
the arrangement of a number of RFID readers in a building,
and the present disclosure is not limited to the illustrated
example. The RFID readers may be arranged in different
locations in the various districts of a building such that the
directionality and signal power of the RFID readers provide
the desired area of coverage in the particular districts. For
example, the RFID readers may be individually arranged on
a wall or ceiling of a district, or near the doorway of a
district, such as above the doorframe or on the front or back
of a door, depending on the desired area of coverage for a
particular RFID reader.

In the example of FIGS. 1A-1E, a single controller 130 is
provided for districts 1-4 and H, which are located on a floor
of a building, as described above. The present disclosure is
not limited to this example. One or more districts can be
located on one floor of a building, while other districts can
be located on different floors of the building. A single
controller 130 can be provided for all the districts on
multiple floors of a building. Alternatively, multiple con-
trollers 130 can be provided for individual groups or subsets
of districts, such as an individual controller 130 for each
individual floor of a building, and/or an individual controller
130 for a selected number of districts (e.g., one controller
130 for ten districts). The number of districts and
controller(s) is customizable based on the building or area to
be monitored. In the case of multiple controllers, one of the
controllers can be designated as the supervisory controller
while the other controllers are subordinate controllers that
provide information on the readings of the RFID readers to
the supervisory controller, which in turn carries out the
operative functions of determining a direction of movement
of a portable electronic device, as described herein. Exem-
plary embodiments of the present disclosure are described
below using the example of FIGS. 1A-1E in which there is
a single controller 130 for controlling the multiple districts
1-4 and H. The controller(s) 130 of the system can be
communicatively connected to the RFID readers through
wired mediums such as Ethernet wiring and/or through
wireless mediums such as Wi-Fi, for example.

In the exemplary system 100 illustrated in FIGS. 1A-1E,
each of the RFID readers respectively has a coverage area
dependent on the individual reader’s antenna design. As
used herein, the term “coverage area” means an area that an
RFID reader illuminates with RF radiation sufficient to
facilitate RFID operation and communications in that area.
In RF engineering, the “coverage area” or “coverage pat-
tern” may be described by parameters for any one or more
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of (i) the propagation direction, (ii) illumination beam width,
(iii) beam range, and (iv) frequency of transmission (i.e., the
frequency at which the RFID transmits RFID signals). The
coverage area of each RFID reader can be individually
configured. For instance, in the exemplary system 100
illustrated in FIGS. 1A-1E, the various RFID readers can be
configured to have different types of coverage areas with
respect to the directionality, propagation direction, beam
width and/or orientation (i.e., polarization) of their respec-
tive coverage areas. For example, RFID readers 110 and 120
in District 1, and RFID reader 164 in District 4 each produce
coverage beams with propagation directions that are 90°
from one another. As used herein, the term “propagation
direction” means the angle of illumination of the antenna
(e.g., transceivers 319, 329 in FIG. 3) of an RFID reader. In
the exemplary system 100 of FIGS. 1A-1E, RFID readers
142, 144, 146 and 148 in District 2, RFID readers 152, 154
and 156 in District 3, RFID reader 162 in District 3, and
RFID readers 172, 172, 176, 178 and 180 in District H each
have a beam width that is less than 180°. For example, RFID
reader 146 in District 2 has a beam width of approximately
25°, whereas RFID reader 148 in District 2 has a beam width
of approximately 60°. The coverage areas illustrated in the
exemplary system 100 of FIGS. 1A-1E are intended to be
illustrative examples, and the present disclosure is not
limited thereto. According to an exemplary embodiment, the
coverage area beam width of each RFID reader can be
individually configured from approximately 10°-360°
depending on the desired coverage area for a particular
location. One skilled in the art of antenna design will
appreciate how the coverage pattern propagation direction,
propagation range, polarization, and beam width can be
configured in either the elevation or azimuthal directions.
While it is possible to configure an RFID reader to have a
coverage area beam width less than 10°, such a narrow
coverage area beam width may result in a coverage area that
may be too narrow to be useful in detecting the movement
of a portable electronic device into that coverage area.
Nevertheless, it should be understood that an RFID reader
can be configured to have a narrow coverage pattern, for
example, less than 10°.

As is known in the art, RFID readers regularly transmit
interrogation signals in their respective coverage areas. The
interrogation signals are radio signals and may be encoded.
The frequency of transmission of the interrogation signals
can be set as desired. In the exemplary embodiments
described below, the interrogation signals are described as
“location signals™ since the respective interrogation signals
transmitted by each RFID reader are associated with the
location of the corresponding RFID readers. For clarity of
illustration, the location signals (i.e., interrogation signals)
are illustrated for RFID readers 142, 144, 146, 152, 154,
156, 162, 172, 176, 178 and 180 as the corresponding
coverage areas of these RFID readers in FIGS. 1A-1E,
respectively. In the exemplary system 100 of FIGS. 1A-1E,
RFID reader 110 transmits location signal 112, RFID reader
120 transmits location signal 122, and RFID reader 164
transmits location signal 165. As used herein, the power of
a signal is relative to the amplitude of the signal, i.e. the
amplitude of the electromagnetic wave. According to an
exemplary embodiment, the respective power and frequency
of the location signals transmitted by each RFID reader can
be individually customized to service a particular coverage
area. For example, as illustrated in the exemplary system
100 of FIGS. 1A-1E, the power of the interrogation signal of
RFID reader 152 in District 3 is less than the respective
powers of the interrogation signals of the RFID readers 154
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and 156 in District 3. As such, in the exemplary system 100
of FIGS. 1A-1E, the coverage area 153 of RFID reader 152
does not extend as far in the direction of the apex of the
coverage area 153 as the corresponding coverage areas 155
and 157 of RFID readers 154 and 156, respectively. In
addition, the coverage pattern of RFID reader 152 is smaller
than the respective coverage patterns of RFID readers 154
and 156. In the exemplary system 100 of FIGS. 1A-1E, the
power of the interrogation signal transmitted by RFID reader
152 and the propagation pattern of RFID reader 152 were
selected to cover a smaller coverage area 153 than the
respective coverage areas 155 and 157 of RFID readers 154
and 156, i.e., near the doorway of District 3.

In the exemplary system 100 of FIGS. 1A-1E, RFID
reader 172 is illustrated as having two different coverage
areas with different propagation patterns. An RFID reader
according to the present disclosure can have different cov-
erage areas with different propagation directions by having
multiple antennae each being configured to service a par-
ticular coverage area with a particular propagation direction.
In the exemplary system 100 of FIGS. 1A-1E, the coverage
areas, propagation directions, frequency of transmission of
the location signals, and power at which the location signals
are transmitted are respectively configured for each RFID
reader to illuminate particular areas of interest to assist in the
detection of movement of a portable electronic device into,
out of, and through those areas of interest.

An overview of the features of the exemplary system for
detecting direction of movement of a portable electronic
device will now be provided. The examples of FIGS. 1A-1E
illustrate movement of the portable electronic device
between time 1 (represented in FIG. 1A), time 2 (repre-
sented in FIG. 1B), time 3 (represented in FIG. 1C), time 4
(represented in FIG. 1D), and time 5 (represented in FIG.
1E). As shown in FIG. 1A, the portable electronic device is
closer to RFID reader 110 than RFID reader 120 in District
1 at time 1. As shown in FIG. 1B, the portable electronic
device has moved away from RFID reader 110 closer to
RFID reader 120 at time 2. Reader 110 is closer to the
doorway of district 1, while reader 120 is on the far wall of
district 1. Reader 110 is arranged in a first location in district
1 (i.e., at the lower wall of district 1 near the doorway to
district 1), while reader 120 is arranged in a second location
in district 1 (i.e., on the far wall of district 1). As illustrated
in FIGS. 1A-1E, RFID readers 110 and 120 are arranged at
different locations in district 1, RFID readers 142, 144, 146
and 148 are arranged at different locations in District 2,
RFID readers 152, 154 and 156 are arranged at different
locations in District 3, RFID readers 162 and 164 are
arranged at different locations in District 4, and RFID
readers 172, 172, 176, 178 and 180 are arranged at different
locations in District H.

As shown in FIG. 1C, the portable electronic device has
moved away from RFID reader 120 back toward RFID
reader 110, closer to the doorway of District 1 than in FIG.
1A. As shown in FIG. 1D, the portable electronic device has
moved out of District 1 into District H, in close proximity to
RFID readers 172, 176 and 178. As shown in FIG. 1E, the
portable electronic device has moved farther down the
hallway toward Districts 2 and 4.

The controller 130 of the exemplary system is configured
to determine the direction of movement of the portable
electronic device when the portable electronic device moves
between two or more districts. For instance, in the following
example, the controller is described as determining the
direction of movement of the portable electronic device
between time 1 (FIG. 1A) and time 2 (FIG. 1B).
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In the example of FIGS. 1A and 1B, RFID reader 110 can
be considered a first RFID reader, and RFID reader 120 can
be considered a second RFID reader. In the illustrated
example, the first RFID reader 110, which is arranged in a
first location (i.e., the lower wall of district 1 in FIG. 1), is
configured to transmit a first location signal 112 from the
first location, and to receive a first response signal 114 from
the portable electronic device when the portable electronic
device is within range of the first location to receive the first
location signal 112. The second RFID reader 120, which is
arranged in a second location distinct from the first location
(i.e., the far wall of District 1), is configured to transmit a
second location signal 122 from the second location, and to
receive a second response signal 124 from the portable
electronic device when the portable electronic device is
within range of the second location to receive the second
location signal 122. According to an exemplary embodi-
ment, the portable electronic device is configured to transmit
different response signals 114, 124 to the different RFID
readers 110, 120 because the response signals 114, 124 are
individually responsive to the different location signals 112,
122, respectively. Similarly, as shown in FIG. 1D, for
example, the portable electronic device transmits response
signal 173R to RFID reader 172 when the portable elec-
tronic device is within range of the location of the RFID
reader 172 (i.e., within the coverage area 173 of the RFID
reader 172). In FIG. 1D, the portable electronic device
transmits response signal 177R to RFID reader 176 upon
receiving the location signal from RFID reader 176. In the
example of FIG. 1D, the portable electronic device is also
illustrated as transmitting response signal 114 to RFID
reader 110, because the portable electronic device still
receives the location signal 112 from RFID reader 110. In
FIG. 1E, the portable electronic device transmits response
signal 179R to RFID reader 178 upon receiving the location
signal from RFID reader 178 (i.e., when the portable elec-
tronic device is within the coverage area 179 of RFID reader
178).

Returning to the example of movement of the portable
electronic device between FIG. 1A (time 1) and FIG. 1B
(time 2), the controller 130 is configured to determine
whether the first and second response signals 114, 124
received by the first and second RFID readers 110, 120
respectively satisfy a predetermined condition (e.g., thresh-
old of power respectively present in the first and second
response signals, Received Signal Strength Indication
(RSSI) in the first and second response signals, etc.) at the
first time (FIG. 1A) and the second time (FIG. 1B) subse-
quent to the first time. Examples of the above-described
predetermined condition will be described below. In addi-
tion, the controller 130 is configured to determine a direction
of movement of the portable electronic device relative to the
first and second locations (i.e., the location of the RFID
readers 110, 120 in the above example) during the first and
second times based on whether the first and second response
signals 114, 124 respectively satisfy the predetermined
condition at the first and second times. As will be described
in more detail below with reference to FIG. 4, the controller
130 includes a hardware processor 414 that, by executing a
computer program and/or computer-readable instructions
tangibly recorded on the memory 412, which is a non-
transitory computer-readable recording medium (e.g., a
ROM, hard-disk drive, solid-state drive, flash memory,
optical memory, etc.), carries out the operative functions of
the controller 130 as described herein.

In accordance with an exemplary embodiment, the above-
described predetermined condition can be a threshold of
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power present in the first and second response signals 114,
124 respectively received by the first and second RFID
readers 110, 120. As noted above, the power of a signal is
relative to the amplitude of the signal, i.e. the amplitude of
the electromagnetic wave. In this example, the controller
130 is configured to determine whether the portable elec-
tronic device is present in the first location at the first and
second times based on the power present in the first response
signal 114 received by the first RFID reader 110 at the first
and second times, respectively. In addition, the controller
130 is configured to determine whether the portable elec-
tronic device is present in the second location at the first and
second times based on the power present in the second
response signal 124 received by the second RFID reader 120
at the first and second times, respectively.

According to an exemplary embodiment, the controller
130 is configured to determine the direction of movement of
the portable electronic device PED relative to the first and
second locations by (a) comparing the respective powers
present in the first and second response signals 114, 124 at
the first time relative to the respective powers present in the
first and second response signals 114, 124 at the second time,
and (b) determining the direction of movement of the
portable electronic device (PED) relative to the first and
second locations based on the comparison of the respective
powers present in the first and second response signals 114,
124 at the first and second times.

The above-described features will be explained with
reference to the examples of FIGS. 1A-1E. FIG. 5 is a chart
showing the respective powers of response signals transmit-
ted by the portable electronic device to RFID readers in the
exemplary system during times 1-5 illustrated in FIGS.
1A-1E, respectively. For clarity of illustration, the respective
powers of the response signals are described in FIG. 5 as
numerical RSSI values. As shown in FIG. 3, which will be
described in more detail below, RFID readers 110 and 120
each respectively include a power measurement unit 312,
322, and a control unit 316, 326, which includes a memory
317, 327 and a hardware processor 318, 328. The other
RFID readers in the exemplary system 100 of FIGS. 1A-1E
have corresponding constituent elements. The power mea-
surement units 312, 322 measure the power (i.e., amplitude)
present in a received response signal, and the processors
318, 328 convert the measured power into a numerical RSSI
value that ranges, for example, from 0 to 100, where 0 means
no power, and 100 is the highest possible level of power that
is expected to be received. FIG. 5 illustrates the RSSI power
values of the response signals received in the examples of
FIGS. 1A-1E.

As shown in FIG. 5, at time 1, the power of the response
signal received by RFID reader 110 exceeds the power of the
response signal received by RFID reader 120 at time 1.
However, at time 2, the power of the response signal
received by RFID reader 110 is less than the power of the
response signal received by RFID reader. Based on these
comparative values, the controller 130 determines that,
between time 1 and time 2, the portable electronic device has
moved away from RFID reader 110 toward RFID reader
120, since the power of the response signals received by
RFID reader 110 decreased between time 1 and time 2, and
the power of the response signals received by RFID 120
increased between time 1 and 2. Conversely, between time
2 and time 3, the controller 130 determines, based on the
power levels at times 1-3, that the portable electronic device
has moved away from RFID reader 120 back toward RFID
reader 110, since the power of the response signals received
by RFID reader 110 increased between time 2 and time 3,
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and the power of the response signals received by RFID
reader 120 decreased between time 2 and time 3. The
controller 130 similarly analyzes the level of power present
in the response signals for times 4 and 5.

Accordingly, with reference to the examples of FIGS. 1A
and 1B, the controller 130 is configured to determine
whether the portable electronic device is closer to the first
location (i.e., the location of RFID reader 110) or the second
location (i.e., the location of RFID reader 120) at the first
time (time 1) by (a) comparing the power present in the first
response signal 114 to the power present in the second
response signal 124 at the first time, (b) determining that the
portable electronic device is closer to the first location at the
first time when the power present in the first response signal
114 is greater than the power present in the second response
signal 124 at the first time, and (c) determining that the
portable electronic device PED is closer to the second
location at the first time when the power present in the
second response signal 124 is greater than the power present
in the first response signal 114 at the first time. Further, with
continued reference to the examples of FIGS. 1A and 1B, the
controller 130 is configured to determine whether the por-
table electronic device is closer to the first location or the
second location at the second time (time 2) by (d) comparing
the power present in the first response signal 114 to the
power present in the second response signal 124 at the
second time, (e) determining that the portable electronic
device is closer to the first location at the second time when
the power present in the first response signal 114 is greater
than the power present in the second response signal 124 at
the second time, and (f) determining that the portable
electronic device is closer to the second location at the
second time when the power present in the second response
signal 124 is greater than the power present in the first
response signal 114 at the second time.

In accordance with the above-described examples of
FIGS. 1A and 1B, the controller 130 is configured to
determine the direction of movement of the portable elec-
tronic device by (a) determining whether the portable elec-
tronic device is closer to the first location (i.e., the location
of RFID reader 110) or the second location (i.e., the location
of RFID reader 120) at the first time, (b) determining
whether the portable electronic device is closer to the first
location or the second location and the second time, and (c)
deriving the direction of movement of the portable elec-
tronic device based on the determinations of whether the
portable electronic device is closer to the first location or the
second location at the first and second times, respectively.

FIG. 3 is a block diagram illustrating the hardware
architectures of RFID readers in a district of the system of
FIGS. 1A-1E, in accordance with an exemplary embodi-
ment. The hardware architectures of RFID readers 110 and
120 are provided as examples. The other RFID readers 110
and 120 can have similar constituent components. As illus-
trated in FIG. 3, the RFID readers 110 and 120 respectively
include a power measurement unit 312, 322, an antenna 314,
324, a control unit 316, 326 having a non-transitory com-
puter-readable recording memory 317, 318, a hardware
processor 318, 328, and a transceiver 319, 329, respectively.
The antenna 314, 324 of the RFID readers transmit the
above-described location signals to the respective coverage
area of the RFID reader and receive a corresponding loca-
tion signal when the portable electronic device is within
range of the RFID reader to receive the location signal for
a particular coverage area (e.g., when the portable electronic
device is within the coverage area of RFID reader 110 to
receive location signal 112 to transmit the response signal
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114 to RFID reader 110). The respective power measure-
ment units 312, 322 are configured to measure the amount
of power present in the response signal received by the
corresponding RFID reader. For example, with reference to
FIG. 1A, power measurement unit 312 of RFID reader 110
is configured to measure the amount of power present in the
response signal 114 received from the portable electronic
device when the portable electronic device is within range of
the location of RFID reader 110 to receive the location signal
112. Similarly, power measurement unit 322 of RFID reader
120 is configured to measure the amount of power present in
the response signal 124 received from the portable electronic
device when the portable electronic device is within range of
the location of the RFID reader 120 to receive the location
signal 122.

The control units 316, 326 of the RFID readers 110, 120
each include a non-transitory computer readable recording
medium as tangible memories 317, 327, and hardware
processors 318, 328 for carrying out the operative functions
of the RFID readers. As discussed above, a hardware pro-
cessor device as discussed herein may be a single hardware
processor, a plurality of hardware processors, or combina-
tions thereof. Hardware processor devices may have one or
more processor “cores.” The hardware processors 318, 328
execute an operating system and computer programs tangi-
bly recorded on the memories 317, 327. The memories 317,
327 may also store a control policy to control operations of
the portable electronic device based on the detected location
and movement of the portable electronic device. For
example, the control policy may authorize or prevent the
portable electronic device from accessing certain hardware
resources such as the camera 216, microphone 218 or
interfaces 222 or 228 when the portable electronic device is
detected to be in a particular District (e.g., District 1), when
the portable electronic device is detected to move in a
particular pattern (e.g., leave District 1 but return to District
1 within a predetermined time), and/or when the portable
electronic device has been in a particular district for a
predetermined period of time.

According to the above-described exemplary embodi-
ment, the first RFID reader 110 includes a first power
measurement unit 310 configured to measure power present
in the first response signal 114 received by the first RFID
reader 110, a first control unit 316 configured to generate a
first RSSI signal indicating the measured power in the first
response signal 114, and a first transceiver 319 configured to
transmit the first RSSI signal to the controller 130 when the
first RFID reader 110 receives the first response signal 114.
The second RFID reader 120 includes a second power
measurement unit configured to measure power in the sec-
ond response signal 124 received by the second RFID reader
120, a second control unit 326 configured to generate a
second RSSI signal indicating the measured power in the
second response signal 124, and a second transceiver 329
configured to transmit the second RSSI signal to the con-
troller 130 when the second RFID reader 120 receives the
second response signal 124. According to the above-de-
scribed exemplary embodiments illustrated in FIGS. 1A-1E
and 3-5, the controller 130 is configured to determine an
amount of power present in the first response signal 114
based on the first RSSI signal received from the first RFID
reader 110, and to determine an amount of power present in
the second response signal 124 based on the second RSSI
signal received from the second RFID reader 120.

According to the exemplary embodiments of FIGS.
1A-1E and 3-5, the above-described predetermined condi-
tion can be a threshold value of the amount of power present
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in the first and second response signals 114, 124 respectively
received by the first and second RFID readers 110, 120. The
controller 130 is configured to determine whether the por-
table electronic device is present in the first location at the
first and second times based on the power present in the first
response signal 114 received by the first RFID reader 110 at
the first and second times, respectively. Further, the control-
ler 130 is configured to determine whether the portable
electronic device is present in the second location at the first
and second times based on the power present in the second
response signal 124 received by the second RFID reader 120
at the first and second times, respectively. For example, the
controller 130 is configured to determine the direction of
movement of the portable electronic device relative to the
first and second locations by comparing the respective
powers present in the first and second response signals 114,
124 at the first time relative to the respective powers present
in the first and second response signals 114, 124 at the
second time, and determining the direction of movement of
the portable electronic device relative to the first and second
locations based on the comparison of the respective powers
present in the first and second response signals 114, 124 at
the first and second times.

According to the exemplary embodiments of FIGS.
1A-1E and 3-5, the controller 130 is configured to determine
whether the portable electronic device is closer to the first
location or the second location at the first time by (a)
comparing the power present in the first response signal to
the power present in the second response signal at the first
time (see FIG. 5), (b) determining that the portable elec-
tronic device is closer to the first location at the first time
when the power present in the first response signal 114 is
greater than the power present in the second response signal
124 at the first time, and determining that the portable
electronic device is closer to the second location at the first
time when the power present in the second response signal
124 is greater than the power present in the first response
signal 114 at the first time. In addition, the controller 130 is
configured to determine whether the portable electronic
device PED is closer to the first location or the second
location at the second time by (d) comparing the power
present in the first response signal 114 to the power present
in the second response signal 124 at the second time, (e)
determining that the portable electronic device is closer to
the first location at the second time when the power present
in the first response signal 114 is greater than the power
present in the second response signal 124 at the second time,
and (f) determining that the portable electronic device is
closer to the second location at the second time when the
power present in the second response signal 124 is greater
than the power present in the first response signal 114 at the
second time.

In accordance with the above-described embodiments, the
controller 130 is configured to determine the direction of
movement of the portable electronic device by (a) determin-
ing whether the portable electronic device is closer to the
first location or the second location at the first time, (b)
determining whether the portable electronic device is closer
to the first location or the second location and the second
time, and (c¢) deriving the direction of movement of the
portable electronic device based on the determinations of
whether the portable electronic device is closer to the first
location or the second location at the first and second times,
respectively.

FIGS. 6-9 provide another illustrative example of the
functionality of the RFID readers and the controller in the
exemplary system of the present disclosure. FIG. 6 is a
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diagram of an exemplary system for illustrating the detec-
tion of movement of a portable electronic device between
two RFID readers in different coverage areas. In FIG. 6, two
readers (Reader 1 and Reader 2) are arranged on opposite
sides of a boundary (e.g., doorway) between two districts. In
this example, the readers have coverage areas as shown in
FIG. 6, where the vertical plane of the door defines the
location x=0 as an RFID component (e.g., RFID tag) of a
portable electronic device moves from district to district. In
this example, Reader 1 is arranged in the ceiling at x=-1,
and Reader 2 is arranged in the ceiling at x=1.

As the RFID tag in the portable electronic device is
moved from the district of Reader 1, for example from x=-3,
through the doorway, to x=+3, the power of the response
signal from the tag measured at Reader 1 will vary as shown
in FIG. 7A. Likewise, as the RFID tag in the portable
electronic device is moved from the district of Reader 2, for
example from x=-3, through the doorway to x=+3, the
power of the response signal from the tag measured at
Reader 2 will vary as shown in FIG. 7B.

As the RFID tag in the portable electronic device moves,
the derivative of power with respect to distance is shown in
FIGS. 8A and 8B. FIG. 8A shows the signal power, P, and
derivative with distance, P', versus distance, x, from Reader
1. FIG. 8B shows the shows the signal power, P, and
derivative with distance, P', versus distance, x, from Reader
2.

Ifthe RFID tag in the portable electronic device is moving
in time, then the position x is a function of time, x(t).
Therefore, the power measured by the readers as a function
of time are, P1(x1(t)) and P2(x2(t), where x1 is the distance
from reader 1, and x2 is the distance from reader 2. Using
a calculus identity, the derivative of power with respect to
time measured by each reader is:

dPl/dt=dPl/dx1*dx1/dt and dP2/dt=dP2/dx2*dx2/dt.

If the velocity of the tag moving from one district to another
district is a relative constant, v, then the relative power and
derivative of power with respect to time measured by each
reader is:
PLO=P1(v*+1),P2(v¥*+-1),dP1/dt=dP1/dx1*v,dP2/
dt=dP2/dx2*v.

FIG. 9 shows the reader signals and time derivatives for
constant velocity motion from the district in which Reader
1 is arranged (referred to as “district 1” below) to the district
in which Reader 2 is arranged (referred to as “district 2”
below).

Based on the above, the processor 414 of the controller
130 is configured to execute an algorithmic computer pro-
gram, which is stored in the non-transitory memory 412, to
determine RFID tag motion from district 1 to district 2, for
an RFID tag moving from district 1 to district 2 at a
relatively constant velocity, by measuring the power with
respect to time and the first derivative, with the following
algorithmic parameters:

1) Both readers sample the RSSI power periodically in
time. Based on the sampling, the derivative of dP/dt is
calculated. Assume a tag approaches the district boundary
from the region of district 1 (e.g., from the region to the left
of the graphs in FIGS. 7A-9).

2) Initially, the signal and derivative of readerl will
increase (eventl).

3) As the RFID tag moves closer to the boundary between
district 1 and district 2 (x=0), the derivative of the signal at
reader 1 will go through a maximum and then pass through
zero, the zero passing being an easily detectable event (event
2).
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4) As the RFID tag continues to move closer to the
boundary (x=0), the derivative of the signal at reader 1 will
begin to decrease less than zero, and the signal and time
derivative at reader 2 will increase (event3).

5) As the RFID tag moves to the district 2 side of the
boundary (x=0), the time derivative of the signal at reader 2
will pass through zero, and the signal at reader 2 will be at
a maximum (event 4).

6) As the RFID tag continues to move into district 2, the
derivative of the signal at reader 2 will pass through zero
becoming less than zero, and the signal at reader 2 will
decrease (event 5).

7) After event 5, when the signal from the RFID tag drops
to a predetermined level relative to the maximum signal
received at reader 2 (e.g., less than 50%), then the tag will
be provisioned by the controller 130 for operation in district
2 (event 6). A valid motion from district 1 to district 2 will
be when events 1 through 6 occur in order. According to an
exemplary embodiment, the controller 130 may be config-
ured to detect when the RFID tag of the portable electronic
device is within a certain distance from a particular RFID
reader based on the power of the response signal (e.g., RSSI
value) received by that RFID reader. For example, with
reference to FIG. 1D, the controller 130 may be configured,
with calibration, to determine that the portable electronic
device is in District H when the RSSI value of the response
signal 177R received by RFID reader 176 is 50 or above. In
this example, an RSSI value of 50 or above indicates that the
portable electronic device is approximately 5 meters from
the RFID reader 176. Since the coverage arca 177 of the
RFID reader 176 includes the area of District H near the
doorway to District 1 in FIGS. 1A-1E, the controller 130
may be configured to determine, in accordance with events
1-5 as discussed above, that the portable electronic device
has moved from District 1 at times 1-3 to District H at time
4 because the power of the response signal 177R received by
RFID reader 176 at time 4 represents that the portable
electronic device is approximately 5 meters from RFID
reader 176 at time 4 and has therefore moved from District
1 at times 1-3 to District H at time 4.

The controller 130 is also configured to make other
determinations based on the movement of the RFID tag of
the portable electronic device and the resultant response
signals received by the RFID readers. For example, if the
RFID tag stops, there will be discontinuity in either reader’s
dP/dt, (e.g. dP/dt suddenly goes to zero), or if the RFID
reverses motion, in which case there will be discontinuity
and a sign change of both reader’s dP/dt. In this way, the
controller 130 continuously validates whether the portable
electronic device enters, leaves or remains in a particular
district or area over a period of time (e.g., times 1-5 as
illustrated in FIGS. 1A-1E). It is to be understood that FIGS.
1A-1E are intended to be examples, and the controller 130
can continuously validate whether the portable electronic
device (or multiple portable electronic devices) enter, leave
or remain in a particular district or area over any period of
time.

Referring back to the example of FIGS. 1A-1E, at least
one of the first RFID reader 110 and the second RFID reader
120 comprises an elliptical or circularly polarized antenna
such that at least one of the first RFID reader 110 and the
second RFID reader 120 respectively transmits the corre-
sponding one of the first location signal 112 and the second
location signal 122 in orthogonal polarizations in the cor-
responding first and second locations, respectively.

According to the exemplary system 100 in FIGS. 1A-1E,
the first RFID reader (e.g., RFID reader 110) is arranged on
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a first side of a room of a building, and the second RFID
reader (e.g., RFID reader 120) is arranged on a second side
of the room distinct from the first side of the room. Accord-
ing to another example, the first RFID reader is arranged in
aroom of a building (e.g., RFID reader 110), and the second
RFID reader (e.g., RFID reader 176) is arranged in a hallway
outside the room of the building. In this example, the
controller 130 is configured to determine whether the por-
table electronic device is transported from the hallway into
the room, and whether the portable electronic device is
transported from the room into the hallway.

Exemplary embodiments of the present disclosure were
described above with respect to an example of first and
second RFID readers (e.g., RFID readers 110 and 120). The
present disclosure is not limited to this example. As illus-
trated in FIGS. 1A-1E, the exemplary system 100 can
include three or more RFID readers. For example, the
exemplary system 100, in addition to RFID readers 110 and
120, can include a third RFID reader (e.g., any one of
readers 172, 176, 178 and 180 in FIGS. 1A-1E) arranged in
the hallway at a third location distinct from the first and
second locations. The third RFID reader (e.g., RFID reader
176) is configured to transmit a third location signal (e.g.,
location signal 177) from the third location, and to receive
a third response signal (e.g., response signal 177R illustrated
in FIG. 1D) from the portable electronic device when the
portable electronic device is within range of the third
location to receive the third location signal 177. In addition,
in this example, the controller 130 is configured to determine
whether the portable electronic device is closer to one of the
first RFID reader 110, the second RFID reader 120 and the
third RFID reader (e.g., RFID reader 176) at the first and
second times, respectively, based on an amount of power
respectively present in the first response signal 114 received
by the first RFID reader 110, the second response signal 124
received by the second RFID reader 120, and the third
response signal received by the third RFID reader (e.g.,
RFID reader 176) at the first and second times, respectively.

In accordance with the above-described exemplary
embodiment, the controller 130 is configured to compare the
amount of power respectively present in the first response
signal 114 received by the first RFID reader 110, the second
response signal 124 received by the second RFID reader
120, and the third response signal received by the third RFID
reader (e.g., RFID reader 176) at the first and second times,
respectively, and to determine whether the portable elec-
tronic device is closer to one of the first RFID reader 110, the
second RFID reader 120 and the third RFID reader (e.g.,
RFID reader 176) at the first and second times based on
which one of the first response signal 114, the second
response signal 124 and the third response signal has the
greatest amount of power at the first and second times,
respectively.

As illustrated in FIGS. 1A-1E, in the exemplary system
100 of the present disclosure, the first RFID reader (e.g.,
RFID reader 110) is arranged in a first district of a building,
and the second RFID reader (e.g., any of the readers not in
district 1 in FIGS. 1A-1E) is arranged in a second district of
the building distinct from the first district. In accordance
with this embodiment, the first district is a room in the
building, and the second district is a hallway outside the
room. Further, as described above, the first district may be
located on a different floor of the building than the second
district.

In accordance with an exemplary embodiment, the con-
troller 130 is configured to determine an amount of time that
the portable electronic device is present in at least one of the
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first and second locations (e.g., locations of RFID readers
110, 120) based on the first and second response signals 114,
124 over a period of time.

According to an exemplary embodiment, the controller
130 is configured to control the first RFID reader (e.g., RFID
reader 110) to transmit a first authorization signal to the
portable electronic device when the first RFID reader (e.g.,
RFID reader 110) receives the first response signal 114 from
the portable electronic device. The first authorization signal
authorizes the portable electronic device to execute a first set
of operations while the portable electronic device receives
the first location signal. For example, the first authorization
signal can authorize the portable electronic device to have
access to certain data or to have access to hardware com-
ponents of the portable electronic device (e.g., camera) or
external hardware components while the portable electronic
device is present in the first location and receives the first
location signal. In addition, the controller 130 is configured
to control the second RFID reader 120 to transmit a second
authorization signal to the portable electronic device when
the second RFID reader 120 receives the second response
signal 124 from the portable electronic device. Similar to the
first authorization signal, the second authorization signal
authorizes the portable electronic device to execute a second
set of operations (e.g., access data and/or hardware compo-
nents) while the portable electronic device receives the
second location signal. This authorization procedure in two
different locations facilitates authorization of distinct opera-
tions of the portable electronic device when the portable
electronic device moves from one location to another. For
example, suppose the building illustrated in FIGS. 1A-1E is
a hospital or other medical building, where Districts 1-4 are
patient rooms, and District H is the hallway. In accordance
with the above-described embodiment, the controller 130
can control the first RFID reader 110 to transmit a first
authorization signal when the first RFID reader 110 receives
the first response signal 114 from the portable electronic
device, after the RFID reader 176 stops receiving the
response signal 177R, consistent with the portable electronic
device being moved from the hallway (District H) into the
patient room (e.g., District 1). In this way, the controller 130
can authorize a medical professional transporting the por-
table electronic device to have access to a particular
patient’s medical records on the portable electronic device
when the portable electronic device is detected to move into
and be present in District 1. When the medical professional
carrying the portable electronic device leaves District 1 and
returns to District H, the portable electronic device will
receive a location signal (as well as an authorization signal)
from RFID reader(s) in District H (e.g., location signal 177
from RFID reader 176) but will no longer receive an
authorization signal from the RFID reader(s) in District 1, in
which case the portable electronic device will then not be
authorized to access (or continue to access) the medical
records of the patient in District 1. Similarly, the controller
130, by sending such authorization signal(s) to the portable
electronic device when it is detected to be located in a
particular district or area, can enable/disable the portable
electronic device to have access to certain data or access to
hardware components of the portable electronic device (e.g.,
camera) or external hardware components while the portable
electronic device is present in that district and receives an
authorization signal while in that district.

According to an exemplary embodiment, the controller
130 is configured to modify at least one of the first set of
operations and the second set of operations, such as the first
and second sets of operations as described above. According
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to an exemplary embodiment, the first RFID reader (e.g.,
RFID reader 110) transmits the first location signal (e.g.,
location signal 112) at a first frequency, and the second
RFID reader (e.g., RFID reader 120) transmits the second
location signal at a second frequency different from the first
frequency. The controller 130 is configured to control the
first RFID reader (e.g., RFID reader 110) to transmit a first
authorization signal to the portable electronic device when
the first RFID reader (e.g., RFID reader 110) receives the
first response signal 114 from the portable electronic device
at the first frequency including any predetermined tolerance
range (e.g., +/-1% of the first frequency), or at a predeter-
mined percentage range of the first frequency (e.g., 89-91%
of the first frequency). The first authorization signal autho-
rizes the portable electronic device to execute a first set of
operations while the portable electronic device receives the
first location signal 112, as described above. Similarly, the
controller 130 is configured to control the second RFID
reader (e.g., RFID reader 120) to transmit a second autho-
rization signal to the portable electronic device when the
second RFID reader (e.g., RFID reader 120) receives the
second response signal 124 from the portable electronic
device at the second frequency including any predetermined
tolerance range (e.g., +/-1% of the second frequency), or at
a predetermined percentage range of the second frequency
(e.g., 89-91% of the second frequency). The second autho-
rization signal authorizes the portable electronic device to
execute a second set of operations while the portable elec-
tronic device receives the second location signal. According
to an exemplary embodiment, the controller 130 is config-
ured to control the first and second RFID readers (e.g., RFID
readers 110, 120) to respectively change the first and second
frequencies at a predetermined time. Changing the respec-
tive frequencies can serve a variety of purposes such as
improving security and avoiding interference in the system.

According to an exemplary embodiment, the RFID read-
ers of the exemplary system 100 are configured to operate in
the 900 MHz ISM frequency space. For instance, the North
American ISM band is 902-928 MHz. In this example, the
RFID readers are configured to operate in this band for
regulatory reasons. However, it is to be understood that the
RFID readers can be configured to operate in other fre-
quency ranges. The portable electronic device of the present
disclosure includes an RFID component (e.g., RFID tag)
that communicates with the RFID readers in the frequency
band in which the RFID readers are configured to operate.
For example, the RFID component of the portable electronic
device can operate in a frequency range between 860 and
960 MHz. The sensitivity of the antenna of the RFID
component is important to the operation of the RFID com-
ponent, and a minimum receive gain of the antenna greater
than -2 dB should be maintained to ensure proper operation.
In accordance with an exemplary embodiment, the
antenna(s) of the RFID component of the portable electronic
device provide(s) a roughly omni-directional radiation pat-
tern. Due to regional banding of the ~900 MHz ISM
frequency space, the antenna(s) may be regionally designed.
For instance, the North American ISM band is 902-928
MHz. With a transmitter at 28 dBm complying with FCC
and UHF RFID Gen?2 Specifications, this should yield a free
space range of approximately 20 meters.

According to an exemplary embodiment, the RFID com-
ponent can be removably or permanently affixed to the
portable electronic device. FIG. 2 is a block diagram illus-
trating the hardware architecture of a portable electronic
device 200 in accordance with an exemplary embodiment.
In the example of FIG. 2, the RFID component 210 is
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illustrated as being comprised within the housing containing
the electronic circuitry of the portable electronic device 200.
In accordance with an exemplary embodiment, the RFID
component 210 may have its own hardware processor 214
separate from the hardware processor(s) of the portable
electronic device 200. In addition, the RFID component 210
has its own non-transitory memory 212 (e.g., ROM, hard
disk drive, optical memory, flash memory, etc.) separate
from the memory 208 of the portable electronic device 200,
and a transceiver 220. In an exemplary embodiment, the
RFID component 210 does not have its own hardware
processor 214, but contains the memory 212 and the trans-
ceiver 220. The RFID component 210 may be passive,
active, or battery-assisted passive. An active RFID compo-
nent 210 has an on-board battery and periodically transmits
a signal containing a data message (the message can include,
e.g., identification information of the RFID component,
etc.). A battery-assisted passive RFID component 210 has a
small battery on board and is activated when in the presence
of an RFID reader 100. A passive RFID component 210 is
cheaper and smaller because it has no battery; instead, the
RFID component 210 uses the radio energy transmitted by
the RFID reader 100. The RFID component 210 contains at
least two parts: an integrated circuit for storing and process-
ing information, modulating and demodulating a radio-
frequency (RF) signal, collecting DC power from the inci-
dent reader signal, and other specialized functions; and a
transceiver 220 (e.g., antenna) for receiving and transmitting
the signal. In an exemplary embodiment, the transceiver 220
can include two antennas in different polarizations such as
linear and circular or horizontal and vertical. A single
antenna can also be used.

According to an exemplary embodiment, the RFID com-
ponent 210 can be configured to store RFID component
information (i.e. tag information) in a non-volatile memory,
e.g., memory 212. The RFID component 210 includes either
fixed or programmable logic for processing the transmission
and sensor data, respectively. In an exemplary embodiment,
the RFID component 210 includes an Impinj MonzaX-8K
Dura RFID integrated circuit or similar integrated circuit. As
will be described in more detail below, the RFID component
210 of the portable electronic device can be configured to
transmit a response signal to an RFID reader in the exem-
plary system 100 when the portable electronic device is
within range of the location of the RFID reader to receive the
location signal from that RFID reader. In accordance with an
exemplary embodiment, the RFID component 210 of the
portable electronic device can be configured to transmit,
with its response signal, the component information of the
RFID component 210 to the RFID reader from which the
RFID component 210 received the location signal. The
RFID reader that receives the RFID component information
from the portable electronic device can then, in turn, store
the received RFID component information in its memory
(see FIG. 3) and transmit it to the controller 130.

With continued reference to FIG. 2, hardware processor
204 of the portable electronic device may be a special
purpose or a general-purpose processor device. Hardware
processor 214 may be a special purpose or a general-purpose
processor device. The hardware processor device 204 may
be connected to a communication infrastructure 206, such as
a bus, message queue, network, multi-core message-passing
scheme, etc. The network may be any network suitable for
performing the functions as disclosed herein and may
include a local area network (LAN), a wide area network
(WAN), a wireless network (e.g., Wi-Fi), a mobile commu-
nication network, a satellite network, the Internet, fiber
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optic, coaxial cable, infrared, radio frequency (RF), or any
combination thereof. Other suitable network types and con-
figurations will be apparent to persons having skill in the
relevant art. The portable electronic device 200 may also
include a memory 208 (e.g., random access memory, read-
only memory, etc.), and may also include a memory 212.
The memory 208 and the memory 212 may be read from
and/or written to in a well-known manner. In accordance
with an exemplary embodiment, the memory 208 and the
memory 212 (and memories 317 and 327 of the RFID
readers in FIG. 3) are non-transitory computer readable
recording media (e.g., ROM, hard disk drive, flash memory,
optical memory, solid-state drive, etc.). A hardware proces-
sor device as discussed herein may be a single hardware
processor, a plurality of hardware processors, or combina-
tions thereof. Hardware processor devices may have one or
more processor “cores.”

Data stored in the portable electronic device 200 (e.g., in
the memory 208 and the memory 212) may be stored on any
type of suitable computer readable media, such as optical
storage (e.g., a compact disc, digital versatile disc, Blu-ray
disc, etc.), magnetic tape storage (e.g., a hard disk drive), or
solid-state drive. An operating system 232, one or more
applications 234, and one or more hypervisors 236 can be
stored in the memory 208.

The portable electronic device 200 may also include a
communications interface 224. The communications inter-
face 224 may be configured to allow software and data to be
transferred between the portable electronic device 200 and
external devices. Exemplary communications interfaces 224
may include a wireless modem (e.g., transceiver), a network
interface (e.g., an Ethernet card), a communications port, a
PCMCIA slot and card, etc. Software and data may be
transferred via the communications interface 224 to external
devices.

The memories 208 and 212, which are non-transitory
computer-readable recording media, may store operating
systems and/or computer programs to be executed by the
portable electronic device 200. Computer programs may
also be received via the communications interface 224. Such
computer programs, when executed, may enable the portable
electronic device 200 to implement its operative functions
that may be controlled, as discussed herein, based on the
detected location of the portable electronic device. For
instance, the operating system and/or computer programs,
when executed, may enable hardware processor device 204
to access or operate hardware components such as the
camera 216, the microphone 218, the peripheral interface
222, the USB/Firewire/Thunderbolt interface ports 228,
and/or the display 230 (e.g., LED screen, touch screen, etc.).

In accordance with the examples of FIGS. 1A and 1B, an
exemplary embodiment of the present disclosure provides
the system in combination with a portable electronic device,
wherein the portable electronic device comprises an RFID
tag (210 in FIG. 2) configured to transmit the first response
signal 114 when the portable electronic device is within
range of the first location to receive the first location signal
112, and to transmit the second response signal 124 when the
portable electronic device is within range of the second
location to receive the second location signal 122. Accord-
ing to an exemplary embodiment, the RFID tag 210 is a
passive tag configured to transmit the first response signal
114 in response to receiving the first location signal 112
when the portable electronic device is within range of the
first location to receive the first location signal 112, and to
transmit the second response signal 124 in response to
receiving the second location signal 122 when the portable
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electronic device is within range of the second location to
receive the second location signal 122.

In accordance with an exemplary embodiment, the RFID
tag comprises a unique identifier (e.g., an electronic product
code (EPC) or tag ID (TID) of the RFID component or other
uniquely assigned identifier). The RFID tag is configured to
transmit the first response signal 114 to the first RFID reader
110 by modulating the first location signal 112 with the
unique identifier of the RFID tag and transmitting the
modulated first location signal with the unique identifier of
the RFID tag. In addition, the RFID tag is configured to
transmit the second response signal 124 to the second RFID
reader 120 by modulating the second location signal 122
with the unique identifier of the RFID tag and transmitting
the modulated second location signal with the unique iden-
tifier of the RFID tag. In this way, the controller 130 can
determine the location of individual portable electronic
devices based on the unique identifier of the RFID tag of the
portable electronic device. The controller 130 can then
authorize or prevent an individual portable electronic device
from performing certain operations based on the motion of
the portable electronic device from one district to another as
well as the current location of that portable electronic
device.

According to an exemplary embodiment, the RFID tag is
an active tag having a unique identifier, and the portable
electronic device includes a battery power source configured
to supply power to the RFID tag. In accordance with this
embodiment, the RFID tag is configured to generate and
transmit the first response signal 114 to the first RFID reader
110 when the portable electronic device is within range of
the first location, where the first response signal 114 contains
the unique identifier of the RFID tag. In addition, the RFID
tag is configured to generate and transmit the second
response signal 124 to the second RFID reader when the
portable electronic device is within range of the second
location, where the second response signal 124 contains the
unique identifier of the RFID tag. Similar to the above-
described embodiment where the RFID tag is a passive tag,
the controller 130 can authorize or prevent an individual
portable electronic device with an active RFID tag having a
unique identifier from performing certain operations based
on the motion of the portable electronic device from one
district to another as well as the current location of that
portable electronic device and the unique identifier of the
RFID tag.

According to an exemplary embodiment, the portable
electronic device includes at least one processor 204, 214
and at least one memory 208, 212 having recorded thereon
operation instructions that the at least one processor 204,
212 executes to perform operations of the portable electronic
device. In accordance with this embodiment, the controller
130 is configured to control at least one operation of the
portable electronic device by authorizing or disallowing the
at least one operation to be executed by the at least one
processor 204, 212 of the portable electronic device based
on whether (i) the first RFID reader 110 receives the first
response signal (114) from the portable electronic device
and/or (ii) the second RFID reader 120 receives the second
response signal 124 from the portable electronic device, as
described below in connection with the transmission of
authorization signals from the RFID readers.

According to an exemplary embodiment, the controller
130 is configured to control the first RFID reader 110 to
transmit a first authorization signal to the portable electronic
device when the first RFID reader 110 receives the first
response signal 114 from the portable electronic device. The
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first authorization signal authorizes the at least one processor
204, 212 of the portable electronic device to execute a first
set of operations, as described above. The controller 130 is
configured to control the second RFID reader 120 to trans-
mit a second authorization signal to the portable electronic
device when the second RFID reader 120 receives the
second response signal 124 from the portable electronic
device. The second authorization signal authorizes the at
least one processor 204, 212 of the portable electronic
device to execute a second set of operations, which at least
partially differ from the first set of operations. The at least
one processor 204, 212 of the portable electronic device is
configured to execute the first set of operations when the
RFID tag of the portable electronic device receives the first
authorization signal. The at least one processor of the
portable electronic device is configured to execute the
second set of operations when the RFID tag of the portable
electronic device receives the second authorization signal.

In accordance with the above-described exemplary
embodiment, the at least one processor 204, 212 of the
portable electronic device is configured to execute the first
set of operations while the RFID tag of the portable elec-
tronic device receives the first authorization signal when the
portable electronic device is in the first location. In addition,
the at least one processor 204, 212 of the portable electronic
device is configured to execute the second set of operations
while the RFID tag of the portable electronic device receives
the second authorization signal when the portable electronic
device is in the second location.

In accordance with an exemplary embodiment, the at least
one processor 204, 212 of the portable electronic device is
configured to authenticate the controller 130 when the RFID
tag receives the first authorization signal, and control the
RFID tag to transmit a first authentication signal to the
controller 130 upon authenticating the controller 130. In
addition, the at least one processor 204, 212 of the portable
electronic device is configured to authenticate the controller
130 when the RFID tag receives the second authorization
signal, and control the RFID tag to transmit a second
authentication signal to the controller 130 upon authenticat-
ing the controller 130.

An exemplary embodiment of the present disclosure
provides a method of detecting direction of movement. The
features of the above-described embodiments of the system
of the present disclosure can be implemented in the method
of the present disclosure. FIG. 10 illustrates a flow diagram
of an exemplary embodiment of the method. In step 1002, a
first RFID reader (e.g., reader 110 in FIGS. 1A-1E) arranged
in a first location (e.g., the lower wall in District 1) transmits
a first location signal (e.g., location signal 112) from the first
location. In step 1004, a second RFID reader (e.g., reader
176 in FIGS. 1A-1E) arranged in a second location (e.g., far
wall in District H) transmits a second location signal (e.g.,
location signal 177) from the second location. In step 1006,
the first RFID reader receives a first response signal (e.g.,
response signal 114 in FIG. 1A) from a portable electronic
device (PED) when the portable electronic device is within
range of the first location to receive the first location signal
transmitted by the first RFID reader. In step 1008, the second
RFID reader receives a second response signal (e.g.,
response signal 177R in FIG. 1D) from the portable elec-
tronic device when the portable electronic device is within
range of the second location to receive the second location
signal transmitted by the second RFID reader. In step 1010,
a hardware processor of a controller (e.g., processor unit 402
of controller 130 in FIG. 4) determines whether the first and
second response signals received by the first and second
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RFID readers respectively satisty a predetermined condition
at a first time and a second time subsequent to the first time.
In step 1012, the hardware processor of the controller
determines a direction of movement of the portable elec-
tronic device relative to the first and second locations during
the first and second times based on the determination of
whether the first and second response signals respectively
satisfy the predetermined condition at the first and second
times.

In accordance with an exemplary embodiment of the
method of the present disclosure, the controller includes a
transceiver (e.g., transceiver/interface 406 in FIG. 4) that
receives the first response signal from the first RFID reader
and receives the second response signal from the second
RFID reader.

In accordance with an exemplary embodiment of the
method of the present disclosure, the above-described pre-
determined condition is a threshold of power present in the
first and second response signals respectively received by
the first and second RFID readers. In accordance with this
embodiment, the exemplary method includes determining,
by the processor of the controller, whether the portable
electronic device is present in the first location at the first
and second times based on the power present in the first
response signal received by the first RFID reader at the first
and second times, respectively. In addition, the exemplary
method includes determining, by the processor of the con-
troller, whether the portable electronic device is present in
the second location at the first and second times based on the
power present in the second response signal received by the
second RFID reader at the first and second times, respec-
tively.

In accordance with an exemplary embodiment of the
method of the present disclosure, the method includes deter-
mining, by the processor of the controller, the direction of
movement of the portable electronic device relative to the
first and second locations by (i) comparing the respective
powers present in the first and second response signals at the
first time relative to the respective powers present in the first
and second response signals at the second time, and (ii)
determining the direction of movement of the portable
electronic device relative to the first and second locations
based on the comparison of the respective powers present in
the first and second response signals at the first and second
times.

In accordance with an exemplary embodiment of the
method of the present disclosure, the first RFID reader, upon
receiving the first response signal, measures power present
in the first response signal received by the first RFID reader,
generates a first received signal strength indicator (RSSI)
signal indicating the measured power in the first response
signal, and transmits the first RSSI signal to the controller.
In addition, the second RFID reader, upon receiving the
second response signal, measures power in the second
response signal received by the second RFID reader, gen-
erates a second RSSI signal indicating the measured power
in the second response signal, and transmits the second RSSI
signal to the controller when the second RFID reader
receives the second response signal. In accordance with this
embodiment, the processor of the controller determines an
amount of power present in the first response signal based on
the first RSSI signal received from the first RFID reader, and
determines an amount of power present in the second
response signal based on the second RSSI signal received
from the second RFID reader.

In accordance with an exemplary embodiment of the
method of the present disclosure, the above-described pre-
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determined condition is a threshold value of the amount of
power present in the first and second response signals
respectively received by the first and second RFID readers.
The exemplary method includes determining, by the pro-
cessor of the controller, whether the portable electronic
device is present in the first location at the first and second
times based on the power present in the first response signal
received by the first RFID reader at the first and second
times, respectively. In addition, the exemplary method
includes determining, by the processor of the controller,
whether the portable electronic device is present in the
second location at the first and second times based on the
power present in the second response signal received by the
second RFID reader at the first and second times, respec-
tively.

It is to be understood that any of the features of the
above-described system of the present disclosure can be
performed in the method of the present disclosure, and vice
versa.

It will be appreciated by those skilled in the art that the
present invention can be embodied in other specific forms
without departing from the spirit or essential characteristics
thereof. The presently disclosed embodiments are therefore
considered in all respects to be illustrative and not restricted.
The scope of the invention is indicated by the appended
claims rather than the foregoing description, and all changes
that come within the meaning, range and equivalence
thereof are intended to be embraced in the claims.

What is claimed is:

1. A system for detecting direction of movement, the
system comprising:

a first radio frequency identification (RFID) reader
arranged in a first location, the first RFID reader
comprising
a first transceiver configured to transmit a first location

signal from the first location and to receive a first
response signal from a portable electronic device
when the portable electronic device is within range
of'the first location to receive the first location signal,

a first power measurement unit configured to measure
power present in the first response signal received by
the first transceiver of the first RFID reader, and

a first control unit configured to generate a first power
signal indicating the measured power in the first
response signal received by the first transceiver of
the first RFID reader,

a second RFID reader arranged in a second location
distinct from the first location, the second RFID reader
comprising:

a second transceiver configured to transmit a second
location signal from the second location and to
receive a second response signal from the portable
electronic device when the portable electronic device
is within range of the second location to receive the
second location signal,

a second power measurement unit configured to mea-
sure power present in the second response signal
received by the second transceiver of the second
RFID reader, and

a second control unit configured to generate a second
power signal indicating the measured power in the
second response signal received by the second trans-
ceiver of the second RFID reader; and

a controller configured to determine a direction of move-
ment of the portable electronic device relative to the
first and second locations during a first time and a
second time subsequent to the first time,
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wherein the first transceiver of the first RFID reader is
configured to transmit the first power signal to the
controller for first response signal at the first time when
the first transceiver of the first RFID reader receives the
first response signal at the first time, and to transmit the
first power signal to the controller for the first response
signal at the second time when the first transceiver of
the first RFID reader receives the first response signal
at the second time,

wherein the second transceiver of the second RFID reader

is configured to transmit the second power signal to the
controller for the second response signal at the first
time when the second transceiver of the second RFID
reader receives the second response signal at the first
time, and to transmit the second power signal to the
controller for the second response signal at the second
time when the second transceiver of the second RFID
reader receives the second response signal at the second
time, and

wherein the controller is configured to compare a respec-

tive amount of power indicated in the first and second
power signals for the first and second response signals
respectively received at the first and second times, and
to determine the direction of movement of the portable
electronic device during the first and second times
based on the comparative amount of power in the first
and second power signals for the first and second
response signals respectively received at the first and
second times.

2. The system of claim 1, wherein the controller is
configured to determine whether the portable electronic
device is present in the first location at the first and second
times based on the power indicated in the first power signal
for the first response signal received by the first RFID reader
at the first time, and the power indicated in the first power
signal for the first response signal at the second time, and

wherein the controller is configured to determine whether

the portable electronic device is present in the second
location at the first and second times based on the
power indicated in the second power signal for the
second response signal received by the second RFID
reader at the first time, and the power indicated in the
second power signal for the second response signal at
the second time.

3. The system of claim 2, wherein the controller is
configured to determine the direction of movement of the
portable electronic device relative to the first and second
locations by comparing the respective powers present in the
first and second power signals for the first and second
response signals at the second time relative to the respective
powers present in the first and second power signals for the
first and second response signals at the second time, and
determine the direction of movement of the portable elec-
tronic device relative to the first and second locations based
on the comparison of the respective powers present in the
first and second power signals at the first and second times.

4. The system of claim 3, wherein the controller is
configured to:

determine whether the portable electronic device is closer

to the first location or the second location at the first
time by comparing the power present in the first power
signal for the first response signal at the first time to the
power present in the second power signal for the
second response signal at the first time, determining
that the portable electronic device is closer to the first
location at the first time when the power present in the
first power signal for the first response signal at the first
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time is greater than the power present in the second
power signal for the second response signal at the first
time, and determining that the portable electronic
device is closer to the second location at the first time
when the power present in the second power signal for
the second response signal at the first time is greater
than the power present in the first power signal for the
first response signal at the first time;

determine whether the portable electronic device is closer

to the first location or the second location at the second
time by comparing the power present in the first
response signal for the first response signal at the
second time to the power present in the second
response signal for the second response signal at the
second time, determining that the portable electronic
device is closer to the first location at the second time
when the power present in the first power signal for the
first response signal at the second time is greater than
the power present in the second power signal for the
second response signal at the second time, and deter-
mining that the portable electronic device is closer to
the second location at the second time when the power
present in the second power signal for the second
response signal at the second time is greater than the
power present in the first power signal for the first
response signal at the second time; and

determine the direction of movement of the portable

electronic device by determining whether the portable
electronic device is closer to the first location or the
second location at the first time, determining whether
the portable electronic device is closer to the first
location or the second location at the second time, and
deriving the direction of movement of the portable
electronic device based on the determinations of
whether the portable electronic device is closer to the
first location or the second location at the first and
second times, respectively.

5. The system of claim 1, wherein the first power signal
for the first response signal contains a first received signal
strength indicator (RSSI) amount indicating the measured
power in the first response signal, and

wherein the second power signal for the second response

signal contains a second RSSI amount indicating the
measured power in the second response signal.

6. The system of claim 1, wherein at least one of the first
RFID reader and the second RFID reader comprises an
elliptical or circularly polarized antenna such that the at least
one of the first RFID reader and the second RFID reader
respectively transmits the corresponding one of the first
location signal and the second location signal in orthogonal
polarizations in the corresponding first and second locations,
respectively.

7. The system of claim 6, wherein the first RFID reader is
arranged on a first side of a room of a building, and the
second RFID reader is arranged on a second side of the room
distinct from the first side of the room.

8. The system of claim 1, wherein at least one of the first
RFID reader and the second RFID reader comprises an
elliptical or circularly polarized antenna such that the at least
one of the first RFID reader and the second RFID reader
respectively transmits the corresponding one of the first
location signal and the second location signal in orthogonal
polarizations in the corresponding first and second locations,
respectively,

wherein the first RFID reader is arranged in a room of a

building, and the second RFID reader is arranged in a
hallway outside the room of the building, and
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wherein the controller is configured to determine whether

the portable electronic device is transported from the

hallway into the room, and whether the portable elec-
tronic device is transported from the room into the
hallway.

9. The system of claim 8, comprising:

a third RFID reader arranged in the hallway at a third

location distinct from the first and second locations,

wherein the third RFID reader comprises:

a third transceiver configured to transmit a third loca-
tion signal from the third location and to receive a
third response signal from the portable electronic
device when the portable electronic device is within
range of the third location to receive the third loca-
tion signal,

a third power measurement unit configured to measure
power present in the third response signal received
by the third transceiver of the third RFID reader, and

a third control unit configured to generate a third power
signal indicating the measured power in the third
response signal received by the third transceiver of
the third RFID reader; and

wherein the third transceiver of the third RFID reader is

configured to transmit the third power signal to the
controller for the third response signal at the first time
when the third transceiver of the third RFID reader
receives the third response signal at the first time, and
to transmit the third power signal to the controller for
the third response signal at the third time when the third
transceiver of the third RFID reader receives the third
response signal at the third time, and

wherein the controller is configured to determine whether

the portable electronic device is closer to one of the first
RFID reader, the second RFID reader and the third
RFID reader at the first and second times, respectively,
based on (i) the power indicated in the first power
signals received from the first RFID reader for the first
response signals at the first and second times, respec-
tively, (ii) the power indicated in the second power
signals received from the second RFID reader for the
second response signals at the first and second times,
respectively, and (iii) the power indicated in the third
power signals received from the third RFID reader for
the third response signals at the first and second times,
respectively.

10. The system of claim 9, wherein the controller is
configured to compare the power indicated in the first power
signals received from the first RFID reader for the first
response signals at the first and second times, respectively,
the power indicated in the second response signals received
from the second RFID reader for the second response signals
for the first and second times, and the third power signals
received from the third RFID reader for the third response
signals at the first and second times, respectively, and to
determine whether the portable electronic device is closer to
one of the first RFID reader, the second RFID reader and the
third RFID reader at the first and second times based on
which one of the first power signal, the second power signal
and the third power signal indicates the greatest amount of
power at the first and second times, respectively.

11. The system of claim 1, wherein the controller is
configured to determine an amount of time that the portable
electronic device is present in at least one of the first and
second locations based on the first and second power signals
over a period of time.

12. The system of claim 1, in combination with a portable
electronic device, wherein the portable electronic device
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comprises an RFID tag configured to transmit the first
response signal when the portable electronic device is within
range of the first location to receive the first location signal,
and to transmit the second response signal when the portable
electronic device is within range of the second location to
receive the second location signal.

13. The system of claim 12, wherein the RFID tag is a
passive tag configured to transmit the first response signal in
response to receiving the first location signal when the
portable electronic device is within range of the first location
to receive the first location signal, and to transmit the second
response signal in response to receiving the second location
signal when the portable electronic device is within range of
the second location to receive the second location signal,

wherein the RFID tag comprises a unique identifier,

wherein the RFID tag is configured to transmit the first
response signal to the first RFID reader by modulating
the first location signal with the unique identifier of the
RFID tag and transmitting the modulated first location
signal with the unique identifier of the RFID tag, and

wherein the RFID tag is configured to transmit the second
response signal to the second RFID reader by modu-
lating the second location signal with the unique iden-
tifier of the RFID tag and transmitting the modulated
second location signal with the unique identifier of the
RFID tag.

14. The system of claim 12, wherein the RFID tag is an
active tag having a unique identifier, and the portable
electronic device comprises a battery power source config-
ured to supply power to the RFID tag,

wherein the RFID tag is configured to generate and

transmit the first response signal to the first RFID
reader when the portable electronic device is within
range of the first location, the first response signal
containing the unique identifier of the RFID tag, and
wherein the RFID tag is configured to generate and
transmit the second response signal to the second RFID
reader when the portable electronic device is within
range of the first location, the second response signal
containing the unique identifier of the RFID tag.

15. The system of claim 12, wherein the portable elec-
tronic device comprises at least one processor and at least
one memory having recorded thereon operation instructions
that the at least one processor executes to perform operations
of the at least one processor of the portable electronic
device,

wherein the controller is configured to control at least one

operation of the portable electronic device by autho-
rizing or disallowing the at least one operation to be
executed by the at least one processor of the portable
electronic device based on whether at least one of (i)
the first RFID reader receives the first response signal
from the portable electronic device and (ii) the second
RFID reader receives the second response signal from
the portable electronic device.

16. The system of claim 12, wherein the controller is
configured to control the first RFID reader to transmit a first
authorization signal to the portable electronic device when
the first RFID reader receives the first response signal from
the portable electronic device, the first authorization signal
authorizing the at least one processor of the portable elec-
tronic device to execute a first set of operations,

wherein the controller is configured to control the second

RFID reader to transmit a second authorization signal
to the portable electronic device when the second RFID
reader receives the second response signal from the
portable electronic device, the second authorization
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signal authorizing the at least one processor of the
portable electronic device to execute a second set of
operations,

wherein the at least one processor of the portable elec-

tronic device is configured to execute the first set of
operations when the RFID tag of the portable electronic
device receives the first authorization signal, and
wherein the at least one processor of the portable elec-
tronic device is configured to execute the second set of
operations when the RFID tag of the portable electronic
device receives the second authorization signal.

17. The system of claim 16, wherein the at least one
processor of the portable electronic device is configured to
execute the first set of operations while the RFID tag of the
portable electronic device receives the first location signal
when the portable electronic device is in the first location,
and

wherein the at least one processor of the portable elec-

tronic device is configured to execute the second set of
operations while the RFID tag of the portable electronic
device receives the second location signal when the
portable electronic device is in the second location.

18. The system of claim 16, wherein the at least one
processor of the portable electronic device is configured to
authenticate the controller when the RFID tag receives the
first authorization signal, and control the RFID tag to
transmit a first authentication signal to the controller upon
authenticating the controller, and

wherein the at least one processor of the portable elec-

tronic device is configured to authenticate the controller
when the RFID tag receives the second authorization
signal, and control the RFID tag to transmit a second
authentication signal to the controller upon authenti-
cating the controller.

19. The system of claim 1, wherein the controller is
configured to control the first RFID reader to transmit a first
authorization signal to the portable electronic device when
the first RFID reader receives the first response signal from
the portable electronic device, the first authorization signal
authorizing the portable electronic device to execute a first
set of operations while the portable electronic device
receives the first location signal, and

wherein the controller is configured to control the second

RFID reader to transmit a second authorization signal
to the portable electronic device when the second RFID
reader receives the second response signal from the
portable electronic device, the second authorization
signal authorizing the portable electronic device to
execute a second set of operations while the portable
electronic device receives the second location signal.

20. The system of claim 19, wherein the controller is
configured to modify at least one of the first set of operations
and the second set of operations.

21. The system of claim 1, wherein the first RFID reader
is configured to transmit the first location signal at a first
frequency, and the second RFID reader is configured to
transmit the second location signal at a second frequency
different from the first frequency,

wherein the controller is configured to control the first

RFID reader to transmit a first authorization signal to
the portable eclectronic device when the first RFID
reader receives the first response signal from the por-
table electronic device at the first frequency, the first
authorization signal authorizing the portable electronic
device to execute a first set of operations while the
portable electronic device receives the first location
signal, and
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wherein the controller is configured to control the second
RFID reader to transmit a second authorization signal
to the portable electronic device when the second RFID
reader receives the second response signal from the
portable electronic device at the second frequency, the
second authorization signal authorizing the portable
electronic device to execute a second set of operations
while the portable electronic device receives the second
location signal.

22. The system of claim 21, wherein the controller is
configured to control the first and second RFID readers to
respectively change the first and second frequencies at a
predetermined time.

23. A method of detecting direction of movement, the
method comprising:

transmitting, from a first radio frequency identification

(RFID) reader arranged in a first location, a first loca-
tion signal from the first location;

receiving, by the first RFID reader, a first response signal

from a portable electronic device when the portable
electronic device is within range of the first location to
receive the first location signal;
measuring, by the first RFID reader, power present in the
first response signal received by the first RFID reader;

generating, by the first RFID reader, a first power signal
indicating the measured power in the first response
signal received by the first RFID reader;

transmitting, from a second RFID reader arranged in a

second location distinct from the first location, a second
location signal from the second location;
receiving, by the second RFID reader, a second response
signal from the portable electronic device when the
portable electronic device is within range of the second
location to receive the second location signal;

measuring, by the second RFID reader, power present in
the second response signal received by the second
RFID reader;

generating, by the second RFID reader, a second power
signal indicating the measured power in the second
response signal received by the second RFID reader;
and

determining, by a controller external to the first and

second RFID readers, a direction of movement of the
portable electronic device relative to the first and
second locations during a first time and a second time
subsequent to the first time,

wherein the first RFID reader transmits the first power

signal to the controller for first response signal at the
first time when the first RFID reader receives the first
response signal at the first time, and transmits the first
power signal to the controller for the first response
signal at the second time when the first RFID reader
receives the first response signal at the second time,
wherein the second RFID reader transmits the second
power signal to the controller for the second response
signal at the first time when the second RFID reader
receives the second response signal at the first time, and
transmits the second power signal to the controller for
the second response signal at the second time when the
second transceiver of the second RFID reader receives
the second response signal at the second time, and
wherein the controller compares a respective amount of
power indicated in the first and second power signals
for the first and second response signals respectively
received at the first and second times, and determines
the direction of movement of the portable electronic
device during the first and second times based on the
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comparative amount of power in the first and second
power signals for the first and second response signals
respectively received at the first and second times.
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