US008429484B2

a2 United States Patent

Laviolette et al.

US 8,429,484 B2
Apr. 23,2013

(10) Patent No.:
(45) Date of Patent:

(54) DIGITIZED RADAR INFORMATION
REDUNDANCY METHOD AND SYSTEM

(735)

(73)

")

@
(22)

(65)

(1)
(52)

(58)

Inventors: Kerry D. Laviolette, Liverpool, NY
(US); James A. Kanyok, Syracuse, NY

(US)

Assignee: Lockheed Martin Corporation,
Bethesda, MD (US)

Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 1037 days.

Appl. No.: 12/425,294

Filed: Apr. 16, 2009

Prior Publication Data

US 2010/0269007 A1 Oct. 21, 2010

Int. CL.

GO6F 11/00 (2006.01)

U.S. CL

USPC e 714/752

Field of Classification Search

714/752

See application file for complete search history.

205

(56) References Cited
U.S. PATENT DOCUMENTS

5,831,570 A 11/1998 Ammar et al.

5,889,821 A *  3/1999 Amsteinetal. ... 375/285

7,321,905 B2 1/2008 Hartline et al.

7,907,512 B1* 3/2011 vonder Embse ............. 370/208
2002/0053062 Al 5/2002 Szymanski
2003/0081582 Al* 52003 Jainetal. ......ceene. 370/338
2004/0218919 Al 112004 Hunsche et al.
2005/0262284 Al* 11/2005 Cherukurietal. ............ 710/307
2007/0005248 Al* 12007 Averill et al. ....... ... 701/301
2008/0028276 Al* 1/2008 Lietal. ... .. T14/752
2009/0045997 Al* 2/2009 Meyers etal. ................. 342/60

OTHER PUBLICATIONS

International Search Report dated Jul. 29, 2010 for related PCT
application PCT/US 10/31349.

* cited by examiner

Primary Examiner — Scott Baderman
Assistant Examiner — Yair Leibovich
(74) Attorney, Agent, or Firm — Howard IP Law Group, PC

(57) ABSTRACT

The present invention relates to a real time radar data trans-
mission system and process for transmitting forward error
correctable data to a plurality of parallel communication
channels.

21 Claims, 12 Drawing Sheets

407

409

PROCESSES
an
THRU

@mn

/ 412

!
417 e

414
g g 421

PROCESS
| DATA

REPCRT ANY

RESIDUAL FAILURES

COLLECT AND
PROCESS FAILURE

INFORMATION

L419




US 8,429,484 B2

Sheet 1 of 12

Apr. 23,2013

U.S. Patent

001

induj euue:,uv]

<

°

o

1NdNI YNNI LNY

wopoung |~ #1 (1Y 1014d) DT St
Buissaoo.id
|t — |— ‘I(ZZOMN.*_.Z,Q —-=— | U JOB1I00
Ly utu WO gu | Jousou|
°oe e uswiaie ﬂc
wu — e —— ~—1 JuIsues
)
sl °
- |- ‘]<d42ﬁvmh_unﬁ_< L u,}0a.ll00 _lilJ
| Jowsou|
°e e e juswge ||
. = = — jwsuedy 4
| — | out— A‘I(—N_\/_ZOMW..__IHJ‘_{ L u,J08.1100
Ze |Jouoou|
e e luswieloe
c - —~ — —— ] Wisuels) L€
(- |-t ,A.|<ZZ%._.“__/_< TT_ U,J08.402
WOH ¢ | Jowsou|
° e uswge | | .
- - - — —=— ] LUSURI} he
UJOBLIOD | g— U,108II00 [~-— u)oalod "(J_\/_ZOM._W_,Q U080 L‘c.ﬁmtoo
1011 ou Joa ou Jole ou d Joleou |l |Jomeou|
uswisie juawale juswsje e e Jusuia[s juswa|s 1:
m ) jusued jwsuel) |- Jsuel) - Lwisuel (== jwsuel H
u ) $ e
051 wa\ 8G1L 761 rA]" Ggl



U.S. Patent Apr. 23,2013 Sheet 2 of 12 US 8,429,484 B2

SEE FIG 1A, 5 100

155 5103

I !
l l
l |
| |
| COLLECT N !
| > ’ REACHED |
NO 127
FAILURE e
THRESHOLD
112 )
e N
I | 122 '
! 117 |
115 g 114
, ! 113 ,
PROCESS | REPORT COLLECT AND

| - DATA FAILURES PROCESS FAILURE |
| f INFORMATION |
§ 113 L o1 '

—

Fig. 1b
(Prior Art)



US 8,429,484 B2

Sheet 3 of 12

Apr. 23,2013

U.S. Patent

. ¢C 1NdNIl [~ 2z L LNdN! ™ 1z
GN M.N n& VNNILNY 50¢ VYNNILNY 50¢
207 \\ 20z \V\
I4 /
w2 g,z INEERE| NEERE!
NOISSINX NOISSINX
hzmo_\/__,md YNNI LNV YNNILNY
N ~ 222 N 22 m
22 olg 2oLz OtgLz
Zl LNdNl ~_ 21 bELNANT =~ 4
VYNNILNY 50¢ YNNILNY s0¢
2hp0g \N\ 0z \\
/ /
w INana3 INEERE!
Ote NOISSINX NOISSINX
Fzmo_@m_.m_ VNNILNY VYNNILNV
| / foa
gLz N e N PAAS
v77 zigLz tgiez ‘lolz %s5iz

00¢



US 8,429,484 B2

Sheet 4 of 12

Apr. 23,2013

U.S. Patent

00<

| -« - [indul elRG EUUdY |

. YNNILINY
uopoung | 9¢¢ QN .%.Nrm‘ NOY
Buissanoid

. , VYNNI LNV lr._
— d' " “ WO waiig|e
v e . UOISSIL | s
Wy - - -sueq |1y
o)
02 ’
o VNNILNY L 1
.- WOXN2 75 wislisie
. e . UoISSIW
- l suely |L¥
.v
e VYNNILNY ]
™ WON4 e wawaje
. o e UOISSIW |~
-suey |1t
€
. | YNNIINY
NOM im..m usws|a
o e e UOISS|W |—~e
| -suenq |ié
A
VYNNILNY
awsle | weweia wewsie [ WONA Juewsie [ | uswse
uolssil UOISSIW uoISSIW o e . uossiw ¢l uoIssIW
-suen | -suen -suesy | -suel) -sueny | b1
} Wi, . V cl k. [w
61z m g1 €~ {412 voz \mom

¥ee

1NdNI VIV3 YNNI LNY

Gic




U.S. Patent Apr. 23,2013 Sheet 5 of 12 US 8,429,484 B2

SEE
FIG. 2 FIG 4, 411
210nm DATA INPUT
S 300

304
COLLECT DATA L

307

AT EACH
COMM
DOES LINK 0
DATA CONTAIN AN 308
ERROR? Y '
N CORRECT
ERROR
DATA —~
Y
FIG 4, 417
DATA OUTPUT

Fig. 3



U.S. Patent Apr. 23,2013 Sheet 6 of 12 US 8,429,484 B2

402 205 403

SEE FIG 2, 5

P H

409

PROCESS REPORT ANY PR((:)(())II_ELSESC;- A’TLNERE _
DATA | RESIDUAL FAILURES eSS TALY

[ |
| |
l 415 ~ |
| Q—_\ |
e
S
o

SEEFIGS3, | ||
' 300 [ [
| PROCESSES REACHED |
l ai FAILURE *

THRU 412

A mn / [
| [ |
! |
‘ 417 /V g 414 g 421 l !
[ |
{ |

l419




US 8,429,484 B2

Sheet 7 of 12

Apr. 23,2013

U.S. Patent

2 v0G

g 31,

¢l LNdNl m™~_ =1
YNNILNY 503

mswz
ANgLg

INIWITS

h

1 v0G

H0SS3004dd

NOYH4/0OL

wvm_\m m

r’\_/

:mrmw

¢lplg

/\_/

oes |

bLLNANE I~ W
YNNILNY 509
Hols (L)zzs M

JNABm




US 8,429,484 B2

Sheet 8 of 12

Apr. 23,2013

U.S. Patent

008

qs S
¥OSSIO0NMd |_ R | woss3zooud | 3]
.II—
N geg | ogg - @
1 *| YNNILNY |T 2
- - ~ NOM R NINEVERE >
ul  wu -— - — | NOISSIN | < =
- - . -SNVHL G
M £7ZS TN °
T 128 : o
ZU-z | =Wu
VNNILNY
— = = WouH ~ [inawaa
- - - =| NOISSIN >
B - o0 | | -SNvul | z
W ~ —~ - —~ Le w
L _ YNNIINY z
NO¥4 e ERE! >
- - - =1 NOISSIN Z
2 © -] - —— n
= B L - . SNVL 1715
. - - YNNILNY |
NEINERE ADNEVERE! NSNS WOd4 | ANJIWF 13 TNENERE!
OISSIN = NOISSIN = NOIZSIN =~ NOISSIN 1 NOISSIN
BNVHL |yl -SNvML | | -SAwML | \ \ -SNVHL | | -SNwdL Y
L\ 7~ v\ %
//mzw \ 81G ¢s NNmM 0157 408 momr%
b0G LS




U.S. Patent Apr. 23,2013 Sheet 9 of 12 US 8,429,484 B2
SEE FIG 5b, 600
602 z 305 5 g 603
o "_}‘ﬁogjr"mw"ﬁ

DATA

| |
| |
[ I
I I
#
COLLECT
DATA
’ ————612a | COLLECT |  ©2° |
( Y 611 DATA J
/’ |} REACHED
ASSESS 612b —\/V FAILURE
DATA ’ ‘
| STORE Il |
, DATA ‘
MISSING (due - ‘ l COLLECT AND
| to Error or FOR PROCESS FAILURE | |
| Failure) / MISSING I INFORMATION |
DATA RETRIEVE
GOOD
FOR
] GooD 621 _| DATA 1619 ‘
617 i
|
| PROCESS REPORT ANY 617 :

RESIDUAL FAILURES




US 8,429,484 B2

Sheet 10 of 12

Apr. 23,2013

U.S. Patent

NOILLONNA
ONISS300Hd |=

=] NOILONNA

ONISS3O0Hd

i ﬁlJ
Wil

u

™~ 12,

LNVANNAZY
gz, -

\t_i
INIWE14H

= | NOISSIN

“SNVYHL r_ﬁMM
Ly G0.

A

A

ANIWI3
=-| NOISSIN

“SNVYHL |

ININIT3
NOISSIA

“SNvdl

wi ¥

ININTTE
NOISSIN
-SNvdl

ANINTTE
NOISSIN
-SNVYl

ANINTTE
w| NOISSIN

-SNYYUL |

A

14 4

1NdNI VNNILNVY

ININITE
NOISS

—

[/

ININWFTE

-SNYd1

o1 )

| NOISSIN |7
|wZ<N_._. et

8L. ////: ‘\\\\\
Sl

A

%P
ova l\v p0L < o,

104



US 8,429,484 B2

Sheet 11 of 12

Apr. 23,2013

U.S. Patent

NO
ONIS

- NOILONNA

N4
Odd =

ONISS3D0YUd

44

7q’
u Wiy

T~ 128

INVONNQ3Y
gzg — |

1 A
HZmEme.l»

= | NOISSIN

-SNVHL

uj

o[

1

INIWITS
»| NOISSIN

“SNVYL |-

momM

/{ e o o

)

ININIT3
= NOISSIN

AININWETE
NOISSIN
“SNVHL

Wy

AINIWITS
NOISSIN
-SNvdl

!

ININTTF
NOISSIN
-SNvdL

SNVl |-

)

12

LNINTTH
NOISS

AININWIT3
-| NOISSIIN

“SNVYHL

i

-—
e8]

1NdNI YNNILINV

“SNVHL /|

[4” — L1 N
618 208

808

I




US 8,429,484 B2

Sheet 12 of 12

Apr. 23,2013

U.S. Patent

v1iva

5$53004dd

T H
S3UNTIV4 TvNais3Y
116 ANY LHOdTN

NS

NOILYWHOANI | !
3HNTIVL SSID0Nd | !
ANV 1237700

J10HS3IHEHL

JHNUVA _

V1va dooo IAIRILI b - 126y

___

vivd
SS38SY

1va ONISSIN
AN
v.ivd
OIS N\ g6
;
——— e
= v.ivd -
di.6 ~] Ss3assv ELLB ~
HOoudd acLe j=[@2=)-E|
1034H00 10349400

| gpos NI epQ
INWNOD agle
il HOV3 LY qzL6
e e — - — e T —
vivd
129371100 | —Aaole B0L6 —

v1vd

G0S 'S ©I4 338




US 8,429,484 B2

1
DIGITIZED RADAR INFORMATION
REDUNDANCY METHOD AND SYSTEM

FIELD OF INVENTION

The present invention relates generally to radar data trans-
mission systems for digitized returns and more specifically to
a system and process for the recovery of missing data and
correction of erroneous data in networks disposed to trans-
mission errors.

BACKGROUND

Modern radars use digital communication networks to
move antenna element data and partially processed data from
temporary storage to computer and from computer to com-
puter. However, each communication link crossed, e.g., from
element to element, has a probability of error that can range
from 10~ to 10712, When data rates are moderate an error can
occur every few seconds. For example, dozens of networked
elements operating at 10x10° bits per second having an error
rate of 107'2 will on average experience an error every 1 to 2
minutes. Given that these radars are real-time sensors with
very high data rates, it is not practical to employ traditional
re-transmission techniques to recover the erroneous data.

A non exhaustive list of typical methods for solving the
error rate problem includes: (a) dropping the corrupt data and
requesting reschedule via normal activity; (b) interpolating
between local data; (¢) buffering element data for some num-
ber of frames and allowing the frames to be re-requested upon
detection of corrupt of data in the transmission chain; (d)
forwarding error correction coding with the data; (e) using
fully redundant networks that buffer the data that then use the
data for full failover recovery; and (f) accepting the errors and
missing data. Data buffering requires significant memory
buffering and processing overhead, as well as additional
weight, power, space, and cost to the system due to added
components. In the event of an error, retransmission of data
interrupts the normal data flow, and in the event of excessive
errors can prevent the data from getting through at all. Error
acceptance without correction is often intolerable to effective
system operation. A solution that employs a real time system
and method that selects data having the greatest integrity for
each element between a particular data path is highly desir-
able.

FIG. 1q illustrates a prior art high-speed data network 100
for a radar system that for purposes of illustration receives
radar data via input 155. It is understood that antenna input
155 refers to input supplied from a radar antenna or a com-
puter having a memory that stores radar data. By way of
example, the data input 155 may transfer via a direct memory
access (DMA) engine to network 100 for transmission to a
processor 153 comprising a computer and memory for pro-
cessing. Typically the data transfers comprise 16-bit words,
but any word length may be employed consistent with the
requirements of a particular radar system. Further, each data
word may be formatted for transmission into smaller bytes
having such data integrity schema as parity codes and cyclical
redundancy check (CRC) code generation, as well as the
means for the creation of check sums for the transmitted
word, which is by convention typically appended to the data
stream. A check sum function produces as output a value of a
certain fixed size. A CRC generally may be used as a check-
sum to detect accidental alteration of the data during trans-
mission or storage. Data transmission systems generally can
also include more robust forward error correction schemes
such as repetition schemes, convolution codes and block
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codes such as a Hamming code, Reed-Solomon code, Reed-
Muller code, Binary Golay code and Bose-Chaudauri-Hoc-
quenghem Code. These schemes in addition to parity
schemes, cyclic redundancy checks, single error correcting
(SEC), and double error detecting (DED) are well known by
those of ordinary skill in the art of data storage and transmis-
sion.

In the block diagram illustrated in FIG. 1a one or more
communication channels 150, through 150,,, have transmis-
sion elements 152, such as transmission element 152, ; that
works in parallel with other channel transmission elements
(152,,, 152;,, . . . 152,,)) to obtain a higher aggregate data
rate. Each of the transmission elements 152, receives
antenna data input from antenna input 155 as shown by the
data input arrows numbered 11,12, ...21,22 ... mn. In one
implementation of the prior art system, a 10 Gigabits (Gb)
Ethernet uses four (4)x2.5 Gb channels or lanes to achieve the
required throughput. Such throughput is achieved utilizing
components, such as serializer/deserializers, as the actual
transmission elements 152,,,,,. The data is parsed and inputted
into the elements 152, as serial bytes having bit length
(1/n)*(word length). In a typical example, as illustrated in
FIG.1a, firstchannel 152 | receives bytes 1, 5 and 9 of a given
data segment; whereas a second channel 152, receives bytes
2, 6 and 10, and so on. The elements 152,,,, may also encode
the data, as for example 16 bits into 20 bits (e.g., 8 bits/10 bit
encoding) for transmission over network 100 having parallel
channels via associated transmission elements, such as trans-
mission elements 152,, through 152,,, that may support
serial interfaces in high-speed data network applications.

The data is communicated over transmission medium or
channel transmission 150, 154, and 158 that serve as links
between the transmission elements 152, within the network
100. The network 100 may comprise any medium or combi-
nation thereof for data transmission such as: (a) parallel
twisted pair of copper lines for electrical transmission, (b)
distinct wavelengths, if transmitted using fiber optics, or (c)
microwave transmitters and associated receivers, operating
via a medium such as air. If the microwave receivers are point
to point, they may operate at the same frequency; if over a
single channel the transmission may be coded (e.g., CDMA,
TDMA) or may be at different frequencies. However, the
prior art radar signal transmission elements 152,,,. such as
transmission element 152, that work in parallel with ele-
ments associated with other channels (e.g. 150, . .. 150,,) do
not provide for forward error correction. Any data error detec-
tion and potential correction is performed in the processing
function 153 such as a computer processor.

FIG. 15 1s a flow chart of a prior art process 102 that works
in conjunction with the prior art system illustrated in FIG. 1a.
Processes operate in real time to process the data input via
antenna data input 155 through network 100 (FIG. 1a). At the
start or input 105 a real time processing module labeled
generally as 102 is invoked. Real time processing function or
module 110 receives and collects or stores data 107, which is
generally embodied in the data conveyed via radar signal
transmission elements 152, described in FIG. 1a. The final
elements 152,,,, (where n equals the number of parallel chan-
nels) of the system of FIG. 1a transfers data 112 to a process
114 where typically a forward correction code computation is
performed to determine if the data’s integrity is in tact, (i.e.,
that no errors are detected in the transmission of data). Real
time process module 114 may be embodied in a computer
processor 153 (FIG. 1a). If an error computation, such as a
CRC computation indicates that no errors are present, then
the CRC value appended to the data stream on transmission is
stripped from the data stream or packet and the data is stored
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in a system memory and subsequently transferred via DMA
to service various radar applications.

If no error was detected a signal 115 indicates to module
105 to commence transmitting the next sequence (e.g., a
record, frame or packet) of data through the network 100
(FIG. 1a). However, if an error is detected then an error
indication is reported via flow path 117 to a non-real time
process, or module labeled generally as 103. Process 103
includes a means, or module for the collection and processing
of error information 121. A count of the detected errors in the
data sequence 122 is computed in the means for the collection
and processing of error information 121 and communicated
to a compare process 125 to determine whether the number of
detected errors exceeds a threshold value. If the number of
errors have not exceeded the threshold, then a signal is output
via flow path 127 from the comparator 125 that indicates to
antenna data input 105 to transmit the next sequence (e.g., a
record, frame or packet) of data through the network 100
(FIG. 1a) and the process 121 returns to a wait state. [f an error
has occurred and the number of errors has exceeded the
threshold then the signal is not transmitted from compare
module 125 via flow path 127 and received by start module
105 for processing the next sequence (e.g., a record, frame or
packet) of data through the network 100 (FIG. 1a). Instead,
data flow is interrupted via signal 132 such as a signal restart,
reset or resynchronization signal to module 105 communi-
cated via flow path 130. Errors exceeding the threshold thus
often force a resynchronization event in a radar application,
limiting the radar’s availability. In addition to forcing a time
consuming resynchronization event in a radar application, the
foregoing prior art radar architecture lacks error correction
mechanisms (e.g. error correction) for correcting errors
before reaching data processing module 114. Alternative
methods and systems are desired.

SUMMARY OF THE INVENTION

A real time radar data transmission system comprising: a
plurality of parallel communication channels, each channel
having a plurality of serially associated directional transmis-
sion elements and having one or more inputs for receiving
forward error correctable data and one or more outputs for
transmitting forward error correctable data; wherein at least
one of the plurality of the directional transmission elements
receives the forward error correctable data and corrects the
data in error; and transmits the forward error correctable data
to a serially associated directional transmission element; and
wherein the data from the last of the plurality of serially
associated directional transmission elements provides input
to a processor programmed to utilize the forward error cor-
rectable data in a radar application.

A radar data transmission process comprising: transmit-
ting forward error correctable data to a plurality of parallel
communication channels, each channel having a plurality of
serially associated directional transmission elements having
one or more inputs for receiving forward error correctable
data; receiving the forward error correctable data; correcting
the data in error; transmitting the forward error correctable
data to a serially associated directional transmission element;
processing the data from the last of the plurality of serially
associated directional transmission elements; comparing in
non-real time a number of error corrections made to the data
to a threshold; and if the number of corrections exceed the
threshold then resynchronizing the transmitting of forward
error correction data in real time.

BRIEF DESCRIPTION OF THE DRAWINGS

Understanding of the present invention will be facilitated
by consideration of the following detailed description of the
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4

preferred embodiments of the present invention taken in con-
junction with the accompanying drawings wherein:

FIG. 1a is a block diagram of a prior art radar system
network architecture;

FIG. 154 is a process flow chart of the prior art system of
FIG. 1a;

FIG. 2a is a partial block diagram of a system according to
an embodiment of the present invention;

FIG. 2b is a block diagram of a system according to an
embodiment of the present invention;

FIG. 3 is a process flow according to an embodiment of the
present invention;

FIG. 4 is a flow chart of a process according to an embodi-
ment of the present invention;

FIG. 5a is a partial block diagram of a system according to
an embodiment of the present invention;

FIG. 55 is a block diagram of a system according to an
embodiment of the present invention;

FIG. 6 is a process flow according to an embodiment of the
present invention;

FIG. 7 is a block diagram of a system according to an
embodiment of the present invention;

FIG. 8 is a block diagram of a system according to an
embodiment of the present invention;

FIG. 9 is a process flow according to an embodiment of the
present invention.

DETAILED DESCRIPTION

Itis to be understood that the figures and descriptions of the
present invention have been simplified to illustrate elements
that are relevant for a clear understanding, while eliminating,
for the purpose of clarity, many other elements found in radar
systems and methods of making and using the same. Those of
ordinary skill in the art may recognize that other elements
and/or steps may be desirable in implementing the present
invention. However, because such elements and process steps
are well known by those of ordinary skill in the art, and
because they do not facilitate a better understanding of the
present invention, a discussion of such elements and steps is
not provided herein. Furthermore, while the present invention
is described in relation to a radar system, it is understood that
the invention is applicable to other complex systems wherein
error correction of transmitted and/or received information
data is required.

In accordance with an embodiment of the invention, FIG.
2a illustrates schematically functional components of a real
time radar data transmission network 200 comprising: a plu-
rality of parallel communication channels labeled generally
as 204 with each channel having a plurality of serially asso-
ciated directional transmission elements labeled generally as
210. Each serially associated directional transmission ele-
ment has an input 222 for receiving forward error correctable
data and one or more outputs 224 for transmitting forward
error correctable data. At least one of the directional trans-
mission elements (210,,,,) is configured to receive the forward
error correctable data (e.g. 215,,) and correct the data in error
and transmit the forward error correctable data to a serially
associated directional transmission element (e.g. 210, ,). This
process occurs sequentially down the chain of serially
coupled elements such that the data from the last of the
serially associated directional transmission elements (210, ,,)
provides input to a processor programmed to utilize the data
relating to the forward error correcting code. The processor is
configured to compare in non-real time the number of error
corrections to a threshold; and if the number of corrections
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exceeds the threshold then halting the transmission and
restarting, resetting, or resynchronizing the transmission of
data in real time.

In the exemplary embodiment shown in FIG. 2a, the data
on parallel communication channel 204,, represents data
from a radar antenna element 205,,. The forward error cor-
rectable data 215, is accumulated in element 210, , with data
on parallel communication channel 204, | and passed through
as forward error correctable data 215, . Forward error cor-
rectable data 215, is passed to element 210,, where it is
accumulated with the data on parallel communication chan-
nel 204,,. Element 210,, accumulates data from parallel
communication channel 204, , and forward error correctable
data 215, | and passes forward error correctable data 215, to
elements down the serial chain of elements to a final element
210,,,,. Paralle] elements represented by the serial chain hav-
ing forward error correctable data (e.g. 215, ; input to element
210,,) operate in the exact manner as described above for
each of the parallel antenna elements 210, ,,, 210,,,, 210, .

More particularly in accordance with an embodiment of
the invention, FIG. 25 illustrates a high-speed data network
architecture 200 that receives radar signal data from radar
antenna data input 205. It is understood that data from one or
more radar antenna elements may be embodied by a radar
antenna or a computer having a memory that stores the radar
data. By way of example, the data input 205 may transfer via
a DMA engine to a physical network 200 for transmission to
processor 220 comprising for example a computer processor
(such as digital signal processor) and memory for processing
the received signal data. Typically the data transfers comprise
16-bit words but other word lengths are possible with no
modification of the principles embodied herein. Further, each
data word is formatted for transmission having forward cor-
rection codes such as parity codes and/or CRC codes as well
as the means for forward correction, which may be appended
or incorporated into the data stream.

Each transmission element in FIG. 25 is a directional trans-
mission element such as element 210,,,, that performs a pro-
cess that collects data and tests the data as to whether the data
contains errors. Typically, the process performs a forward
correction test such as a CRC check to determine if the data’s
integrity is in tact, i.e., that no errors are detected. Each of the
directional transmission elements 210,,,, (e.g. 210,,) pro-
cesses an error correction and data integrity determination
process. This is typically a CRC check as described herein for
each segment of a record, frame or packet being transmitted
by the transmission element 210, , . If the data, record, frame
or packet contains an error determined by a data integrity
determination process, then a correction is made and the
corrected data is stored in an access buffer (not shown) for
transmission to the next transmission in succession (e.g.
210,,). The final element (e.g. 210,,,) transmits the data,
record, frame or packet to processor 220 over a particular
channel (e.g. channel 1).

In the block diagram illustrated in FIG. 26 one or more
parallel communication channels 204, through 204,, each
having m transmission elements labeled 210,,,, (where n cor-
responds to the particular communication channel 1-4) work
in parallel with other channels (e.g. 204, through 204,) to
obtain a higher aggregate data rate. For example, one imple-
mentation of a 10 Gb Ethernet uses 4x2.5 Gb channels or
lanes to achieve the required throughput. Such throughput is
achieved utilizing components, such as serializers/deserializ-
ers, as the actual transmission elements 210,,,,. The data is
parsed and inputted into the elements 210,,,, as bytes having
length n. In a typical example, as illustrated in FIG. 25, first
transmission element 210, , receives bytes 1,5 and 9; whereas
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a second transmission element 210, receives bytes 2, 6 and
10, and so on. The elements 210,,,, may also encode the data,
as for example 16 bits into 20 bits (e.g., 8 bits/10bit encoding)
for transmission over network 200 having parallel channels
via associated transmission elements, such as transmission
elements (e.g. 210, , through 210, ,, for channel 1) that may
support serial interfaces in high-speed data network applica-
tions. The data is communicated over transmission medium
218 that serves to link the transmission elements 210, within
the network 200. Transmission medium 219 links the trans-
mission elements 210,,,, within the network 200 to processor
220. The network 200 may comprise any medium or combi-
nation thereof for data transmission such as: (a) parallel
twisted pair copper lines for electrical transmission, (b) dis-
tinct wavelengths transmitted using fiber optics, or (¢) micro-
wave transmitters and associated receivers, operating via a
medium such as air. If the microwave receivers are point to
point, they may operate at the same frequency and if they are
over a single channel the transmission may be coded (e.g.,
CDMA, TDMA) or at different frequencies.

FIG. 3 and FIG. 4 represent related flow diagrams of pro-
cesses that operate in conjunction with the network architec-
ture 200 (FIGS. 2a, 2b) according to an embodiment of the
present invention. Referring to FIGS. 3-4, a real time process
labeled generally as 402 (see FIG. 4) enables transmission of
forward error correctable data 407 to a plurality of parallel
communication channels such as described in connection
with FIGS. 2a, 2b. Each channel has a plurality of serially
associated directional transmission elements each having one
or more inputs for receiving the forward error correctable
data. Processes labeled 412 in FIG. 4 are adapted to correct
the data in error, as more fully described in FIG. 3. The
forward error correctable data is received at a serially associ-
ated directional transmission element, and processing mod-
ule 414 (FIG. 4) processes the data 417 from the last of the
plurality of serially associated directional transmission ele-
ments (210 nm). If any failures or data errors remain at mod-
ule 414 (e.g. residual failures) then such failures are reported
via flow 421 to module 419 of non-real time processing flow
module 403. The non-real time process compares in block
425 the number of error corrections in block 419 to a thresh-
old; and if the number of corrections exceed the threshold
then module 425 generates a signal that restarts via flow path
430 the process 409 for transmitting of forward error correc-
tion data in real time processing module 402. In this manner,
if an error in the data is detected the non-real time process 403
compares to a threshold (in block 425) the total number of
error corrections made or attempted during a transmission of
given length, and if the number of error corrections exceeds
the threshold, halts the transmission and restarts, resets or
resynchronizes the transmission of data in real time.

Real time process 402 connects to a data source such as by
data input 205 (see, FIGS. 2a, 2b). The process 402 begins by
transmitting data 407 (e.g., a record, frame or packet) from a
data source such as data input 205 (FIGS. 24, 2b) to one of a
plurality of serial data transmission element processes
labeled as a;; through a,, associated with corresponding
directional transmission elements 210, through 210,,,, (FIG.
2b).

FIG. 3 is a flow diagram of a process 300 that works in
conjunction with the process described in FIG. 4 according to
an embodiment of the present invention. Also, each serial
transmission element 210, ,, as shown in FIG. 25 contains the
processing function described in FIG. 3 for forward error
correction. In each of the elements 210,,,, the process 300
operates by collecting data 304 and testing the integrity of the
data in process 307 as to whether it is error free. Typically the
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process 307 performs a forward error correction test such as
a CRC check to determine if the data’s integrity is in tact, i.e.,
that no errors are detected. Note that in FIG. 25, each of the
directional transmission elements 210, ,, such as element
210, , processes an error correction and data integrity deter-
mination process, typically a CRC checker as described
herein for each segment of a record, frame or packet being
transmitted by a given transmission element 210,,,. If the
data, record, frame or packet contains an error determined by
data integrity determination process 307, then a correction is
made (module 308) and the corrected data is stored in buffer
306 for transmission to the next element in succession. The
final element 210,,,, transmits the data record, frame or packet
for processing 414 in a processor such as processor 220
(FIGS. 25, 4).

Again referring to FIG. 4, when the data record, frame or
packet has progressed through each process labeled as a,;
through a,,, associated with the corresponding directional
transmission elements 210,, through 210, (FIG. 25) it is
input to real-time process 414 for a specific radar application.
If an error computation, such as a CRC computation, indi-
cates that no errors are present, then the CRC value appended
to the data stream on transmission is stripped from the data
stream and the data is stored in a system memory (e.g., resi-
dent in processor 220), and subsequently transferred via
DMA to service various radar applications. Additionally, pro-
cess 414 sends a signal 415 to indicate to data input start
process 409 to transmit the next sequence (e.g., a record,
frame or packet) of data through the physical network 200
(FIG. 2b) which is again received by real-time process 402.

If an error in the chain of transmission has occurred, the
error is registered by process 414 and is communicated (via
flow path 421) to non-real time process 403 that includes a
means for the collection and processing of error information
(block 419). A count of the error corrections made to the data
is computed in module 419 and communicated via signal 422
to a comparing process 425 to determine whether the number
of errors has exceeded a threshold value. If the number of
errors has not exceeded the threshold then processing returns
via flow path 427 to continue to collect and process failure
statistics at module 419. If the threshold is exceeded then a
signal 430 indicates to data input process 409 to restart the
process module 402. The restart process may reset the module
entirely or cause it to transmit the most recent record, frame or
packet of data through the network.

FIG. 5a is a block diagram of a system according to an
embodiment of the present invention whereby a high-speed
data network 500 receives radar data from data input 505 such
as antenna element 11 in real time. The real time data from
data input 505 is communicated through network 500, which
is received by processor 530. It is understood that data input
505 may be embodied by a radar antenna or a computer
having a memory that stores radar data from an array of
antenna elements. Further by way of example, the data input
labeled generally as radar 505 may transfer via DMA engine
to network 500 by way of example a computer and memory
for processing. Each transmission element 510,, through
510,,,, may also perform the functions, as by way of example,
any type of parity check or checksum such as a CRC to detect
accidental alteration of the data during transmission or stor-
age. The parallel communication channel 504, , data is accu-
mulated in element 510, , with forward error correctable data
518, and passed through on line 522, to processor 530. The
parallel communication channel 504,, data is also passed
through on line 515, to element 510, , where it is accumu-
lated with the data on the parallel communication channel
504,,. Element 510,, accumulated data on parallel commu-
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nication channel 504,, and forward error correctable data
518, , is passed through on line 515, to elements down the
serial chain of elements to a final element 510,,,,,.

In the block diagram illustrated in FIG. 56 one or more
communication channels 504 through 504, , 1 through n, feed
bi-directional transmission elements 510,,,,, such as 510,,
that work in parallel with other parallel communication chan-
nels 504, through 504, having bi-directional transmission
elements such as 510, , to obtain a higher aggregate data rate.
Input from the antenna is not shown on each element to
simplify the diagram, but the antenna input is received by
each element 510,,,, as described in connection with FIG. 25.
Each communications channel 504, through 504, has a plu-
rality of serially associated directional transmission elements
510,,,,, each with two or more inputs 522 for receiving
antenna data and forward error correctable data, and two or
more outputs 524 for transmitting forward error correctable
data. Each transmitting element such as 510, transmits data
to the next element in the same channel 504, such as by way
of'example transmission element 510, that transmits data the
next element, in this case 510, , and also receives data from
element 510,,. The transmission elements 510,, may be
achieved utilizing components, such as a serializer/deserial-
izers, as the actual transmission elements 510,,,,,. The data is
parsed and inputted into the elements 510,,,, as bytes having
length n. However, as is apparent from FIG. 55, the parsed and
inputted data flows in two directions. In a typical example, as
illustrated in F1G. 54, first channel 1 receives bytes 1, 5 and 9;
whereas second channel 2 receives bytes 2, 6 and 10, etc. The
transmission elements 510,,,, may also encode the data, as for
example 16 bits into 20 bits (e.g., 8 bits/10bit encoding) for
transmission over physical network 500 having the parallel
channels 504, through 504, via associated transmission ele-
ments, such as transmission elements 510, through 510,,,
that may support serial interfaces in high-speed data network
applications. The bi-directional transmission elements
510,,,,, such as 510,, are adapted to process missing data
correction schema, as will be further discussed in connection
with FIG. 6, for each transmission segment (e.g., a record,
frame or packet). Upon detection of a missing datum (or data)
a correction schema attempts to supply the data. The data is
communicated over transmission medium 518, 521,523 that
serve as links between the transmission elements 510,,,
within the physical network 500. The final element 510,
transmits the data, record, frame or packet for processing as
will be described in connection with FIG. 6. The physical
network 500 may comprise any medium or combination
thereof for data transmission.

Again referring to FIG. 55, the final elements 510, , trans-
mit the data, record, frame or packet to processor 520 for a
specific radar application. In addition to the data, record,
frame or packet to processor 520, the data from data input 505
is also transmitted from the initial elements 510,,,, to transmit
the data, record, frame or packet to a processor 530 for a
specific radar application. In the event there is malfunction in
the transmission channel such as a disconnect 512, the data in
processor 530 is passed through a switch 525 to processor
520, thereby restoring the integrity of the data input from 505.
Similarly, in yet another embodiment of the invention, a fail-
ure in a transmission element such as 510, , will not disable
the system inasmuch as the data flows to the processors 530,
520 via alternate paths 523, 521, respectively.

FIG. 6 is a flow diagram of a process 606 according to an
embodiment of the present invention that optionally works in
conjunction with the system illustrated in FIGS. 54 and 554.
The process 600 is divided into two sub processes: a real time
process 602 and a non-real time process 603. Real time pro-
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cess 602 connects to a data source such as by way of example
the data input 505 (see, FIG. 5b). Process 602 begins by
transmitting data (e.g., a record, frame or packet) from a data
source such as data input 505 (FIG. 54) to one of a plurality of
data transmission element processes associated with corre-
sponding bi-directional transmission elements 510, , through
510, (FIG. 5b).

Again referring to FIG. 6, the data record, frame or packet
progresses in a primary direction 6074, and in the reverse or
redundant direction 6075 through each bi-directional trans-
mission elements 510, , through 510,,,, and is collected by two
independent buffers 610a and 6105 that may exist in each of
bi-directional transmission elements 510,, through 510,,,,.
The data stored in bufter 6104 is transferred (via flow 612a) to
aprocess 611 to assess the integrity of the data (see, FIG. 3 for
an exemplary process). The data stored in buffer 6106 is
transferred (via flow 6124) to a data storage device 616 for
storing the collected data while awaiting a signal to transfer
the data in the event data is determined to be missing during
the process 602. In one embodiment storage device 616 for-
wards the data to process 614 while the integrity of the data is
assess in testing process 618. The data residing in bufter 610a
is assessed (block 611) by testing process 618 to determine
among other things if there is missing data and/or erroneous
data. As indicated, this testing may be in addition to element
510, , through element 510, error correction functions as
outlined in connection with the processes disclosed in FIG. 3
and FIG. 4. If data is determined to be missing 613, then the
process 602 accesses (module 621) the data stored in data
buffer 616, which is data having a higher integrity.

If missing data had been detected during one or more of
process 602 data transfer, an error registers through a process
(not shown) in module 614 and is communicated (via flow
617) to a non-real time process 603 that includes a means for
the collection and processing of error information module
619. A count of the number of errors is computed in the means
for the collection and processing of error information (mod-
ule 619) and communicated (via flow 622) to a compare
process 625 to determine whether the number of errors have
exceeded a threshold value. If the number of errors does not
exceed the threshold then the process block 603 continues via
flow path 627 to collect failure statistics at module 619. If the
threshold is exceeded, then a signal 630 via flow path 626
indicates to data input source start 605 to restart the real time
process 602. Alternatively, the restart process may reset the
process block 602 entirely or have the network 500 (FIG. 5),
transmit the most recent record, frame or packet of data
through the network 500.

In another embodiment of the invention a network 700 as
shown in FIG. 7 comprises one or more parallel communica-
tion channels 704, through 704,, bi-directional transmission
elements 710, ,,,, such as 710, , that work in parallel with other
channels 704, through 704,, having bidirectional transmis-
sion elements such as 710, to obtain a higher aggregate data
rate. Input from the antenna is not shown on each element to
simplify the diagram, but the antenna input is received by
each element 710, as fully described in connection with
FIG. 2b. As previously described in connection with FIGS. 5,
6 each transmitting element such as 710, transmits data to
the next element in the same channel 704, such as to trans-
mission element 710, ,, and also receives data from 710 ,. In
respect of data formats, materials and processes of transmis-
sion, the network 701 operates similarly to that described for
network 500, including communicating over transmission
media 715, 718, 721. Also as in FIG. 56 upon detection of
missing data 719, the correction schema attempts to supply
the original data via a redundant system. In network 700 the
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data received via data antenna data input 705, such as a radar
antenna that is communicated through the network 700, is
received in real time by processors 720 and 725. Additionally
processors 720 and 725 exchange the exact data among one
another over transmission medium 727 and transmission
medium 730. Essentially, the transmission media 727, 730
serve as links between the two independent processing func-
tions 720 and 725, respectively, within the network 700.

Again referring to FIG. 7, the final elements 710, in the
serial chain transmit the data, record, frame or packet to
processor 720 for a specific radar application. In addition to
the data, record, frame or packet sent to processor 720, the
data from antenna data input 705 is also transmitted from the
initial elements in the form of data, records, frames or packets
to redundant processor 725 for a specific radar application. In
the event there is a malfunction in the transmission channel
such as a disconnection resulting in missing data 719 for any
reason, the data in processor 725 is utilized by processor 720,
restoring the integrity of the antenna data input from 705.

In yet another embodiment of the invention a network 800
as shown in FIG. 8 comprises one or more communication
channels 804 that receive input from antenna data 805. Chan-
nels 804, through 804, are each comprised of bi-directional
transmission elements 810,,,, such as 810,, (for channel
804,) that work in parallel with other channels 804, through
804, having bi-directional transmission elements to obtain a
higher aggregate data rate. Input from the antenna is not
shown on each element to simplify the diagram, but the
antenna input is received by each element 810,,,, as described
in connection with FIG. 25. As previously described in con-
nection with FIGS. 5 and 7, each transmitting element such as
810, , transmits data to the next element in the same channel
804, such as to transmission element 810, ,, and also receives
data from element 810, . In respect of data formats, materials
and processes of transmission, the network 800 operates simi-
larly to that described for networks 500 and 700 shown in
FIGS. 5 and 7, including communicating over transmission
media 815, 818, 821. Also as in FIGS. 554 and 6, upon detec-
tion of missing data, the correction schema attempts to supply
the original data via a redundant system. As described in
connection with network 700 of FIG. 7, network 800 data is
communicated in real time between processors 820 and 825
over transmission media 827, 830 that serve as links between
the two independent processing functions 820 and 825,
respectively within the physical network 800.

Again referring to FIG. 8, the final elements 810,,, in the
serial chain transmit the data, record, frame or packet to
processor 820 for a specific radar application. In addition to
the data, record, frame or packet sent to processor 820, the
data from antenna data input 805 is also transmitted from the
initial elements 810, ,, in the form of the data, records, frames
or packets for to the redundant processor 825 for a specific
radar application. In the event there is a malfunction in the
processor 820 for any reason, the data in processor 825 is
utilized, restoring the integrity of the antenna data input 805
for the radar, application.

FIG. 9 is an illustration of a process flow 900 according to
an embodiment of the present invention that optionally works
in conjunction with the systems described in FIGS. 5, 7 and 8.
The process 900 is divided into two sub processes, a real time
process 902 and a non-real time process 903. Real time pro-
cess 902 connects to a data source such the data input 505
(see, FIG. 5b). Process 902 begins by transmitting data (e.g.,
a record, frame or packet) from a data source such as data
input 505 (FIG. 56) to one of a plurality of data transmission
element processes associated with corresponding bi-direc-
tional transmission elements 510, , through 510, ,,, (FIG. 55).
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The data record, frame or packet progresses via flow paths
907a, 9075 through each bidirectional transmission elements
510, , through 510,,,, and is also collected by two independent
buffers 910a and 9105. The data from each buffer 910a, 91054
is separately input to process 912a, 9125 respectively, to
assess the integrity of the data. Processes 912a and 9125
operate substantially in accordance with that described and
shown in FIG. 3. The processes 912a and 9125 each test in
modules 9184, 9185 whether the data is error free. Typically
the processes 918a, 9185 perform a CRC check to determine
if the data’s integrity is in tact, i.e., that no errors are detected.
Note that in FIG. 54, each directional transmission element
510,,,, such as 510, , may under the schema presented in FIG.
9viaprocess 912a, 9125, perform an error correction and data
integrity determination process (e.g. a CRC check) for each
segment of arecord, frame or packet being transmitted 505 by
transmission elements 510,,,,. If the data, record, frame or
packet contains no error as determined by data integrity deter-
mination processes 918a, 9185, then the data conveyed via
flow paths 913a, 9135 is stored directly into corresponding
buffers 9114, 9115 for further transmission to the next trans-
mission element. [fthe data, record, frame or packet contains
an error (transmitted by flow paths 904a, 9045), determined
by data integrity determination processes 918a, 9185, then
the data is and corrected 906a, 9065. The corrected data is
stored in buffers 911a, 9115 for transmission to the next
element 510,,,,, in succession. The final element 510,,,, trans-
mits the data, record, frame or packet to a processor such as
processor 520 (FIG. 2b).

The data stored in the final element 510, ,, transmits the
data, record, frame or packet to a processor such as processor
520 (FIG. 2b) where it is tested via module 920 to determine,
among other things, if there is missing data and/or erroneous
data. The missing data testing is performed in addition to
elements 510,, through 510,,,, error correction functions as
outlined in connection with the processes 912a, 9125. If data
is determined to be missing, then the process 902 accesses
through flow paths 913 the data stored in data buffer 916,
which is data having increased integrity.

If a missing data had been detected during one or more of
process 902 data transfer, an error registers through a process
(not shown) in process 914 and is communicated via flow path
917 to a non-real time process 903 that includes a means for
the collection and processing of error information module
919. A count of the number of errors is computed and com-
municated via flow path 922 to a compare process 925 to
determine whether the number of errors have exceed a thresh-
old value. If the number of errors have not exceed the thresh-
old, then the process 903 continues via flow path 927 to
collect failure statistics (module 919). If the threshold is
exceeded, then a signal 931 is sent via flow path 930 indicat-
ing to data start module 905 to restart the process 902. Alter-
natively, the restart process may reset the process module 902
entirely or have the system FIG. 5 transmit the most recent
record, frame or packet of data through the physical network
500.

With reference to FIG. 2a through FIG. 9 it is understood
that the processors and associated processing used to effect
the recovery of missing data and correction of erroneous data
in networks can be implemented in hardware, software, firm-
ware, or combinations thereof. It is also to be appreciated that,
where the functionality selection is implemented in either
software, firmware, or both, the processing instructions can
be stored and transported on any computer-readable medium
for use by or in connection with an instruction execution
system, apparatus, or device, such as a computer-based sys-
tem, processor-containing system, or other system that can
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fetch the instructions from the instruction execution system,
apparatus, or device and execute the instructions. Generally
the software processes may exist in a variety of forms having
elements that are more or less active or passive. For example,
they may exist as software program(s) comprised of program
instructions in source code or object code, executable code or
other formats. Any of the above may be embodied on a com-
puter readable medium, which include storage devices and
signals, in compressed or uncompressed form. Exemplary
computer readable storage devices include conventional
computer system RAM (random access memory), ROM
(read only memory), EPROM (erasable, programmable
ROM), EEPROM (electrically erasable, programmable
ROM), flash memory, and magnetic or optical disks or tapes.
Exemplary computer readable signals are signals that a com-
puter system hosting or running the computer program may
be configured to access, including signals downloaded
through the Internet or other networks. Examples of the fore-
going include distribution of the program(s) on a CD ROM or
via Internet download.
While the present invention has been described with refer-
ence to the illustrative embodiments, this description is not
intended to be construed in a limiting sense. Various modifi-
cations of the illustrative embodiments, as well as other
embodiments of the invention, will be apparent to those
skilled in the art on reference to this description. It is therefore
contemplated that the appended claims will cover any such
modifications or embodiments as fall within the true scope of
the invention.
What is claimed is:
1. A real time radar data transmission system comprising:
a plurality of parallel communication channels, each chan-
nel having a plurality of serially associated directional
transmission elements and having one or more inputs for
receiving forward error correctable data and one or more
outputs for transmitting forward error correctable data;

wherein at least one of the plurality of the directional
transmission elements receives the forward error cor-
rectable data and corrects the data in error; and transmits
the forward error correctable data to a serially associated
directional transmission element; and wherein the data
from the last of the plurality of serially associated direc-
tional transmission elements provides input to a hard-
ware processor configured to execute instructions to uti-
lize the forward error correctable data in a radar
application; and wherein when an error in the data is
detected a first process compares to a threshold the total
number of error corrections made or attempted during a
transmission of arbitrary length, and if the number of
representing error corrections exceeds the threshold said
first process generates a signal for resynchronizing
transmission of data in real time.

2. The system of claim 1, wherein the data includes data
encoded with a set of check characters in accordance with the
forward error correctable data, wherein the forward error
correctable data is a member of a class of cyclical block
codes.

3. The system of claim 1, wherein the data includes data
encoded with a set of check bits in accordance with the
forward error correctable data, wherein the forward error
correctable data is a member of one of the group of: parity
codes, cyclic redundancy checks, single error correcting
(SEC), double error detecting (DED), convolutional codes
and block codes.

4. The system of claim 1, wherein serially associated direc-
tional transmission elements each having one or more inputs
for receiving forward error correctable data accumulate the
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data from the one or more inputs and output accumulated
forward error correctable data.

5. The system of claim 1, wherein the directional transmis-
sion elements are bi-directional transmission elements.

6. The system of claim 3, wherein the block codes includes
one of Hamming codes, Reed-Solomon codes, Reed-Muller
codes, Binary Golay codes and Bose-Chaudauri-Hocqueng-
hem Codes.

7. The system of claim 5, wherein the bi-directional trans-
mission elements are configured for recovery of missing data.

8. A radar data transmission process comprising:

transmitting forward error correctable data to a plurality of

parallel communication channels, each channel having a
plurality of serially associated directional transmission
elements having one or more inputs for receiving for-
ward error correctable data;

receiving the forward error correctable data;

correcting the data in error;

transmitting the forward error correctable data to a serially

associated directional transmission element;
processing the data from the last of the plurality of serially
associated directional transmission elements;
comparing in non-real time a number of error corrections
made to the data to a threshold; and
if the number of corrections exceed the threshold then
resynchronizing the transmitting of forward error cor-
rection data in real time.

9. The process of claim 8, wherein the directional trans-
mission elements provide uni-directional data flow.

10. The process of claim 9, wherein the data is forward
correctible data in each directional transmission element.

11. The process of claim 8, wherein the directional trans-
mission elements provide bi-directional data flow.
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12. The process of claim 11, wherein the data is forward
correctible data in each directional transmission element and
provides for recovery of missing data.

13. The process of claim 12, wherein responsive to detec-
tion of missing data, a correction schema is invoked to pro-
vide replacement data.

14. The process of claim 11, wherein the data is transmitted
to a first processor and to a second processor, each processor
configured to pass the forward error correctable data to the
other processor.

15. The process of claim 14, further including passing the
forward error correctable data in the first processor through a
switch to the second processor to restore the integrity of the
data when a malfunction occurs in one or more transmission
channels.

16. The process of claim 13, wherein responsive to detec-
tion of missing data, the correction schema provides the
replacement data as the original data through a redundant
processor.

17. The process of claim 11, wherein data is communicated
in real time over transmission media that link at least two
independent processing functions.

18. The process of claim 11, wherein data is communicated
in real time over transmission media for a specific radar
application.

19. The process of claim 11, wherein data is communicated
in real time over transmission media to one or more redundant
processors for a specific radar application.

20. The process of claim 11, where each bi-directional
transmission element collects two related data streams.

21. The process of claim 11, wherein each bi-directional
transmission element collects two related data streams and
accumulates the data from the data streams before outputting
forward error correctable data.

#* #* #* #* #*



