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1
VEHICLE CONTROL STATION WITH
BACK-UP VSM FOR REMOTELY
CONTROLLING AN UNMANNED VEHICLE,
AND METHOD

TECHNICAL FIELD OF THE DISCLOSURE

This disclosure relates to unmanned vehicle systems. More
particularly, this disclosure relates to a vehicle control station
having a backup vehicle specific module (VSM) for remotely
controlling an unmanned vehicle, and a method of operating
the same.

BACKGROUND OF THE DISCLOSURE

Unmanned vehicles generally refer to a type of vehicle that
operates without an onboard pilot or driver. Various types of
unmanned vehicles have been designed for various purposes
and may include, for example, aircraft that travel through air,
land-based vehicles that travel over the surface of the ground,
and boats that travel over the surface of the water. These
unmanned vehicles may be used to accomplish tasks that may
generally be too dangerous or impractical for direct human
involvement. For example, unmanned vehicles may be used
in military missions for reconnaissance of enemy forces over
enemy lines to avoid deployment of military personnel in
harm’s way. Unmanned vehicles may also be used in harsh
environments, such as chemically contaminated areas, at high
altitudes or in other hazardous environments that may be
generally unsuitable for human habitation. Control of
unmanned vehicles is typically provided by a vehicle control
system that communicates with one or more unmanned
vehicles using a wireless radio frequency (RF) communica-
tion link. The RF communication link allows these vehicle
control systems to maintain operable communication with the
unmanned vehicles and thereby maintain positive route con-
trol or flight control throughout the course of the missions.

In the past, control of many unmanned vehicles involved
sending command and control messages from the vehicle
control system to the unmanned vehicle in a proprietary pro-
tocol that, in turn, were communicated directly to a route or
flight control system. The proprietary protocol is typically
specific to the individual unmanned vehicle or a payload
disposed onboard the unmanned vehicle and provided by the
manufacturer of such. This presented a problem in the indus-
try by creating interoperability issues between the various
vehicle control stations and various unmanned vehicles avail-
able in the industry.

The solution to minimize inoperability was to design the
unmanned vehicles to be able to receive command and con-
trol messages in a common format or standardized protocol
so that the various available vehicle control stations would be
interoperable with the unmanned vehicles. In the course of
addressing this need, many unmanned vehicles are now
designed today with a vehicle processing system placed on-
board the unmanned vehicle that is coupled to, or includes
within it, a vehicle computing unit for converting the com-
mand and control messages from the common standardized
protocol into the proprietary protocol suitable for communi-
cation to a route control or flight control system on the
unmanned vehicle. In this manner, various vehicle control
stations that implement the standardized protocol for con-
structing messages could be used for communicating with the
various unmanned vehicles no matter what proprietary pro-
tocols are required internally onboard the unmanned vehicles.
However, in placing the vehicle computing unit on-board the
unmanned vehicle, there now arises the potential for a failure
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of either of the vehicle processing system or the vehicle
computing unit to result in a complete loss of control of the
unmanned vehicle. Hence, there is a strong heartfelt need for
alleviating this potential loss of control of the unmanned
vehicle now presented in many of today’s current unmanned
vehicle designs that make use of an on-board vehicle com-
puting unit.

SUMMARY OF THE DISCLOSURE

According to one embodiment of the present disclosure, a
control station is operable to communicate via a data link to
sending RF signals carrying command and control messages.
The command and control messages are received by a data
link located on-board the unmanned vehicle (hereinafter first
data link) and processed by the unmanned vehicle’s on-board
vehicle computing unit (hereinafter first vehicle computing
unit). Further, according to one embodiment of the present
disclosure, the control station includes a control system, a
data link computing unit, a second data link and a second
vehicle computing unit. The control system is in communi-
cation with both the data link computing unit and the second
vehicle computing unit and is operable to receive input for
controlling the unmanned vehicle, formulating command and
control messages using a proprietary or standard protocol and
then sending out the command and control messages to ulti-
mately be acted upon by the unmanned vehicle. Within the
control station, the data link computing unit acts upon the data
link messages received from the control system then sends
configuration instructions to the second data link to set up its
operational configuration (e.g., transmit/receive frequencies,
antenna positioning, etc.). The second vehicle computing unit
within the control station serves as a backup system for con-
trolling the unmanned vehicle’s route (or flight, in the case of
an aerial unmanned vehicle) when the unmanned vehicle’s
processing system becomes inoperable or has a negative
health.

The control station’s second vehicle computing unit pro-
vides its backup capability by being able to convert the
vehicle command and control messages received from the
control system into the requisite unmanned vehicle’s propri-
etary messaging protocol and transmitting them to the vehi-
cle’s route control system. That is, the vehicle messages
would now not first be required to be processed by the first
vehicle computing unit and vehicle processing system on-
board the unmanned vehicle, which is now inoperable for
purposes of its intended tasks as indicated by its negative
health status, before being sent to the route control system.
The second vehicle computing unit in the control station is
also operable to receive the vehicle messages from the control
system in the standardized protocol and simply pass them
through to the second data link for transmission out to the
unmanned vehicle when the unmanned vehicle’s processing
system is operating properly (e.g., a positive health).

Accordingly, some embodiments of the disclosure may
provide numerous technical advantages. Some embodiments
may benefit from some, none or all of these advantages. For
example, a technical advantage of one embodiment of the
disclosure may be improved continual control over the
unmanned vehicle during a failure of the vehicle processing
system or a failure of'the first vehicle computing unit located
on-board the unmanned vehicle. Many unmanned vehicles
are configured with the first vehicle computing unit being the
single means to provide instructions to the route control sys-
tem via the vehicle processing system, wherein a single fail-
ure of either of such could result in loss of control of the
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unmanned vehicle. The control station of the present inven-
tion alleviates this potential loss of control.

Although specific advantages have been disclosed herein-
above, it will be understood that various embodiments may
include all, some, or none of the disclosed advantages. Addi-
tionally, other technical advantages not specifically cited may
become apparent to one of ordinary skill in the art following
review of the ensuing drawings and their associated detailed
description. The foregoing has outlined rather broadly some
of'the more pertinent and important advantages of the present
disclosure in order that the detailed description of the disclo-
sure that follows may be better understood so that the present
contribution to the art can be more fully appreciated. It should
be appreciated by those skilled in the art that the conception
and the specific embodiment disclosed may be readily uti-
lized as a basis for modifying or designing other structures for
carrying out the same purposes of the present disclosure. It
should also be realized by those skilled in the art that such
equivalent constructions do not depart from the spirit and
scope of the present disclosure as set forth in the appended
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a fuller understanding of the nature and possible advan-
tages of embodiments of the disclosure, reference should be
had to the detailed description taken in conjunction with the
accompanying drawings in which:

FIG. 1 is a diagram of an unmanned vehicle system within
which one embodiment of a control station with back-up
VSM may be implemented in accordance with the teachings
of the present disclosure;

FIG. 2 is a detailed block diagram illustrating the elements
and the operational flow within the control station and
unmanned vehicle of FIG. 1 in accordance with the teachings
of the present disclosure;

FIG. 3 is a detailed block diagram illustrating the elements
and the operational flow within the control station and
unmanned vehicle of FIG. 1 when operating in back-up mode
whereby certain elements in the unmanned vehicle are
bypassed, such bypassed elements being shown in ghost form
for clarity, in accordance with the teachings of the present
disclosure;

FIG. 4, consisting of FIGS. 4A-4B, are flowcharts showing
one embodiment of a series of actions that may be performed
by the second vehicle computing unit within the control sta-
tion of FIG. 1;

FIG. 51s a flowchart showing a series of actions that may be
performed by the first vehicle computing unit in an unmanned
vehicle being remotely controlled by one embodiment of the
control station of FIG. 1 in accordance with the teachings of
the present disclosure;

FIG. 6 is a flowchart showing a series of actions that may be
performed by the route control system in an unmanned
vehicle being remotely controlled by one embodiment of the
control station with back-up VSM of FIG. 1.

Similar reference characters refer to similar parts through-
out the several views of the drawings.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

Control of unmanned vehicles may be facilitated by
unmanned vehicle control stations that communicate with
unmanned vehicles using a wireless communication link. To
promote standardization of various types of unmanned
vehicles, a number of unmanned vehicle messaging protocols
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have been established. The Joint Architecture for Unmanned
Systems (JAUS) was one of the first messaging protocols to
be implemented for use with unmanned vehicles by the
United States Department of Defense. The JAUS specifica-
tion operates in a manner to provide a generally hierarchical
system of subsystems, nodes, and components that define
various aspects of an unmanned vehicle network. Another
messaging protocol that has gained wide spread use in recent
years is known as the STANdardization AGreement
(STANAG) 4586 format protocol implemented for use with
unmanned vehicles. The STANdardization AGreement 4586
specification, which defines its associated messaging proto-
col, has been written by member nations of the North Atlantic
Treaty Organization (NATO) for the purpose of encouraging
interoperability of unmanned vehicles among each member
nation. Thus, unmanned vehicles having a STANdardization
AGreement 4586 compliant interface may be coordinated
with those of other member nations using a common control
system. These two differing standardized messaging proto-
cols have been and are being used for the communication of
unmanned vehicle control stations with various types of
unmanned vehicles. However, these two standardized mes-
saging protocols are very different from one another and are
not interoperable with each other.

In addition to the varying messaging protocols being used
today, there are many types of unmanned vehicles in use
today. It is typical for each unmanned vehicle to have a
processing system on board and a route control system or, in
the case of an aerial vehicle, a flight control system, for
eventually receiving command and control (also referred to as
“C2”) messages directing its operation. Typically the route
control system communicates through messages utilizing a
proprietary protocol that is unique to the individual
unmanned vehicle. As such, a vehicle specific module unique
to the unmanned vehicle is utilized to communicate to the
route control system and provide the command and control
instructions in such unique protocol. The vehicle specific
module is typically designed to be able to receive messages in
one of the above mentioned standardized protocols and then
subsequently convert the messages into the unique protocol
for subsequent communication to the route control system. In
an effort to make the many differing unmanned vehicle con-
trol stations that are available in the industry today interop-
erable with the various unmanned vehicles, the vehicle spe-
cific module has been placed onboard the unmanned vehicle.
Communication from the control station to the unmanned
vehicle is then accomplished through use of messages utiliz-
ing one of the above mentioned standardized protocols.

However, by virtue of having the vehicle specific module
placed onboard the unmanned vehicle and communicating
from the control station to the unmanned vehicle by way of
the STANAG 4586 protocol, there is the potential to lose
control of the unmanned vehicle in the event either of the
vehicle processing system or the vehicle specific module
malfunctions. Hence, in the effort to enhance interoperability
between the unmanned vehicle control stations and the many
varying unmanned vehicles, there has arisen a problem with
maintaining control of the unmanned vehicle in the event of
such a processing system failure or a failure of the vehicle
specific module.

FIG. 1 shows an unmanned vehicle system 10 comprised of
an unmanned vehicle 11 having an electronics system 12 in
communication via a wireless link 13 with one embodiment
of a control station 14 that may provide a solution to this
undesired problem as well as other problems. FIG. 1 illus-
trates unmanned vehicle 11 as an aerial vehicle in the form of
an airplane. However, it should be understood that unmanned
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vehicle 11 may be in the form of any number of various
unmanned vehicles, for example, aircraft that travel through
air, land-based vehicles that travel over the surface of the
ground, and boats that travel over or under the surface of the
water. FIG. 1 also illustrates the use of a satellite 16 that may
be utilized to facilitate completing the wireless link 13. The
wireless link 13 is preferably in the form of a radio frequency
(RF) link commonly used in the industry and typically suit-
able for use in transmitting and receiving electronic mes-
sages. The electronics system 12 onboard the unmanned
vehicle 11 further includes a vehicle processing system 18
(see FIG. 2) for facilitating processing command and control
messages received from the control station 14. Vehicle pro-
cessing system 18 may be any suitable type of computing
system implemented with a processor executing computer
instructions stored in a memory.

In one embodiment, control station 14 generally includes a
station processing system 20 having an interface 22 coupled
thereto facilitating the input and receipt of command and
control instructions to and from the unmanned vehicle 11.
Interface 22 may be in the form of one or more user input
devices for controlling the unmanned vehicle 11 and/or sub-
mitting requests for information from the unmanned vehicle
11. Interface 22 may be any suitable input device for entry of
information to the station processing system 20, such as a
keyboard, a pointing device, a mouse, and/or one or more
joysticks. Station processing system 20 may be any suitable
type of computing system implemented with a processor
executing computer instructions stored in a memory. In one
embodiment, coupled to station processing system 20 is a
control system 24, a data link computing unit 26, a second
vehicle computing unit 28 and a second data link 30.

In this particular embodiment, control system 24 is in the
form of a core unmanned aerial vehicle control system
(CUCS) operating to communicate with the second vehicle
computing unit 28 and the data link computing unit 26 using
the STANAG 4586 messaging protocol. The data link com-
puting unit 26 is preferably in the form of a data link specific
module (also known as a Data Link VSM) uniquely adapted
to receive data link command and control messages in the
STANAG 4586 protocol from the control system 24 and then
convert and communicate such messages in a data link pro-
prietary protocol to the second data link 30 to configure its
operation with respect to, for example, operating frequency,
antenna positioning and other aspects that are typically nec-
essary for standard messaging setup for data links in general.
The second vehicle computing unit 28 is preferably in the
form of a vehicle specific module (VSM) that is uniquely
adapted to receive vehicle command and control messages in
the STANAG 4586 protocol from the control system 24 and
either pass such messages through to the second data link 30
or to convert such messages into the vehicle proprietary mes-
saging protocol for subsequent communication to the
unmanned vehicle 11.

In one embodiment, the data link computing unit 26 and the
second vehicle computing unit 28 are preferably comprised
of individual software programs residing in the memory of
the station processing system 20. Alternatively, they may be
stand-alone systems, each of which having its own processing
system and being in communication with the control system
24. The second data link 30 in the particular embodiment of
the present disclosure is generally comprised of an antenna
and various transmit/receive electronics that are commonly
available in the industry and suitable for unmanned vehicle
applications. Further, in another embodiment, the data link
computing unit 26 may be combined and integral with the
second data link 30 as a single unit having its own processing
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capability and configured to receive data link command and
control messages in the STANAG 4586 protocol directly
from the control system 24. The interoperability of the com-
ponents of the control station 14 with the components of the
unmanned vehicle 11 may be more fully understood by now
referring to FIG. 2.

In FIG. 2, a detailed block diagram is provided illustrating
the elements and the operational flow of communication
among the elements within the control station 14 and the
unmanned vehicle 11 of FIG. 1 in accordance with the teach-
ings of the present disclosure. The electronic system 12 of the
unmanned vehicle 11 can also be seen in greater detail show-
ing its individual components. At a high level, the electronic
system 12, according to the teachings of the present disclo-
sure, is comprised of a first data link 32 having a network port
32a and a serial port 324, a first vehicle computing unit 34
contained within the vehicle processing system 18, a payload
36, and a route control system 38 having a network port 38a
and a serial port 384, all functionally coupled to a communi-
cation network 40 via standard network connections. In one
embodiment, the communication network 40 may be imple-
mented in the form of an Ethernet router. In other embodi-
ments, the communication network 40 may be implemented
in the form of various other network switches commonly used
and/or generally known in the communications industry for
achieving interconnectivity among multiple devices.

The first data link 32 and the route control system 38 are
particularly coupled to the communication network 40 via
their respective network ports 32¢ and 38a. The standard
network connections may be in the form of Ethernet, network
TCP/IP running on top of Ethernet or any other suitable form
of networking connection commonly used and/or generally
available in the industry. More particularly, the first data link
32 is coupled via its network port 32a to the communication
network 40 via DLI connection 424 through which Data Link
Interface (DLI) protocol messaging traffic is facilitated. The
first data link 32 is generally comprised of an antenna and
various transmit/receive electronics that are commonly avail-
able in the industry and suitable for unmanned vehicle appli-
cations.

In a similar fashion, the first vehicle computing unit 34 is
coupled to the communication network 40 via DLI connec-
tion 4246 through which DLI protocol messaging traffic is
facilitated. The first vehicle computing unit 34 is operable to
receive command and control messages sent from the control
station 14 in the STANAG 4586 messaging protocol, convert
such messages into the specific proprietary protocols of the
payload 36, first data link 32 and route control system 38, and
transmit such thereto for further processing. The control sys-
tem 24 in the control station 14 is coupled to the data link
computing unit 26 and the second vehicle computing unit 28
via respective DLI connections 42¢ and 424 through which
DLI protocol messaging traffic is facilitated. Further, data
link computing unit 26 is coupled to the second data link 30
and second vehicle computing unit 28 is coupled to the sec-
ond data link 30 via respective DLI connections 42¢ and 42f
through each of which DLI protocol messaging traffic is
facilitated.

In one embodiment, the first vehicle computing unit 34
may further be comprised of a vehicle specific module man-
ager (VSM manager) 34aq that is further coupled to a data link
vehicle specific module (data link VSM) 344, a payload
vehicle specific module (payload VSM) 34¢ and a vehicle
VSM 34d via respective DLI connections 42g, 42/ and 42i
through which DLI protocol messaging traffic is facilitated.
The outputs of the data link VSM 344, payload VSM 34c¢ and
vehicle VSM 344 are all coupled via standard network con-
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nections, 44a, 445 and 44c respectively, to the communica-
tion network 40. Payload 36 is coupled to the communication
network 40 via standard network connection 44d. The stan-
dard network connections may be in the form of Ethernet,
network TCP/IP running on top of Ethernet or any other
suitable form of networking connection commonly used and/
or generally available in the industry. The DLI connections
4240-42i are communication paths typically carrying mes-
sages formed pursuant to the STANAG 4586 protocol guide-
lines which are vehicle and payload protocol independent.
However, such communication paths are also capable of han-
dling message traffic using other various protocols. DLI con-
nections 42a, 42b and 42g-42i are the primary communica-
tion paths in the electronics system 12 within the unmanned
vehicle 11 carrying the various STANAG 4586 command and
control messages from the first data link 32 to the communi-
cation network 40 and then to the vehicle processing system
18 and first vehicle computing unit 34. From the vehicle
computing unit 34, the messages are ultimately disbursed to
the data link, payload and vehicle VSMs, 345, 34¢ and 344
respectively, for translation into the specific message proto-
cols required for successful communication to respective first
data link 32, payload 36 and route control system 38.

In one embodiment, the first vehicle computing unit 34 and
its VSM manager 34a, data link VSM 3454, payload VSM 34c¢
and vehicle VSM 34d may all be in the form of individual
software programs residing in the memory of the vehicle
processing system 18. Alternatively, other embodiments may
implement all or some of the VSMs 34a, 345, 34¢ and 34d as
stand-alone systems, each of which having a processor
capable of executing computer instructions stored in a
memory and being coupled to the vehicle processing system
18. The route control system 38 is preferably in the form of a
stand-alone system having a processor capable of executing
computer instructions stored in a memory. For example, the
route control system 38 may be in the form of various stan-
dard hardware and software commonly used and/or generally
known in the industry to provide standard autopilot function-
ality utilizing GPS and inertial data. Alternatively, other
embodiments may implement the route control system 38 as
an individual software program residing in the memory of the
vehicle processing system 18 and adapted for performing
standard autopilot functionality. Further, in accordance with
the teachings of the present disclosure, the route control sys-
tem 38 is, in addition to being coupled to the communication
network 40 via a standard network connection 45, also
coupled to the serial port 3256 of the first data link 32 via serial
connection 46.

In accordance with teachings of the present disclosure, the
route control system 38 is operable to receive command and
control messages presented in its proprietary messaging pro-
tocol through either of its network connection 45 or serial
connection 46. In normal operating mode the route control
system 38 receives its command and control messages via its
network connection 45. However, when the vehicle process-
ing system 18 is not operating properly or otherwise may have
a negative health, as may be reported or indicated by way of
a heartbeat message monitored by the control station 14, the
route control system 38 looks to receive its command and
control messages through its serial connection 46. The
vehicle processing system 18 and the first vehicle computing
unit 34 are operable to transmit a heartbeat message at peri-
odic intervals in conjunction with the regular receipt and
transmission of command and control messages during nor-
mal operation. In one embodiment, the heartbeat message is
ultimately transmitted back via the communication network
40 and respective first and second data links 32 and 30 to the
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second vehicle computing unit 28 and control system 24 in
the control station 14. When the heartbeat message is not
received on time or otherwise indicates a negative health, the
control station 14 switches to a back-up mode of operation
thereby communicating with the route control system 38 in
the unmanned vehicle 11 using a second protocol for the
command and control messages and whereby the vehicle
processing system 18 is not used.

The heartbeat message in accordance with the present dis-
closure is comprised preferably of a rather simplified mes-
sage having no data fields as defined in the STANAG 4586
standards specification which calls simply for a presence
vector and a time stamp. The heartbeat’s periodic rate is
preferably once per second. More specifically, one embodi-
ment may utilize a heartbeat message according to the speci-
fications set out in STANAG 4586 Edition 3 at 4.13.5 cover-
ing Message #16002: Heartbeat Message. However, it is to be
understood that other various forms of heartbeat messaging
may be utilized to accomplish health monitoring tasks and
indicate a negative or positive health. In another embodiment,
communicating directly with the route control system 38 in
the unmanned vehicle 11 may also be accomplished by way
of'the control system 24 simply receiving instructions from a
user, or from a daemon being executed in the station process-
ing system 20, directing the use of the second protocol even if
the vehicle processing system 18 and heartbeat message are
operating properly. The communication path and operation of
the control station 14 and the unmanned vehicle 11 when
implementing the use of the second protocol messaging may
be more fully understood by referring now to FIG. 3.

InFIG. 3, adetailed block diagram is shown illustrating the
elements and the operational flow within the control station
14 and unmanned vehicle 11 of FIG. 1 when operating uti-
lizing a second protocol and having certain elements
bypassed during such operation in accordance with the teach-
ings of the present disclosure. For clarity, such bypassed
elements are shown in ghost form in FIG. 3. In one embodi-
ment, when the heartbeat message is not received on time or
when it indicates a negative health, the second vehicle com-
puting unit 28 switches its mode of operation so as to no
longer simply pass the STANAG 4586 protocol command
and control messages received from the control system 24
through to the second data link 30. The second vehicle com-
puting unit 28 now operates to convert the STANAG 4586
command and control messages received via DLI connection
42d from the control system 24 into the proprietary protocol
required by the route control system 38 and to transmit such
directly to the route control system 38 via serial port 325 of
the first data link 32 and serial connection 46. In this manner,
the vehicle processing system 18 in the unmanned vehicle 11
is completely bypassed, yet communication with the route
control system 38 has not been lost.

In the meantime, while communication with the route con-
trol system 38 continues in this manner using the second
protocol, the vehicle processing system 18 may be subjected
to a battery of tests to troubleshoot the failure or initialize a
reboot or otherwise undertake to investigate the condition of
the vehicle processing system 18. To more fully understand
and appreciate the series of actions that may be performed by
the second vehicle computing unit 28, the first vehicle com-
puting unit 34 and the route control system 38 during their
operation to accomplish the teachings of the present disclo-
sure, reference should made to FIGS. 4,5 and 6. For clarity,
their operation will be discussed one at a time. However, in
one embodiment, it is to be understood that the series of
actions undertaken by each are occurring contemporaneously
in accordance with the teachings of the present disclosure.
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In referring now to FIG. 4, consisting of FIGS. 4A and 4B,
flowcharts can be seen showing one embodiment of a series of
actions that may be performed by the second vehicle comput-
ing unit 28 within the control station 14 of FIG. 1. The process
of'the second vehicle computing unit 28 is initiated in act 100.
The process may be initiated by applying power to and per-
forming any suitable bootstrapping operations to control sta-
tion 14, station processing system 20 and second vehicle
computing unit 28. In act 102, the second vehicle computing
unit 28 may configure the second data link 30 and the first data
link 32 for use in transmitting and receiving data link and
vehicle messages to and from the unmanned vehicle 11. The
data links 30 and 32 may be configured by initiating commu-
nication with second data link 30 and first data link 32 and
receiving an appropriate protocol handshake as specifically
defined by data links 30 and 32 respectively. In other embodi-
ments, multiple data links may be configured such as, for
example, any additional backup or secondary data links that
may be available in the control station 14 or unmanned
vehicle 11 may be configured as well and tested for operabil-
ity.

In act 104, second vehicle computing unit 28 sends data
link and vehicle messages using a first protocol. In one
embodiment, the first protocol used may be the STANAG
4586 protocol. In other embodiments, the first protocol used
may be the JAUS protocol or any other protocol deemed
suitable for use in unmanned vehicle applications. In act 106,
it is determined whether the transmission of the data link and
vehicle messages was successful. This may be accomplished,
for example, by way of receipt of a protocol handshake from
the first data link 32 indicating that the messages were
received intact. Other embodiments may make use of any
number of other various techniques commonly used and/or
generally known in the communications industry for confirm-
ing successful acceptance of data. If the determination in act
106 is that the transmission was successful, then the process
moves back to act 104 and operates to continue to send
messages in like manner. However, if the determination in act
106 is that transmission was not successful, then the process
moves to act 108. In act 108, data link connectivity may be
checked. In one embodiment, the connectivity of the second
data link 30 and the first data link 32 may be checked to
determine if either has been lost due to a failure or some other
cause and, in doing so, also allowing for some reasonable
time to pass so that any link obscurations may be taken into
account as well. For example, the second and first data links,
30 and 32 respectively, may be checked by way of a heartbeat
detection or running a typical bit resolve algorithm. In other
embodiments, any number of various other troubleshooting
techniques commonly used and/or generally known in the
communications industry may be equally implemented for
accomplishing the connectivity check.

In act 110, it is determined if the data links are healthy. If
the data links are determined to be unhealthy, then the process
moves to act 112 where the connectivity failure is investi-
gated. In one embodiment, second data link 30 and first data
link 32 are examined pursuant to established troubleshooting
procedures commonly used and/or generally known in the
communications industry for checking/verifying data link
health. However, if it is determined that the data links are
healthy, then the process moves to act 114 as shown in FIG.
4B.

In FIG. 4B, the process continues with the series of acts
performed by the second computing unit 28 in accordance
with the teachings of the present disclosure. In act 114, the
first data link 32 may be configured to route messages via the
serial port 325 to the route control system 38. In one embodi-
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ment, configuring the first data link 32 to route messages via
the serial port 325 may be performed by the second vehicle
computing unit 28 sending data link command and control
messages via the second data link 30 to the first data link 32
instructing it to output vehicle command and control mes-
sages through the serial port 325, as opposed to through the
network port 32a, for communicating directly with the route
control system 38 via serial connection 46. In other embodi-
ments, other varying structures or configurations may be
implemented to achieve the redirecting of vehicle command
and control messages directly to the route control system 38.
For example, additional output ports may be implemented on
the first data link 32 or redundant secondary data links may be
disposed on-board the unmanned vehicle 11 to accomplish
the direct communication with the route control system 38.

In act 116, the second computing unit 28 starts accepting
data link and vehicle command and control messages from
the control system 24. In one embodiment, the second com-
puting unit 28 may start accepting data link and vehicle com-
mand and control messages from the control system 24 sent
using the STANAG 4586 protocol. In other embodiments,
various other messaging protocols may be utilized by the
control system 24 to send vehicle command and control mes-
sages like, for example, the JAUS protocol or any other pro-
tocol deemed suitable for use in unmanned vehicle applica-
tions. In act 118, the data link and vehicle command and
control messages may be converted into a second protocol for
subsequent transmission to the unmanned vehicle 11. In one
embodiment, the converting of such messages into the second
protocol may consist of converting the messages into the
proprietary vehicle specific protocols required for communi-
cation directly with the first data link 32 and route control
system 38. In act 120, the second vehicle computing unit 28
may send data link and vehicle command and control mes-
sages to the unmanned vehicle 11 in the second protocol by
way of the second data link 30 to the first data link 32 in the
vehicle specific protocols required for direct communication
with the first data link 32 and the route control system 38. In
act 122, the health of the vehicle processing system 18 may
then be analyzed. In one embodiment, the health of vehicle
processing system 18 may be analyzed by way of performing
any number of commonly used and/or generally known
troubleshooting algorithms for processing systems such as,
for example, querying a check bit, a heartbeat test, or any
other built-in test procedure for bit resolve.

In act 124, it is determined whether the vehicle processing
system 18 is healthy. The results from act 122 are reviewed
and, if the determination is that the vehicle processing system
18 is not healthy, then the process moves back to act 116 and
continues in like manner. However, if it is determined that the
vehicle processing system 18 is healthy, the process moves to
act 126. In act 126, the first data link 32 may be configured to
route messages via the network port 32a. In one embodiment,
configuring the first data link 32 to route messages via the
network port 32a may be performed by the second vehicle
computing unit 28 sending data link command and control
messages via the second data link 30 to the first data link 32
instructing it to output data link and vehicle command and
control messages through the network port 32a for commu-
nicating via DLI connection 424 to the communication net-
work 40 and to the vehicle processing system 18 for normal
processing. From act 126, the process moves back to act 102
and continues in like manner.

In referring now to FIG. 5, a flowchart can be seen showing
a series of actions that may be performed by the first vehicle
computing unit 34 in an unmanned vehicle 11 being remotely
controlled by one embodiment of the control station 14 of
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FIG. 1 in accordance with the teachings of the present disclo-
sure. The process of the first vehicle computing unit 34 is
initiated in act 200. In particular, the process may be initiated
by applying power to and performing any suitable bootstrap-
ping operations to the vehicle processing system 18 and the
first vehicle computing unit 34 disposed on the unmanned
vehicle 11. In act 202, the first vehicle computing unit 34 may
receive data link command and control messages to configure
the first data link 32. In one embodiment, the first vehicle
computing unit 34 may receive data link command and con-
trol messages in the STANAG 4586 protocol from the first
data link 32 via DLI connection 42a to the communication
network 40 and, via DLI connection 425, to the vehicle pro-
cessing system 18 whereby the messages containing the con-
figuration instructions are processed for transmission to first
data link 32. In act 204, the first vehicle computing unit 34
may send received vehicle command and control messages
and a heartbeat message to the route control system 38 as well
as, at the same time, send the heartbeat message back to the
control station 14. In one embodiment, such is accomplished
by way of the first vehicle computing unit 34 sending a
heartbeat message to the route control system 38 by way of
the vehicle VSM 344 formatting the heartbeat message into
the proprietary protocol suitable for communication to the
route control system 38, and, at the same time, sending a
heartbeat message back to the control station 14 by way of the
vehicle VSM 344 also formatting the heartbeat message into
the STANAG protocol and sending via the communication
network 40 and first data link 32 to the second data link 30 for
subsequent communication to and monitoring by either of the
control system 24 or the second vehicle computing unit 28. In
another embodiment, the heartbeat messages may be moni-
tored by both the control system 24 and the second vehicle
computing unit 28, or by any other suitable devices that may
be deployed for monitoring system heartbeat signals that are
commonly used and/or generally known in the communica-
tions industry.

In act 206, it is determined if transmission of the vehicle
messages to the route control system 38 and heartbeat mes-
sage to the control station 14 was successful. In one embodi-
ment, this may be accomplished, for example, by way of
receipt of a specific protocol handshake from the route control
system 38 and the first data link 32 indicating that the mes-
sages were received intact. Other embodiments may make use
of any number of other various indications commonly used
and/or generally known in the communications industry for
confirming successful acceptance of data. If the determina-
tioninact 206 is that the transmission was successful, then the
process moves back to act 204 and operates to continue to
send vehicle command and control messages and a heartbeat
message in like manner. However, if it is determined that
transmission was not successful, the process moves to act
208. In act 208, the first vehicle computing unit 34 may
analyze the failure cause. In one embodiment, the failure
cause may be analyzed by way of checking the vehicle pro-
cessing system 18 by way of performing any number of
commonly used and/or generally known troubleshooting
algorithms for processing systems such as, for example, que-
rying a check bit, a heartbeat test, or any other built-in test
procedure for bitresolve, as well as checking the first data link
32 by way of, for example, looking for receipt of a specific
protocol handshake, initiating a bit resolve algorithm or per-
forming an examination pursuant to any other established
troubleshooting procedures commonly used and/or generally
known in the communications industry for checking/verify-
ing data link health.
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In act 210, it is determined whether vehicle processing
system 18 is healthy. The results from act 208 are reviewed
and, if the determination is that the vehicle processing system
18 is healthy, then the process moves back to act 204 and
continues in like manner. However, if it is determined that the
vehicle processing system 18 is not healthy, the process
moves to act 212. In act 212, the vehicle computing unit 38
may initiate a reboot of the vehicle processing system 18. In
one embodiment, initiating a reboot of the vehicle processing
system 18 may be accomplished, for example, by the vehicle
computing unit 34 sending instructions to the vehicle pro-
cessing system 18 to perform a soft reboot. After rebooting
the vehicle processing system 18, the process moves back to
act 208 and continues in like manner.

In now referring to FIG. 6, a flowchart can be seen showing
a series of actions that may be performed by the route control
system 38 in an unmanned vehicle 11 being remotely con-
trolled by one embodiment of the control station 14 of FIG. 1.
The process of the route control system 38 is initiated in act
300. The process may be initiated by applying power to and
performing any suitable bootstrapping operations to the route
control system 38 disposed onboard the unmanned vehicle
11. In act 302, the route control system 38 may execute
vehicle command and control messages from the first vehicle
computing unit 34 and check for a heartbeat message. In one
embodiment, such is accomplished by way of the route con-
trol system 38 executing vehicle command and control mes-
sages formatted in its proprietary protocol received via net-
work connection 45 from the vehicle VSM 34d within the
vehicle computing unit 34 as well as checking for a heartbeat
message. In act 304, it is determined whether the heartbeat
message from the first vehicle computing unit 38 is present
and functioning properly. If the heartbeat message is present
and functioning properly, the process moves back to act 302
and continues in like manner. However, if the heartbeat mes-
sage is not present or functioning properly, the process moves
to act 306. In act 306, the route control system 38 may check
for the presence of a heartbeat message formatted in its pro-
prietary protocol and functioning properly via serial connec-
tion 46. In act 308, a determination is made whether a heart-
beat message is present and functioning properly via serial
connection 46. If a heartbeat message formatted in the pro-
prietary protocol of the route control system 38 is not present
via serial connection 46, or is present but not functioning
properly, then the process moves back to act 302 and contin-
ues in like manner. However, if the heartbeat message format-
ted in the proprietary protocol of the route control system 38
is present via serial connection 46 and functioning properly,
then the process moves to act 310. Inact 310, the route control
system 38 may execute the vehicle command and control
messages received via serial connection 46 and sent from the
second vehicle computing unit 28 in the control station 14.
Thereafter, the process moves back to act 302 and continues
in like manner.

The present disclosure includes that contained in the
appended claims, as well as that of the foregoing description.
Although this disclosure has been described in its preferred
form in terms of certain embodiments with a certain degree of
particularity, alterations and permutations of these embodi-
ments will be apparent to those skilled in the art. Accordingly,
it is understood that the above descriptions of exemplary
embodiments does not define or constrain this disclosure, and
that the present disclosure of the preferred form has been
made only by way of example and that numerous changes,
substitutions, and alterations in the details of construction and
the combination and arrangement of parts may be resorted to
without departing from the spirit and scope of the invention.
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What is claimed is:

1. A control station for remotely controlling an unmanned
vehicle, the unmanned vehicle having a first data link, a
vehicle processing system, a first vehicle computing unit and
a route control system in communication with each other, the
control station comprising:

a control system operable to receive input for controlling
the unmanned vehicle and forming corresponding data
link messages and vehicle messages using a first proto-
col for subsequent transmission;

a second vehicle computing unit in communication with
said control system and operable to receive vehicle mes-
sages from said control system in said first protocol and
subsequently transmit such messages using said first
protocol and, when the vehicle processing system has a
negative health, to transmit such messages using a sec-
ond protocol suitable for communication with the route
control system; and

a second data link in communication with said control
system and in communication with said second vehicle
computing unit, said second data link operable to receive
data link messages and vehicle messages from respec-
tive said control system and said second vehicle com-
puting unit and to transmit and receive respective data
link and vehicle messages to and from the first data link.

2. The control station of claim 1, wherein said second
vehicle computing unit is further operable to transmit vehicle
messages using said second protocol when directed to use
said second protocol by said control system.

3. The control station of claim 1, wherein said second
vehicle computing unit is further operable to monitor a heart-
beat message from the unmanned vehicle and detect whether
the vehicle processing system has said negative health.

4. The control station of claim 1, further comprising a data
link computing unit in communication with said control sys-
tem and said second data link and operable to receive data link
messages from said control system and configure said second
data link for communicating with the first data link.

5. The control station of claim 4, wherein said data link
computing unit is in the form of a data link vehicle specific
module (VSM) suitable for communicating with and config-
uring said second data link for transmitting and receiving
messages to and from the first data link.

6. The control station of claim 1, wherein said control
system comprises a Core Unmanned aerial vehicle Control
System (CUCS) that communicates with said second vehicle
computing unit and said second data link using a STANdard-
ization Agreement (STANAG) 4586 messaging protocol.

7. The control station of claim 1, wherein said first protocol
is a STANdardization Agreement (STANAG) 4586 protocol.

8. The control station of claim 1, wherein said first protocol
is a Joint Architecture for Unmanned Systems (JAUS) proto-
col.

9. A control station for remotely controlling an unmanned
vehicle, the unmanned vehicle having a first data link, a
vehicle processing system, a first vehicle computing unit and
a route control system in communication with each other, the
control station comprising:

a control system operable to receive input for controlling
the unmanned vehicle and configured to form corre-
sponding data link messages and vehicle messages hav-
ing a STANdardization AGreement (STANAG) 4586
protocol for subsequent transmission and reception;

a second vehicle computing unit in communication with
said control system operable to receive vehicle messages
from said control system having said STANAG 4586
protocol and transmit such messages to said second data
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link, and to transmit such messages using a second pro-
tocol suitable for communication with the route control
system when directed to use said second protocol by said
control system; and

a second data link in communication with said control

system and in communication with said second vehicle
computing unit, said second data link operable to receive
data link messages and vehicle messages from respec-
tive said control system and said second vehicle com-
puting unit and to transmit and receive respective data
link and vehicle messages to and from the first data link.

10. The control station of claim 9, wherein said second
vehicle computing unit is further operable to transmit vehicle
messages in said second protocol when the vehicle process-
ing system has a negative health.

11. The control station of claim 10, wherein said second
vehicle computing system is further operable to monitor a
heartbeat message received from the first vehicle computing
unitand determine whether the vehicle processing system has
said negative health.

12. The control station of claim 9, further comprising a data
link computing unit in communication with said control sys-
tem and in communication with said second data link, said
data link computing unit operable to receive data link mes-
sages from said control system and configure said second data
link for communicating with the first data link.

13. The control station of claim 9, wherein said control
system is in the form of a Core Unmanned aerial vehicle
Control System (CUCS).

14. A method for controlling an unmanned vehicle using a
control station, the unmanned vehicle having a first data link,
a vehicle processing system, a first vehicle computing unit
and a route control system in communication with each other,
the method comprising:

transmitting and receiving data link messages and vehicle

messages to and from the unmanned vehicle using a first
protocol for controlling the unmanned vehicle wherein
the control station has a control system, a second vehicle
computing unit and a second data link in communication
with the vehicle;

receiving a heartbeat message from the first vehicle com-

puting unit; monitoring said heartbeat message to deter-
mine if said vehicle processing system has a negative
health;

transmitting said vehicle messages in a second protocol

suitable for communicating with the route control sys-
tem if the step of monitoring determines the vehicle
processing system has said negative health.

15. The method of claim 14, wherein configuring said
second vehicle computing unit to transmit said vehicle mes-
sages in a second protocol further comprises first transmitting
instructions for the first data link to communicate said vehicle
messages in said second protocol to the route control system.

16. The method of claim 15, wherein the first data link
includes a serial port and wherein first transmitting instruc-
tions for the first data link to communicate said vehicle mes-
sages in said second protocol to the route control system
comprises configuring the first data link to communicate
through said serial port.

17. The method of claim 14, wherein said first protocol is
the STANdardization Agreement (STANAG) 4586 protocol.

18. The method of claim 15, further comprising configur-
ing said second vehicle computing unit to transmit said
vehicle messages in said first protocol when the vehicle pro-
cessing system has a positive health.

19. The method of claim 18, wherein configuring said
second vehicle computing unit to transmit said vehicle mes-
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sages in said first protocol when the vehicle processing sys-
tem has a positive health further comprises first transmitting
instructions for the first data link to communicate said vehicle
messages in said first protocol to the first vehicle computing
unit. 5

20. The method of claim 19, wherein the first data link
includes a network port and wherein first transmitting instruc-
tions for the first data link to communicate said vehicle mes-
sages in said first protocol to the first vehicle computing unit
comprises instructing the first data link to communicate 10
through said network port.
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